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ABSTRACT

The public DNS (Domain Name Service) has been used more and more because of some benefits, such as
the quick response time by using a large amount of computing resources, and the bypass of web site blocking
according to national policies or geographic reasons. However, the public DNS servers are open to the public,
which makes them accessible to anyone and even vulnerable to various attacks, especially the DNS amplification
attack which is the most well-known attack. In this attack, an attacker steals a lot of IP addresses via a
controllable botnet, and sends DNS queries that seems to be sent by the stolen IP addresses to public DNS
servers. Because a victim receives and deals with a number of DNS response messages from the public DNS
servers, it can be exhausted, which reaches Distributed Denial of Service Attack (DDoS). This paper proposes a
DNS amplification attack defense system by using the features of Software Defined Networks, and shows how
efficiently it defends the attacks.
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Fig. 1. Process of DNS Amplification attacks
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Fig. 2. Logical structure of proposed defense system
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