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ABSTRACT

Recently, infotainment technologies are actively researched, while the number of vehicles equipped with
infotainment systems is gradually increasing. However, security vulnerabilities of an infotainment system are
continuously reported. It was also recently showed that an attacker could control the steering wheel through the
infotainment system. In this paper, we propose a trusted execution environment based session key establishment
protocol using blockchain for secure infotainment systems. From the protocol operation perspective, we present
the detailed operations of authentication between a user device like smartphone and a telematics control unit
using blockchain and public key based session key distribution. By using the protocol proposed in this paper, it

is possible to construct a secure infotainment system.

I.M B shtel ¢l H|elwl E(Infotainment) & 3 AREAE

£ A% ) LT S B sl 2V}

AT AR IT 714 2 Gilol Aol 22 Qo] 92, A 5 ol AAS AT
wtE 712] 7]&o] WSk Qi) AntE J) s F 2lr}. Hexa ResearchAlS] R Aol wi=wd ;‘T:Eﬂ‘ﬂ

R R FIASIRE g A3 0] 20189 % AR S]] A7 AERE paE S

¢ First Author : (ORCID:0000-0003-0341-0788)Dept. of Software, Sangmyung University, sungbum@pel.smuc.ac.kr, E33]¢]

°  Corresponding Author : (ORCID:0000-0002-1753-1284)Dept. of Software, Sangmyung University, jonghyouk@pel.smuc.ac.kr, 413]1
= E 1 201806-B-183-RN, Received May 15, 2018; Revised July 24, 2018; Accepted October 23, 2018

2114

www.dbpia.co.kr



=/

A<l-S 245k TEE 714 QLEERIME A4 7] 79 Z2EZ

HEL] AARAE 20241714] 40.179 Hei7HA] A
A Ao ofEso] A e,

ol2fgh AEH|IHE 7] F7H<l tule]~E
Apegel Az} Au|aE FAsle] ASE 5 ik
Al 2=lef] AZAF tle] tiuto]~EL 7t tiujo]
el Au g AlgAl "ok 20154 tHEA Q]
A Belyalz] AsE gl b oA X=F o1zl
HE AxHel 79 E(Uconnect) S a7 sH= A
5 BTt o AlelellAe A=k QlEHQIHME A
2Ele] FHeojol] gt ®Bekde] F=3ar, A=k Wit
FATA AN qHHEHA] o2 AlS Fal Al |
=5 AR AR 2ol

B el EEARS 8483 dF3h TEE
(Trusted Execution Environment)7]4ke] Al 7] 4=
9 TR EeIS Algkeicl 24k H 3l 35
& glo] JHAl AF5E 5 o= S Al $§l
EEA S E83lar, sl Bl E Alstar Al
A 715 93] S8l TEE®] Secure Storage,
RoT(Root of Trust), Secure BootE &3t} 7] 4=
5 gelA FoN7] 71ake] 7] sk dae]EE AN

>

2 Aol el x| IHES} TEE, &
A 9lel| whste] Ardick Al 1464 QzEH IR
Eo] thsle] Adwsla, 2delx=  TEE(Trusted
Execution Environment)ol] thal =g} ] 34
A= BEAQS Al

2.1 QIZHIPIHE

¢l Z #] 1% E(Infotainment)+ 4 H(Information) <}
2 =}(Entertainment) 2] o1& ApeF WellA] 2=k
AR, elele] F7I4, ARl = H)eh 2=, 4
3}, gohS el 22 5 ol Alaglotl Ak
QlZHJWME 7|48 GENIVIOA] 5312 218 3}
il QlzeelmE ARke] glEAql FHWAE
ok GM, oEa} ob$r, M} e, AHaAle)
Hejag2kso] ek o]2} o] AZEHIHE A28
2 Akdell H8=7] 913 = s 213E

—

o 1:]—
AzelHE  Azdleld  Feg eas
HMI(Human Machine Interface)2} TCU(Telematics
Control Unit)7} $Jth TCUE x[=ke] jitel o] %e]
AL FAskE Ao , HMIw ARSAkEe] A
AXHRIHEE 283 5 l=s sk Alolrt <l
FERJIHE A|~Hle] A2 tiujo] 27} A4 7] ]
A= TCUE &3l d7o] 7Fssiet. 2= tiule]
252 QJEHAUE A|xEloA Tidgk Au|ant o]
4 5 oA Flok tute]ar) Syl An)mo]e]o)
M| o] g8 EW AfFe] ARE ofgsle] 2}
#Fe] AlwE a4 9lA =k
2015 AR =A] SFjEE AFH A "=
ZollA] lEEJIUE A 2Hle] FHopHE o]83lo] 2}
o

el WE TG T 4 Y32 Adse o Hoh
L gl ZH|QIHE A2 Ele] Uconnecte] A& €}

Aoz gAST, Aol v B4l Be] kst
’ W5 Atk 7

A I3
UlollA QQZHQIME A|2Ele] dsto] Ax|aL 9]

2.2 TEE(Trusted Execution Environment)

TEE= A3 7S #elste] gk Aestid&
AlFshe 71golch LUkl of FeA o] o] A=
+ Non-secure World2} 4128 4 gl= o&e]HA¢]
Aol Ad=E=  Secure  WorldZ2  FAIEITh
GlobalPlatformol| 4= 7 3¢ 7F §A1S $13F APIe
&l 255 Aolske k. wizket dlo|ef= Secure
Worldel] A=A %37, Non-Secure Worldel| 4] w17}
gk dlelelell AZEr] M= APLE 3 dske]
= olEEAlelAdnte] Aol 7bs3lth. TEES]
Implementation®l| w2} Fx%= 22 4 glct ol
%49l Implementation= ARM TrustZone=} Intel
SGX7} el o}l 2% 1. ARM Cortex-A
TrustZone2| T-F% o]t}

ARM Cortex-A  TrustZone< ARM Trusted
Firmware-s 5301 7 9497ke] §AlS FAIgt) =
gk RoTE A& 3171 ¢l8l CryptoCell2 &-83ic}.
ARM Cortex-A TrustZoneol|4] T+ <395 F=2|sl
HAEA 83h] $I% 8 7S oot 2k

- Non-secure World¢} Secure World 7Fe] £l
Non-secure World®} Secure World7+e] 5412
Global Platformel|4] A&t APIE 83}
ARM Cortex-A A|2]Zell4] TrustZone< ARM

2115

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’18-12 Vol.43 No.12

Secure World

Payment Trusted

Device Drivers
EL1
Rich 08
ARM [ smccc ][ pscr

Trusted
Firmware ‘

Non—secure World ‘

Secure device drivers ‘

Trusted OS

[ Payload dispatcher |

Trusted Firmware ‘

Hardware Interfaces

SoC .
subsystem ‘ CryptoCell ‘ Graphics

Control Interface

Security Asymmetric Symmetric Data
Resources Cryptography || Cryptography Interface

2! 1. ARM Cortex-A TrustZone 13
Fig. 1. ARM Cortex-A TrustZone Architecture

Trusted Firmwareol|4] Non-Secure bitsE ©]-8-
3lo] T ddqatele] TS FASIcE Secure
Worldell4] 14 91| ‘"4’ FAlE] 918k e
Z= Non-secure Worldell EAl5l= VES= <l
Elglo]~g F3le] SAle] rlssict olu] A
4 9 Xl TAl=  Transport Layer
Security(TLS)—E— %;H R =
- Secure Boot: §-8] # Hejlofol| gt 348 1]
317] $I3k 7R, FH Al FEREE el
AR ASE st i F A4lelE REske
Firmware Wz 345 HWoidh= 7]solck
RoT(Root of Trust): 3}=¢o] Ao g Hal 7)<
< Algske Ze®, ARM TrustZoneol| A=
CryptoCelle] ¢Jt}. CryptoCell®] x4 Ql 7%
© 2+ RNG(Random Number Generator),
Crypto Engine(e.g., Cryptography,
Hashfunction)& #|-3-gkc}. sle=dojd oz nat
25 AlEgte g g4 7elsizltl. TEE+=
obdgt A e} Agas S8 E5AQY, =
3} 7k 7)) 2gshr] 913 At A

[e)
I Q)

2.3 =542l

2008 ALEA] YIIREZ} Akl nlEZIS B
Z2AQl 7|52 0|83} thEAQ) gkFslolc) vjER
o1& 71E AMul-Fefoldl B F27) ol Fe]-wjo] F

2116

ZollA] Al 3212 AHjie] flaz, AREARRE AlE]
Aol kA °Li§]rfﬂ A7t 7sdt A
H|EFgle] F8 7]eal EF5AIRIS Fol- -4‘4
AN kustd A& PEA AR 5
5 b 7|eolrh ARSAES AMA1e] AHRl7IR H
&+ 7¢l(Transaction)S B2 < 7] ~Elsla, vlo]y
== AdEs 9
g A =l B2 o] 11 2.9} 3ol Aoy
Prlo g fA=c) o)y dloje] FHA AlF-S 43l
AR} wlole] Aoy 7S gkl el
dlofelel] gk Al=AdS A3zl sl gh7] 7k
o] Az} A& ARSIk

EEAIQ1Y] F8 7|eal Y daElEE ks
Zhell 724, AFAdS Algshs B352 As] ¢

& kel zolek o o 54 2L WEs

EI]H E)

412X
X

H‘ ofl 1'1'1 l‘N

10

et B55 A %iﬂl‘ﬂ"ﬂ 555 94
ghel oAl g S5 PoW(Proof of
Work), PoS(Proof of Stake), DPoS(Delegated Proof
of Stake)”} itk =3 E5-5 A, A sk FA
o wep s, wejolul, A Welw f B
7} 7Fsstek

- ¥&2] E-EZ4¢l(Public Blockchain): % A gle]]
I

Folehs B kot S9FA 2 5 e
Folrk LAFAE BEAQ UE Jaoﬂ A 7
= 2], 7], AR o g duEss
B B2 AN & e ==E 9 gk

- Zz}o|dl HB-Z4¢l(Private Blockchain): 54 %
o 713l EFA|QS Fe]shs e £5A
Qlejek Ft 71FellA] A A7 54 dFA)
EEAQ] HE I ANE 271, ¢7], A%
& 49l gl duElEs 8 E5S AANE
c}.

- AxAIY E=A2)(Consortium Blockchain):

Ve

Block 1000 N Block 1001

Prev_Hash M/ Prex _Hash (T]mn Ldmp]
Me] kel Root Nonce w | Merkel Root Nonc=

Merkel Tree  ( pasnot Hash23

(Hesh0 ) (Hashl ) (Hash2 ] [ Hash3 )
F ¥ x

[T)!(O] T)!u][ﬂlwﬁ['r)}(aj

Transaction

a8 2. ¥jEZQ] ESAQlY B
Fig. 2. Blocks of the Bitcoin Blockchain

www.dbpia.co.kr



=
s

M
—

Alol-g 343 TEE 7|k Q1 ZE|QIHE A 7] 3] Z2eF

Sl HESZA 210 WIS AFstod
AHE 271, 7], AAsta, e daEles &
ol =5-& Adshs frdelt
o] o} 212 BEAqle freall vle ®ra 2050
A wlaE WS 7leR Al =R S el
ol ghitsiA] sk om Aol A|a glrk wgh
A 71E Eshe ol9le] el sidlel=
A=gt, Abgat Q1 Aleaglop ghe Pofel|r] e
A7) $13 A7k olFeiA|a gick

Mo 4

)

E Aol = Algkshe 71Hal gHAgk slz eI E
w2 913 EEA91S 83 TEE 74 Al 7]

S5} el B vEs)a el ofs)
Aeys) S LREZS 55 o

AsL A7) 5 AR re] e,

TH Zrez) tsto] Argeh Al 1delx= Al
71
]

K
[\S]
i)
=2
>
e
N

3.1 Overview

B A|FAF] TCU(Telematics Control Unit)7} A2
H QAFEHQIUE A28l 330 A A|ZALS] Device
7} g M-S A7) 7 AA S ARkl Al
FAR= 7)7](Device, TCU)E AAE o 71719
Secure Storageel| #|ZALe] A7)}, 7171<] wd 3k
= AiE 5 Sfgicl Az A ® 71719 )
U 33 AzAle] FN719F ARI7TE AZAL A22Hl1¢]
dlo|ejuo] 2ol AAZIC}. A ZAF A9} A|ZAL B AF
Aol kA7 A e® FA= siek Alkeh= 71
o] 783k = 9 A2glof] tigk A R= o5t 3ok

- Blockchain: AW](TCU, Device)2] 7M1 ololt]
o} e BB AAehs Zejo|ul E5A
al

Database: A4+ 51 Aw]e] HEmE 3h 2 A=
o P e B R | R 2 o ) B
DA(Database Agent): t|o]EJHo]20l HT 715
3 =

BA(Blockchain Agent): B2 alel] A+ 7155t
e BR8] 3¢ el o, 2
AAe 1Al 7
MN(Mining Node): )
A e
TCU(Telematics Control Unit): *}3F W/£]¢] &
A1S FANS= AN 2, Secure Storageol] B]Y Ft

o)
ud
2]
B
r)«
o
e
4
Q

I AzARe] FN7IE ARSI 312w, ARM
TrustZone 7]&-% A5k Sl=dolE A

- Device: #}2Fe] TCU|| <14%]+= AH| 2, Secure
Storage®ll B'H 3k} AxALe] 7S A3}
3L glom] ARM TrustZone 7143 |48k 3}
=95 AR

T8 A2 ol £ 1.3 Zrh

Algksh= 71gellse] YEH = mele ol 7]

3.9} k.

1. 27

Table 1. Notations

Notations Definitions

Dev, Manufactured Device by the A

TCU, Manufactured TCU by the B

BA,, BAg Blockchain Agent of each manufacturer

DA,, DAy Database Agent of each manufacturer

MN 4, MNy Mining Node of each Blockchain

SIDy,, , Dev, Secret ID

SID ey TCU, Secret ID

VIDy,, Dev, Virtual ID

VID e TCU,, Virtual ID

T ith Random Number

h(.) Hash Function

E.() Encryption with the A

D.(.) Decryption with the A

Sigy () Signature with the Private Key A

tx Transaction of blockchain

Kgf(j’, Kg‘;” Dev, Public Key, Private Key

KESUKECY | TCU, Public Key, Private Key

Ko Ko Manufacturer Public Key, Private Key
Dev - ICU Session Key between Dev, and 7CU,
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