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ABSTRACT

Federated IAM (Identity and Access Management) is an authentication and authorization scheme that is
performed among multiple security domains. Once the federation is made in the domains, users can access the
online resources of other organizations using their home organizational accounts. Identity federation is an union
of the domains for managing the federated IAM, and its main role is to make them build trust relationship.
More than 70 countries around the world have their own identity federations because of its benefits such as the
reduction of password fatigue, strengthening of personal information protection, and increasing the possibility of
share of online resources. In Korea, KAFE (Korean Access FEderation) identity federation is operating since
2015. However, due to the poor domestic ecosystem regarding the federated IAM, the proliferation of the scheme
is progressing slowly. This paper introduces the federated IAM including the description of its system
components. In addition, this paper deals with the detailed design and implementation of our federation services
to encourage institutions and higher education in Korea understand and adopt the federated IAM more. Finally,

the implementation results are qualitatively evaluated.
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Attribute name Attribute value

cn common name

displayName display name

mail email address

Unique identifier of a

eduPersonTargetedID
user

Globally unique identifier

eduPersonPrincipalName
of a user
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Table2. Import policy of eduGAIN metadata

Policy Behavior

Commercial entity Conditional accept

Weak key length deny

No privacy policy deny

No HTTPS or HTTPS with
Self-signed SSL

deny
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E 4. research-and-scholarship WA #-FAfol|A ARS== 4
AR
Table 4. Attributes used for research-and-scholarship

category

Elements Recommendation

eduPersonPrincipalName(ePPN)

User identifier
ePPN, eduPersonTargetedID

displayName

Person name
givenName, surname

email address email

Affiliation eduPersonScopedAffiliation

and-scholarship 7NA| +-FAFE 43} & 40l WA

= AW o]8-S HAST 9r)l eduPerson

ScopedAffiliation AFEA}] 2|75 A ofghc}. An]

Al A el A 7HE ARgARe] An] 2 o] 8H7S &4l

37| 93l &gk olE Eol, 54713, ss.ackn)

2] o]zl student@ss.ac.krd} Zro] 3E7|7hcl

FAGERIAYE) D AT 421 S T
43= SAML 7l Al+= research-and-scholarship -

25 letelole]el #2713 5= 9lr}. 54 SAML 7iA]
7} Zb= WA AR A AR A sA] e
7% 535 TR S ik A AR A~

l(4)-2 research-and-scholarship #-FAHe 2= A1H|

2AFAK )l Hellx] A, =A,NA,NAQ] $A4A

e A 4,9} 4,5 27 ARARAZA} A

FA AEATAT} 2AsKe SAnel A3
otk A= E 4o EAR SR Qolrk

MRS 919 AR Ase FANTFRS

AFe] Hekfar thg-=Hl9)=] SIRTFI(Security

Incident Response Trust Framework for Federated

Identity®") -F2lw =18k} SIRTFIE AlA Akl

Zolstar ol 713Ee] E5dllof s Mol ARE

3} Hekrbare] Az|dA el wgtw= FHe| N

W9 55 AL Slck =] A Azt Salode

9] HE]/\H]:"—X]—EO] SIRTFI®} research-and-

scholarship ¥-FAlel| ot 2|18 ZHA|sta 9= A

solek, Al Agate) Asdle] FAATREAY
oA SRk Thee] A RRAE A|95ke 24

I7F 7ke 7Es3Ee Eolal MRS o] 8-S

F a3 = ols Zlo® 7]dightt

4.5 SAML 7Hxe| 7=
Ar|2Al g2} e A

4=
(=F=}
s
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MFA Z23}l2 Adeld oz 485 4= 9l7] o]
MFA Zg3lel& A9I8lA] e AEARAITAR=
AREAL ID9F WS whle] QI S8k

E 5. A== SAML AuthnContextClassRef
Table 5. Supported SAML AuthnContextClassRef

Authenticati
uthentication <AuthnContextClassRef> URI
method

Username and urn:oasis:names:tc:SAML:2.0:ac:clas
password ses:Password

P

assword urn:oasis:names:tc:SAML:2.0:ac:clas
protected

ses:PasswordProtectedTransport

transport

REFEDS MFA .

Profile https://refeds.org/profile/mfa

4.6 JHA AEfo] BL{EE
AR QAF el A= AT =7 W AR
gle] AL Faljof sl A3AE 7T MAE
_0,] 7@ ‘ﬂ_hs_ o:] ne A]—/\]X-]__i 24745]]0]; 6“1—]:]- gl
Al Fe] Al xe} 8w E Fol7] fllME e
MAEL] 78T AAA o R muE| R E oo} g
AL ] FAZE AR thE2r] wiie]] oe]HEE
olgal Alel] RUE|E] HFALE o13lelZol| Hle}x|
e} mgk RUE]E 2] E(Metrics) = AHEEQ1 A
W WELZ BUEE] AlxEd t2r] wiiel ¥
MAaZES S 88 = gk AL Sk
KAFE+= SAML 7WAIES 7147 AAEE o %
o= AAAHSE AR S8 JHAdE BUER
Al zwlE Al 283k glck
e Aj~EE Ex AT el AHE
HTTP 3t], SSL ¢1Z4], SAML weldo|e]E F7]
Ao 5 & B9 RYEHE Fadct 2y
Bl oo|HEE o] 831A] 7] wliell Aol =
< Hhdel] F3 Ao A | e} Al =) A
3k = slvkes EAlE Sl i AlaEle] AlFE
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Aol B34S E3) HTTP 3l|t]e} SSL 214
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7} oAl 7h5Ade] ik S SAML HWIAAE &%
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gk 2| Zeolc} fE 7]7ke] vtEE gt oF So=
olsl A%t weldlolel7t AdA o2 A=A &9k
7Fsdo] Zx) <A wleld|o]E]9] EntityDescriptorel]
¥4 validUntil $4%2 ¢lo] -5 717kS gkelgt
o} gk wetlole]7| 79 o] JAIEA] ko Al
Aol &3 ZE AL dPAFTS o4 5
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o|ike] AH darE]5a 2,0484| E o] o] HolE Z+
= 7] AH-S dAska gl

SAML <15 847 S5l gk K 348 W
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A7t =] 6025 Z3shd 413k SAML o444
< HeJHA] o=l s 2ujEE] AlEl2 A7k
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E 6. SAML N4 BUEE 5
Table 6. Metrics for SAML entity monitoring

Metrics Description

Metadata validity Less than 6 days

SSL Certification

. No self-signed CA allowed
authority

SSL validity No expiration allowed

Signing algorithm Only accept SHA256 (or more)

Key length More than 2,048 bits

Time skew Less than 30 seconds

2209

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’18-12 Vol.43 No.12

33 9. AR Alzdle] AlFde A%
Fig. 9. Attribute matrix provided by the ID management
system
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Fig. 8. EntitiesDescriptor generated by the registry
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Fig. 10. Central discovery service
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