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ABSTRACT

Nowadays, various Internet of Things (IoT) devices are widely used, generating tremendous amount of traffic. They
not only slow the transmission speed of the network, but also make it difficult to guarantee high QoS. The SDN technology
had been introduced as a solution to these problems. SDN is used in a large-scale network environment because it
can efficiently manage the network by separating the control plane and data plane. This paper proposes a novel feature
selection algorithm to efficiently classify various internet traffics in SDN environment. The shortcoming of the existing
filter-based feature selection approach is low classification accuracy if the number of features is small. In order to
solve such problem, a novel feature selection scheme is proposed which employs the weight-based chi2-square test
algorithm. The experimental results with three datasets reveal that the proposed scheme outperforms two popular existing

feature selection algorithms in terms of classification accuracy and F1 score.
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Algorithm 1. The Proposed algorithm

Start episode

input number of features

Extract traffic feature sets F,, Fj

Extract traffic feature set classes X

for 1, feature F, , ++
1, = mutual Information (F,, X)
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redundancy = [1/(number of
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11: end
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15: end

16: for 1, feature F,, ++
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18: end

19: for 1, number of features, ++

20: feature sort(result 2[F,].score)

21: add results 2[F,] weighted(number of
feature — 1)

22: end

23: for 1, number of features, ++

24: results f[F,].score = result 1[F,] +
result 2[F,]

25: end

26: if results f[F,].score == results f[F}].score
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X 1. KDDCup99 Ho[E|AES] 54
Table 1. Features of KDDCup99.

Index | features description

1 duration Length of connection

2 protocol_type type of protocol

3 service destination of connection

4 flag status of connection

5 src_bytes data bytes from src to dst

6 dst_bytes data bytes from dst to src

7 land If the connection is made on the same host/port 1, otherwise 0

8 wrong_fragment number of wrong fragments

9 urgent number of urgent packets

10 hot nunmber of hot indicator

11 num_failed_logins number of failed login attempts

12 logged_in 1 if successfully logged in, otherwise O

13 num_compromised number of compromised states

14 root_shell 1 if root shell is obtained, otherwise O

15 su_attempted If the ’su root’ command is attempted, it is 1; otherwise it is O

16 num_root number of root accesses

17 num_file_creations Number of operation that create new files

18 num_shells number of shell prompts

19 num_access_files number of operations on access control files

20 num_outbound_cmds number of outbound commands in an ftp session

21 is_hot_login if the login is part of the hot list, it is 1; otherwise it is O.

22 is_guest_login if the login is guest login, then 1; otherwise, 0

23 count number of connections to same host as the current connection at the specified

interval
24 stv_count Tlumber of connections to same service as current connection at the specified
interval

25 serror_rate % of connections with SYN errors

26 Srv_error_rate % of connections with SYN errors

27 rerror_rate % of connections with REJ errors

28 Srv_rerror_rate % of connections with REJ errors

29 same_srv_rate % of connections to the same service

30 diff_srv_rate % of connections to different services

31 srv_diff_host_rate % of connections to different hosts

32 dst_host_count number of connections to the same destination

33 dst_host_srv_count number of connections to the same destination that use the same service
34 dst_host_same_src_rate % of connections to the same destination that use the same service
35 dst_host_srv_rate % of connections to different hosts on the same system

36 dst_host_same_srv_port_rate | % of connections to a system with the same source port

37 dst_host_srv_diff_host_rate % of connections to the same service coming from different hosts
38 dst_host_serror_rate % of connections to a host with an SO error

39 dst_host_srv_serror_rate % of connections to a host and specified service with an SO error
40 dst_host_serror_rate % of connections to a host with an RST error

41 dst_host_srv_serror_rate % of connections to a host and specified service with an RST error
12
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E 2. UNSW-NBI5 HloJejAlE EA
Table 2. Features of UNSW-NBI15.

Index | features | Index | features Index | features Index | features Index | features
1 dur 10 sttl 19 djit 28 dmean 37 is_ftp_login
2 proto 11 dttl 20 swin 29 trans_depth 38 ct_ftp_cmd
3 service 12 sload 21 stcpb 30 response_body_len | 39 ct_flw_http_mthd
4 state 13 dload 22 dtrcpb 31 ct_srv_src 40 ct_src_ltm
5 spkts 14 sloss 23 dwin 32 ct_state_ttl 41 ct_srv_dst
6 dpkts 15 dloss 24 teprtt 33 ct_dst_ltm 42 is_sm_ips_ports
7 sbytes 16 sinpkt 25 synack 34 ct_src_dport_ltm 43 attack_cat
8 dbytes 17 dinpkt 26 ackdat 35 ct_dst_sport_Itm
9 rate 18 sjit 27 smean 36 ct_dst_src_ltm
E 3. A 71A delE AlE Au
Table 3. Information of three data sets. 1.00-
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