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Design for Improved Boundary Security System Using Multiple
Complex Sensors and Proving Performance with Constructing
Testbed
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ABSTRACT

We present our works related constructing and building an improved perimeter security system of the legacy
systems on using at military bases in this paper. The system makes use of multiple technology - intelligence
video analysis, fence attached vibration sensors for detecting climb walls, spatial monitoring sensors by using
microwave and passive IR detecting, and radar sensors for early warning. The system can effectively monitor
various situations access and penetration of intruders in real-time. In this paper, we deployed the system in our
testbed to verify its performance and show the results.
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Fig. 1. The Improved Boundary Security  System
operation conceptual diagram
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Fig. 2. The consist of scientific boundary system
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Table 1. The list of intelligence video analyse
TYPE Definition
person(or people) prowl at special
prowl
area more 10 sec
ersom(or eople enetrate  to
Penetration P . ¢ people)
special area
Abandonment the act of leaving something
the situation in which people
. struggle to stretch their arms and
fight . .. .
commit suicide, slap or stretch their
legs
. . smoke or flame, situation where
Fire/explosion .
explosion occurs
. occurrence of  penetration tarces
Anomalous signs .
when PTZ moving
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Table 2. A number of the sciense error of

Errors number
compunent failure 2563
fiber cable cut 1793
Sofrware 487
power 211
sensor 106
lack of stabilization 65
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Table 3. Type of the sensing systems
system type definition
the system is installed on the fence to
optical fiber | detect th change of the optical signal
system caused by external force(pull, open,
shock, etc.)
. it is alarm when the pressure is higher
tension .
system than a preset pressure on the wire
4 installed on the fence
. sensor is installed on the fence to
impact/propa . .
. detect impact, cutting, sound, etc.
gation .
detection and alarm on  external
system .
penetration
generate microwave from transmitter to
microwave receiver, detect rhe change of radio
system wave when intruder in installation
section
detection of  unauthorized persons
penetrating the detection area or
ground .
. entering the fence after the culvert by
buried . .
. buried underground with sensor cable
detection . .
capable of detecting changes in
system . e . .
magnetic field and optical signal caused
by impact
install wires that can give a certain
electronic amount of electric shock to intruders
fence system | on top of existing fence or
independently
a system, which the electric field wire
. is horizontally installed on the upper
E-Field .
part of the basic fence, detects that
system s
changes the electromagnetic field when
approaching unauthorized persons
. system that senses temperature,
infrared . N
pressure, motion, etc. by using infrared
system
rays
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Table 4. Sensing system configuration sensor

installation

K Detection
location

type of sensor

barbed external

vibration Barbed wire

force
radar fence pillar | approach to fence
microwave + PIR Y pillar over wall
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No. of Detection rate by hit POSitiOﬂ(.%) remark
Sensor | Left top |Right top dl(;iitn dR(l)%:]rI

X s 93 55 55 slave

) 13 15 100 98 slave

3 6 49 52 51 slave

. " 9% 97 95 master

5 o) 70 100 99 slave

6 0 0 100 100 slave

7 100 100 5 5 slave
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Table 7. Result of radar sensor detection test

type statment speed quantity| detection

man lkm/h | 1

man normal 4km/h 1 1 0

man gait 4km/h 1 2 0

man 4km/h 1 3 o

man duck- lkm/h | 1 o]
— waddle

man gait 4km/h 1 1 0

man slow 1 X

crawling

man fast 1 (0]
vehicle 10km/h 1 1 0
vehicle | driving 10km/h 1 2 (6]
vehicle 10km/h 1 3 (0]
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Table 8. Result of multiple sensor detection test

detection distance
TYPE | within | within | within | within | within
1m 3m 6m 9m 12m
PIR (6] (6] (0] O X
microwave (0] (0] (0] (0] X
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Table 9. False alarm tests and results according to
environmental conditions

tvpe false alarm test false
P conditions alarms

- all of the fence

fence shaked shaked with rope

wind by wind - all of the fence NO
shaked with hands
vibration due
to aircraft, - a man rolls around
vibrat |vehicle, the fence within 3m NO

- a vehicle drive around
the fence within 3m

ion [surrounding
work and
people

- spray water on entire
sensors with fire hose
at same time NO
- spray water on top of
the fence with fire hose

false alarms
rain |due to rain,
showers, etc.
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