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ABSTRACT

Because IoT devices are always connected to the network, and are neglected in management after installation
and distribution, they are easily exposed to various security threats. Although port scanning is widely used for
vulnerability analysis of IoT devices, it is not easy to detect and respond to vulnerabilities of tremendous IoT
devices. Therefore, a strategy is needed to identify IoT devices that are vulnerable to security threats and then
selectively manage them due to the limited time and management cost. In this article, we introduce a search

engine system to identify vulnerable IoT devices and then evaluate the system in the real-world network.
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