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Effects of Outdated Channel on Secrecy Performance of
Power Splitting-Based Relaying Protocol
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ABSTRACT

In this paper, we propose a power splitting-based relaying protocol to resolve the energy shortage problem of
sensors and information security at the same time in wireless environments with the error caused by the outdated
channel. An untrusted relay can be a potential eavesdropper, and it should harvest energy from the external RF
signals because it has no power source. In addition, a destination sends a jamming signal to prevent the relay
from decoding information transmitted by a source while the source transmits the information signal. If the
channel is not outdated, the destination can interpret the source’s information by eliminating the jamming signal
perfectly from the relaying signals. Otherwise, a residual jamming signal which cannot be canceled out degrades
the receiving performance of the destination. In this situation, we derive a secrecy performance metric, e.g.,
outage probability, and find the values of jamming power ratio and power splitting ratio for optimizing the
outage probability. Through the simulations under various environments, we show that the proposed scheme

improves the secrecy performance, compared to the conventional scheme.

% o] Aok 2018 % A S n BN Asles RATAe] 251E wo} el ATI(No. 2018RICIBE003297).
¢ First Author : Chungbuk National University, School of Information and Communication Engineering, kslee85@cbnu.ac.kr, % %]<1
°  Corresponding Author : Agency for Defense Development, jtyim@Xkaist.ac.kr, %3]

= E 1 201902-453-A-RN, Received February 8, 2019; Revised February 24, 2019, 2014; Accepted March 8, 2019

829

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-05 Vol.44 No.05

I.M E

o
>
°§“

A wE olue) AlAe] AU BE TAlE
A3zl Sl F/P’/] ZF9}(Radio frequency, RF)
Z o]g3lo] AHel AH-L FAol| H<4Simultaneous
wireless information and power transfer, SWIPT)3}
7] 91&F 71sze] olef wigt AR we2w 9ir)
U 21614 SWIPTS $13F 5}¢] #3F 7]gS Ak
39, [3lelAE 370 x=r) EAlske A 3
o4 SWIPTE 918+ Zdlo] 7145 Agkstoic) wwt
ohfe} 34 BA1 2 AR QIE Flde) ek ol
gH V| EY =z} ATl wet Q15 vkA] 3gh =A%k
Z2HE AR §52 e Bl r]Ed dig A=
AR olell we} WEe] ¢ks] glo] Wl s
(Jamming signal)& E3l EARZ] AR 35S T
BHog zAAA F= vlsed EAS Hel
(Physical layer security)o] #|F=|Ici. [5]ell4+&
HEA vl A AS5S 59 AR BkES BASp|
$1gk 54 s wekS Alksch [6,7]0014= oy

A shilzgo] et wlele] =gzl wek A
FES ZUE) ] fIgE HAe] A9 EEREE =
=319t [8]elAE AAE =zt & 5 9l vl
21248 2= L#o](Untrusted relay) Z25E HHE
H3al] 9%k Bk A 7S A7siolck spA]t
718 AFES ALY ARE 3] A glcks 7
7 slell Aol Zlow, A7kel| we} o] wslwA
LA b AEE AA 4 Bl AAAH R Ag-
7= o

B ErellAls A vl S e HElelrt
ZA)S= 2-hop W EH Zol|lA] ¥EA1d(Source) 2 &4

A|(Destination) Alo]2] Wl A8 WAsh= ¥}9] £
@ 7be] Qelo] xzEEE AUk ek A
o] HRAIYY EAR| 9= D‘r— ek #¥(Security
level) 3 2k 9o, lelo] :59] AL AHE]
ke MAs} S 2 A4 ALB A Sl
2HE dUAE o]43le] Al AE = Y
Al Alve] e 7k valE S 2 HElo]
7} o] Agehe AuE AR AL o] 9
3| 2hale] ARE AFshe T AR = whE) A
g5 Aggich Do) AlgE Alse] IR
D4 W g o) sl aee shod Agela vt
w2 BlE2 ARE PAlSEH ARSEk L F ah
28] g oflLfR]E o] gel g AlSE FE3le] &
A 7]ell AEgict Pello]o} FA=] Alo]e] Fdo] A
Zhell et W3lA] derh BAx|= Hee] A=

[ed

830

S e AgE shHs] AAT ¢ A, Ade]
1 3}lod(Outdated) A7} EAI8= -0l Wl A
9= 93| AAT $ gick aElEE fd ex=
a23le] oFE]R] #-E(Outage probability)= 2]
Ao Aejsta, olg HA3} & 5 gl el A}
vg 2 919 23 ¥]E-S numerical 3} 2=tk &
gk tlefgt AlEHeA S0l sl Al AS5S 4
3 g 2o I E AR 71 ke vlaE
Eall Ak Wby S A5k

I. AlAH g

2 =l 23 1 A3 2, HeHlel, &
2] 5 3709 v} EA)sh= 2-hop HEo] Y ES
A5 a4 Hellol= A =AA; A%
gk ¢ ol vlAlEAde] ol et AE,
i¢} jatele] A2 h, <= independent and identically
distributed ~ (iid) ZP  dHo|dE s,
i€ {s.mdpo 1l 714 s, 1, d= 2t kg, 2
ge], HAx5 velick Ardel she] Al In, P2
mean®] 3l A5 <EE(Exponential distribution)
= EEL.H%, the3 7o g5 Uw F(Probability

density function, pdf)E Z-=

2

[ o

f‘h”‘-z(f):_e Y, z=0. (D)

gl deele} FAAPL vk Al Alsel=
n, =n, ~CN0,0°)& w2  Additive  White
Gaussian Noise(AWGN)©] A—XHUPE]GL dzek-1e=1

9] ek 7ak Lelo] TR EFE T3 29} o]
AA &5 A7F T8 2709] phase® -4 %o ich
| WA phasecl|A= Helo]7} ALY HRE =4
= AL 1] $s), vkl °J°] ZJ B (Source signal, s)
= A Bt FAAE W) Az)E AE3ek

— Source signal (phase 1)
—--—» Jamming signal (phase 1)
— ——» Relaying signal (phase 2)

J% 1. Mgk Ho] vES =] Alxd md
Fig. 1. System model of secure relay networks
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