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Detection of Attack Traffic Using the Sequential Grouping Based
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ABSTRACT

Today, the network environment is dramatically increasing, and the attack of malicious traffic is getting more
sophisticated and complicated. For the accurate analysis of malicious traffic, it is necessary to reduce and prevent
damage to such attacks. The most widely known methods are Signature-based analysis and Machine
Learning-based analysis. Both of these methods have the advantages of high accuracy and detection rate, but they
are disadvantageous only when the process is complicated and the requirement is met. Recently, a method of
calculating the flow correlation based on the flow statistical and header information and detecting with the

correlation value has been studied. The statistical information includes packet size, and the header information
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includes the source and destination IP address, port number, and protocol of the flow. However it takes a lot of
time and money to obtain statistical information in the real environment. Therefore, in this paper, we propose a
method to detect attack traffic by calculating flow correlation based on header information. In order to verify the
validity of this paper, we conduct several experiments with real attack traffic and the detection rate was

improved by 5~30% compared with the previous method.
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Fig. 1. Calculatmg Method of Flow Correlation Index
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1 A0 A8 A4 ok Ea Au
able 1. An Information of Normal & Attack Traffic

—H

Normal Traffic

Size
Application
Flow Packet Byte
Chrome (web) 491 60,266 46,852,995
Skype 576 107,534 95,635,596
Torrent 614 99,737 94,989,389
KaKaoTalk 844 53,655 | 49,471,332
(messanger)
Attack Traffic
Size
Attack Method
Flow Packet Byte
Malspam 71 18,055 15,167,725
GOdZ'“;"Loade 69 1,862 1,358,410
Z-bot 23 1,232 1,229,269
Dreambot 100 3,615 6,564,613

AHggE o)) AzElt Alekshs QA A E g
& AFER AlaEte) Ae nmskgon, Ao
A b & 26 ekt glek

" de, BAA A 2 ARgals ol Al

) A9 A

2 &
ble 2 Result of Detection Experiments

Ta

(Previous FCI System)®] 73-%- Tl Al= Al&] &
27] well shte] Al=E ARE- &)
= 79t AFE Alefaioiek. vhHel| el 4] A
okl &t ARuEES- o]-83F A|2~El(Proposed FCI
System)®| 7-¢- 3R} A= AMElS 7-9e) ol
Al Ae dare]Es 243 499 F RR Al
Zle)3teict.

oA dH, A AR F AMgSh= Alwle] A
+ B2 AT 100% 2 HeERAAIRE 580 73
60~85%2] A3} veprl wbd, Aleksl= de A
Bk AR A 2~Hle] -9 '] AHE T 100% 2
71&3} zlo)7t AR, BRI A% 95~100% 2]
/gl‘- (e} Eoﬂr/} Es] 1:}—? A]: /HEH o7 = = a
WYL 739, HAE T2 N 100%7HA] A A1 5
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V. 4
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o
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re

?

B Rl 71e] opd Eele 3] vy ol
Mg 4] e A S E299 sl An
2 olgale] 2t EmS 7k AWHE SAAOR A

Detection Test Result

Application Result
Measurement Previous FCI System Proposed FCI System
Attack Normal
Flow Packet Flow Packet
Recall (%) 89.74 99.89 94.87 99.98
Precision (%) 100 100 100 100
Malspam Chrome (web)
F-measure 94.59 97.37
F-measure (MS 2) - 100
Recall (%) 68.12 95.27 97.1 97.53
. Precision (%) 100 100 100 100
Godzilla-Loader Skype
F-measure 81.03 98.53
F-measure (MS 3) - 100
Recall (%) 82.61 99.35 100 100
Precision (%) 100 100 100 100
Z-bot Torrent
F-measure 90.48 100
F-measure (MS 3) - 100
Recall (%) 64.71 86.52 100 100
KaKaoTalk Precision (%) 100 100 100 100
Dreambot
(messanger) F-measure 78.57 100
F-measure (MS 2) - 100
920
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