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ABSTRACT

With the Android app market exploding, security threats to Android apps are on the rise. To minimize
security threats, academic researches have been proposed to analyze app security. However, the number and the
scope of apps have been limited on the research. Furthermore, there is a lack of research about systems that
detect security features applied to apps. This paper proposes a system to assess the security of Android apps and
reveals that the app ecosystem is vulnerable. The proposed system detects five of the app hardenings applied to
apps. Using our system, we analyzed the top 1,322 applications in sales. From the result, we found that 61.58%
of the apps do not have any protection features, which exposes security threats, 88.51% are vulnerable to app

modification, and 97.21% are vulnerable to memory manipulation through debugging.
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Fig. 1. Proposed System Architecture. APK files are analyzed with static analysis for detecting DEX encryption and with

dynamic analysis for detecting other app hardenings.
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