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ABSTRACT

This paper analyzes the type and mechanism of network security threats arising in LoRaWAN (Long Range
Wide Area Network), a low-power and long-range communication support technology that is drawing attention as
the era of the Internet of Things (IoT) arrives, and proposes a method to detect these threats in advance by
applying machine learning. LoRaWAN’s unique architecture makes it difficult to apply security detection
algorithms that were generally used in IPS/IDS. Therefore, the proposed algorithm presents a new approach
through clustering of machine learning techniques for messages occurring in LoRaWAN environments, and
performs very excellent performance in detection of attacks such as message reuse attack and spoofing. In fact,
the 100% accuracy of detection and the low time required, which have been verified in several experiments

suggest great potential in applying it to the actual LoRaWAN environment.
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I. Introduction

FHZ AHSA 71se] HAe wet BE AbEe] U
Ef=mz 7=l AFEQlEYl(Internet of Things,
lome] L Sk 0TS 21 el 4 <)
ool e AnE FAeh, B4 15 v
o fal EAIE Eal vl=slze] Al

IDCs} 7REU S} 2E2 AAF L AR 47k
I0TE A dA7|E=Z B3 20201d714] 208 7

olafe] Aol ‘dea Aoz o Esigek!! olejet

ol 5ol w2t IoTE &83l7] $13F 7% =3k ookt
Al EAskaL gl tiEAel Clvh 7 FAl1Ee]
xdo]ct,

10T 3HellA] B A WA 74 5
Sl Aol Sl AfH el SAalsle] Hlol
gt oledt A elA Anlzrt ddshA
Hoﬂ*ﬂ” A2 sAle] 7hestA s 7%l £
shl, 741 541 717] 5 vk ofElElE Sl %
& i) olelat Sl wek AL 7o) B4
A1 1753—1 18] A EAl 71l iAlE A olck

LoRaWAN(Long Range Wide Area Network)?-&
Al B7e) T4 B4 %ol B $41 B4 )
Errl 2 7] =29 9 E R el gl g)uy
2 AP glehs A A 75wl )

-

)

[e]

I

E}

A
HE

-uNEﬂFJ
2 ® ko N ¢

-

% % ek Aol =) 75 o)k oleid &
A el 4 2 EE nEG BE 439 B
A 7] o] AHEE 4 Ik AR ¥EFEA A

Jol]x]= LoRaWAN2] 41 A8 #9)7} 15kmel] &
s, A E 2-5km7} s S s 2l
‘;1r.[2]

LoRaWAN?®] It T}2 #7302 ] oRaWANGOI| A
Fatels 7171 ISM 3k AR 4ol wet 717]
Z20] 10-25mW o4& ] skerhe okl o)
£ LTE Cat-M 2 3rted ALElE]Y(NB-10T) &+
oA F2sh= 7171«1 wlele] E84S A AFs)E
o} ol2ig viEfe] =2 Z8Ad R qlsl] FAS 3}
7] grolw ok 1049 A oA Abgo] 7psslctl

o213t AP EE 315 LoRaWAN 7] 7ljal =
5 UESN=ZE Z2gste] oF 50700l 3=
2 715 A xR o2 vES = 7)Ew) vkt
714 % LoRaWAN©I = 7]7]9] AJn]~ #n= gults}
At ae"] & 23 ATl 5 R Bt 9E
o] EAlghct. Al Mk fl§ o= wlAA] A}
4 FA(Replay Attack)®] 2=, ©]+= LoRaWAN<]
EAl HAUSES o83l 7)7]9] ARl Al s

1548

W= 34|

olzigt flgdell t-&3slr] 28t A= Aol o}
oFstA A= AL oA, HARAM = BFE 5 HE
g o-Hkgle] EAlsHA] bt AlFe] ANNRE &
Tl IPS(H WA A 2| 2 IDS(;%%XWM‘Q)
=& )55 TCP, UDP LR EZ Z <le|ulolx] 215
AME= 5 e R ?645101 3¢, °ol&
LoRaWANoﬂ Xd%ﬁkc 2L AP Brbssie) vt
A B =R [ oRaWANelA] Ay Et # o) o]
Ef= AN EEe 1, o] wAl

g ARale] BAske 14E FasaA ek

e}
2’7

II. Related Works

2.1 LoRaWAN's Security Vulnerabilities

2.1.1 Up-Link Message
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Fig. 1. Up-Link Message Transfer Method
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2.1.2 Message Replay Attack
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Fig. 2. Message Replay Attack’s Scenario
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Fig. 3. Message Replay Attack's Mechanism
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2.1.3 Why Used Machine Learning?
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Fig. 4. Hash Based Replay Attack Detection
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Table 1. LoRaWAN’s Messages Log

Timestamp| UpCnt Port Dev_id | Payload
18:04:03 - 20 14 343437
18:04:03 - 20 14 357429
18:04:01 9 20 14 342174
18:01:58 - 20 14 376456
18:01:58 - 20 14 324785
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{
"hits": [
{
"messageId”: "O0A6317F6",
"deviceEUI": "05D25D35",
"receivedBy": [
{
"messageId”": "0A6317F6",
"deviceEUI": "05D25D35",
"baseStation": "976C64DFD4A9220F",
"timestamp": "3290480372",
"position": {
"latitude": "52.38338",
"longitude": "5.21295",
"altitude": "-29.0"
b
"data": {
"size": "37.0",

T2 5. LoRaWAN®| Alxjella] hAigh w|x]7] 21
Fig. 5. Message Log from LoRaWAN Sensor
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Ill. Proposed Security Solution

3.1 Detection from Replay Attack
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Fig. 6. Message Replay Attack Detection
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Fig. 7. Procedure of Message Classification
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3.2 Machine Learning

3.2.1 Feature Selection
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Table 2. Log of Replay attack in LoRaWAN

Time | UpCnt| Port | Payload Note
18:20:20 10 20 343437 Failure
18:18:25 9 66 357429 Failure
18:18:12 8 41 376456 Replay Attack
18:04:01 0 66 342174 Memory Reset
18:02:32 8 41 376456 Save Message
18:01:59 7 20 324785
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> pca <- prcomp(LoRa dataset, scale = T) # &2H+#HZ pca
> summary(pca)
Importance of components:

pcl pC2 PC3 pc4 PC5
standard deviation 1.7344 1.0084 0.9875 0.887010 2.965e-19
proportion of variance 0.6016 0.2034 0.1950 0.000000 0.000e+00
cumulative Proportion 0.6016 0.8050 1.0000 1.000000 1.000e+00

a8l 8. FAE 4 A¥
Fig. 8. Results of PCA

3.2.3 Clustering
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Fig. 9. Detection Example of DBSCAN Clustering

S BxE 3k
[Fig 9]= DBSCAN 1A]3}= 53 AA M- 34 &
21€] e Ao}, Wkl A SHE el gtellAl, minPisE
22 AAsHA =, 222 AH(p)9| epsilon(eps) BH3
Well m= ok Aol 170 ok F71= glolok Tle] ¥
Al 2 A=
o] 7|EAH R PAE F =S FHIh o=
eps¢} minPtsE "5 A AAsh= Ze F&l A
o] A $EF I = glek wehA, o]2idh %
= o]&ste] s HH IAle] AL Als
= WAAE AR 7-ellRh el Zle] 3
she wAAE B 2 AS aE 5 Qlck
[Algorithm 1] o] 5= el& T=lsh] 9]
gt wAo]t). WA], DBSCAN ¢72]=29] epsilon HF
w9 e =22 AAsh= 713 MinPtsE 22
She ZloR TAle] 7[EAcwE AAE 5 9
e}, o] F, IASHE pelekar o AdelA] T
o, olE HAA] AR FAeR JH

ol n‘l\J

Bt oﬁ ﬂllO

ox ot
oX,
rﬂ

i) m} ok ol

o s
32,
{5

2
= W
S

AT o) F B A A I
TIEeR A2t A1 Gt S
g Vel T )] £ o Hal
A3b} apElek ol whge ks
ﬂaw FFAoR A7) wslel ==
A 97} ek

A
oy
2
oy
I

o

psi

ofl &L o i
L
>i

Algorithm 1 : DBSCAN-Based Replay Attack Detection

Input : PCA_Result p[], Eps e, MinPts m=2,
Array arr

—

data_matrix <- as.matrix(p[])

dbscan.result <- dbscan(data_matrix, e, m)

cluster data <- data.frame(dbscan.result$Scluster)
abnormal <- cluster data[dbscan.result$Scluster != 0 , 1]

3. Output : abnormal

1552

IV. Evaluation

4.1 Evaluation Scenario
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' °
s
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Message 1
Message 2 ALK
ACK
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Memory reset )(
Message 298 (Replay Attack)
Message 299
ACK

381 10 A7k Adeles e

Fig. 10. Example of Performance Evaluation Scenario

3. 45971 34
Table 3. Performance Evaluation Environment

Product
cpy | Intel(R) Core(TM) i5-8250U CPU @
1.60GHz
Memory | 8GB
GPU Intel(R) UHD Graphics 620 (Not Used)
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4.2 Results and Discussion

E 4. GrHE ] g gk
Table 4. Results Summary of Evaluation

Number of | Repla Time Required
Case Messages Att];cl}: for N([]L Accuracy
1 300 1 0.002007008 sec | 100%
2 10,000 5 0.008011818 sec | 100%
3 50,000 5 0.03701806 sec | 100%
4 450,000 5 0.5061278 sec 100%

4.2.1 Results of Case 1
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The clustering contains 1 cluster(s) and 297 noise points.
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11. Cluster Results of Case 1

i
Fi

@

4.2.2 Results of Case 2
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4.2.3 Results of Case 3
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The clustering contains 5 cluster(s) and 9990 noise points.
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Fig. 12. Cluster Results of Case 2

The duster'ing contains 5 cluster(s) and 49990 noise points.
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Fig. 13. Cluster Results of Case 3

4.2.4 Results of Case 4
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The c'luster'in'g contains 5 cluster(s) and 449990 noise points.
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> Running_time
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Fig. 14. Cluster Results of Case 4

4.2.5 Additional Comments
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The clustering contains 1 cluster(s) and 295 noise points.
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Fig. 15. Clustering result of similar flooding messages
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V. Conclusion
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