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ABSTRACT

As interest in blockchain has increased and research has progressed, interest in convergence with blockchains
has also increased in many ICT environments. EV(Electric vehicle) charging infrastructure, one of the smart grid
core domains, has transactions for electric vehicle charging and data is generated accordingly. In this paper, the
act of charging an EVO is judged as a contract, and the contract is to be stored in a blockchain in a smart
contract. Since EV charging infrastructure is a core domain of Smart Grid, we propose the smart contract to
design a private block chain for use in the EV charging infrastructure using the verified cryptographic module

and to place it in a block chain.

i,

.M B Al " 7)selch BE5ARE 7189 ICT 7]l &8

& 4 Qs WaAe] 8 71%w, 7 Aol

223918 2008 ALEA] UFIEES] <Bitcoin: o dloleluo] ol ARSI oW HloHE £5
A Peer-to-Peer Electronic Cash System>'" o]2h= 1= Al 7es B3 vIEH AR FR3ke 7lselch
Hollx 2& AFHENT, 2 F 7SHel vlEFS] olz] ICT Eotelld EZA Rl gk File] $7t
o] FAT AAS T8 disselAl As5eHAl ke Sz AgellA] 2vtEe| =] g mwlel A7]|AkE

2t 4 elzeks A7IARsAl] AHE Tk

¥ B oA HRPle gAY 2 ARV HHCTATAIE A A e] 742 43)=]93 (IITP-2018-0-01396)

¢ First Author : Kookmin University Department of Financial Information Security, jangchankuk @kookmin.ac.kr, E83]%1

°  Corresponding Author : Kookmin University Department of Financial Information Security, oyyi@kookmin.ac.kr, %3]%]
= E 1 201905-069-C-RE, Received May 3, 2019; Revised May 31, 2019; Accepted June 12, 2019

1597

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-08 Vol.44 No.08

3 A 2g] 7S ovfshe, thedsh ICT 7)<
T} A BAL 710] $0 R olfold ik &
R = AntEgR|=e] A mugl]l 7R
Ae) $4e 3 o sk AdE A5ddanE
& AH8 B0l S]] Al 5 gk ke A
EAES olgal] dole A4S ol FAYE
o] A ek

B o] RS vhewt 2tk 24l ARke
Mx}iz} FA Qlzehg 2248 U 2vke A

Eo]| sl Adrsla 3A A= AnlE AEHE
A Ak hE eaelze) dlset el 3t Al
—f;i A ZAshg AAR P el AE 2

G5 72 AAS vhpelstaa gk

_n_,_lg.

% N 2 (n r1r

. ADIE ZAEMEE 0|88 MI|KISA &H
olma}

ix‘ﬂ‘ﬂ vESZE Muﬂs}l 7}7ke] o;LA}-sLo_ A
W3} el 7|2l vlokgl oA AR8Sla 9l =
glo]ul B2491L TR ALEsly] Brle A|AE
A} A Q=] W= Zelo|ul BEAelS AAIS}
A} g} miRjete g AmlE AEWEE o]L3|o]
A7ARsAE T4 Qlzets A she wks Alsdith

21 MI|R=XF X 9=z}

A7AEAE $4 QlZzehe A7 x5 Ak A
Fa7] 18 A} ARl ekt Al
BAleEe] 2gulo] Tk A7 AER 34
Zebe =) AYFFALE, ek 2|y,
AuA 2, FAzEeld oz ARG ool

AAFEAL F4 Qlzels Q7SR QAR 4

71, A712FsAF A4 Akl A3 5 =2 W o

#12] A= Ao Slet o] AAIRRe] FAIAel A
__QL z—]i o X—]7]x}.£z]— _f;_ﬂ 7(41 J,];L x—li

717 An, AgA AR F B3 wAsE A

Alzdlel] s & = ode ?a‘iéolﬂ}. st 2171
AgAE T4 QlZels 7]E ICT 7|48 2= A
3L 9b7] wiitell, 71 Aulzt Al2~gle] ZhA] A §)
= ®2eb A3EE 7 o)

o]=z3l ®al 93-e 7}2] K7 A2 =4 9l=
gh= 7] A=At dlelele] FAAS AlEslr]
e e Wze] Bl 247} Fasir) wehA £ =
Follxls Al AlEAE Folar, diolele] FA4S

> R
n= mlo

NE of

=y &
IRy c

_1_4

1598

Algsbr] flal EE5A)E =sistas) gch

A71ARsaE 24 dzetelire] E5A9le 5159
EEAQlel} Zefo]yl EEAQ1S Ve Algdt
F olek #Ee] E5ALE et vl ES] 2ol e
sl B2l Yol gl ><4i§ i, 2, ASS
T UARE 2 7 HEAdS A AR, Al
A, owA & 2&71%1%?? 4 Qzep) AMgs)
7)ol F2i7k ek 53], A1 mn sPlel] wle}
52 BEAE ARgslal ofelge] Slek ahAlut
Zejo|ul BEAQle] A5, shie] Fr|te] V=S
o] Fodshz Aol g WS 7R3, A 5
s ARSAFER U ES) A0 FoialA Hlolel S 3
3k A5 5 olek aela 4] renle g A
WHE SR 5 7] el A7 IAbeak A <lzet
ol AHg3l7] golaiet dAl el A absA &
A Qlzebs dEAEFApE sl o= Fd A
Bl ARIAE ARERLellA] 23S ATk WAl
tiehselek webx] A7)zl S Qlzehg el
Y AL FAE T} FPIROE 2ol
7] golalel. vhebA, £ ﬁoﬂﬂb ik e il
qlzeferie] ERAQleR zefo|ul BFAlE A
akgic.

22 HMolste Mo|AtSA 21 ol=ale SE4|
ol HES=

Alkle A7 2 ReAE S alZehg BEAel vl=
$]=%= Fig. 139} Rt}

Fig. 104 A™3}= X47];<}£z} =4 Qlzele B
ZAelo)| sl xS Yshe Xb]x}ix}
T e, AR A Tﬂﬂ o, AHIA} eE
ulo]yd rtolc} ol Table 1< 7} k=o] 7]%S
Argdgk Zlorl.

EV Blockchain Power
Mining Node Company

l

= =) B 8 &Y 83,
NG i e i @ ,N

EaN ie

{4 e4e1

T8l 1. AR $A T 2R YE T AR
Fig. 1. Blockchain Network Diagram for Electric Vehicle
Charging Infrastructure
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Table 1. Electric Vehicle Charging Infrastructure Security
Threats and Required Security Services.[3]

FH

Security Threat Security Service

Forgery Confidentiality

Alteration Confidentiality

Leakage Confidentiality

Man in the middle attack | Confidentiality / Integrity
Malware integrity

Brute force attack Authentication

Hijacking Authentication

Elevation of privilege Authentication

Replay attack Authentication
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Table 2. Blockchain Nodes for Electric Vehicle Charging
Infrastructure

Blocke Requirement
hain Explanation 4
Features
node
The owner of the EV
EV joins the blockchain
Owner | and proceeds to charge | - Wallet
node through the smart
contract.
EV It is implemented
Suppl inside an EV charger | - Wallet
Eplﬂy and includes nodes that | - Communication
quip charge EV owner node | Blockchain data-
ment .
and charge in smart base
node
contract
Nodes that manage
Power . Lo
Compa blockchains for EV - Communication
P charging infrastructure | Blockchain data-
ny
node and have all base
blockchain.
Nodes that block all
smart contracts
Mining generated in - Communication
node blockchains for EV mining
charging infrastructure
into blocks.
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Table 3. Cryptographic Algorithm to Use in Blockchain
for Electric Vehicle Charging Infrastructure[8]

Function algorithm Using

For computation of
Hash SHA-2 Series muckle root and
public key operations

D}gltal ECDSA P-256 For sm.art. contract
Signature double signing
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Fig. 2. Smart Contracts from Electric Vehicle
Charging Infrastructure

www.dbpia.co.kr



B AR 34 Azl 2ute AEaes 28] A3 S e 74

Owner
Smart EVSE

Wallet
Node contract Node

If the EV charger charges as much as A watts,
the owner of EV will pay B coins
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Fig. 3. Example of Smart Contracts from Electric Vehicle
Charging Infrastructure
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Table 4. Cryptographic Algorithm Experimental Environment

Devices Spec
Processor ARMV7 revS 1.2GHz
Embedded Linux
AMTelecom (& Kernel 3.0
LTE Module
RAM 128MB
Compiler arm-oe-linux-gnueabi-gcc
Processor Qualcomm MDM9215
Embedded Linux
Teladin 0s Kernel 3.0
LTE Module
RAM 128MB
Compiler arm-oe-linux-gnueabi-gcc
Processor ARM Cortex AS53
RASPBIAN
o oS STRETCH LITE
Raspberri Pi 3 1.2GHz
RAM 1GB
Compiler gee 6.3
TI AM3359(based
Processor ARM Cortex-AS8)
700MHz
Embedeed ' Embedded Linux
Linux Device Kernel 3.0
RAM DDR3 256MB
Compiler gce 3.14
Processor Intel core i7-4790
CPU 3.6GHz
Ubuntu 14.04 Kernel
Desktop oS 3.19
RAM 4GB
Compiler gce 4.8.4
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E 5. AxAE 13 A 71 FRAHD)
Table 5. Excution time of Digital Signature Generation

E 6. AAAY 13] A% 715 AN D)
Table 6. Excution time of Digital Signature Verification

Function(Sec) Function(Sec)
Al\/([)’lr"relzlec Teladin Raspberri Emb.edde AN:)’I;::IGC Teladin Raspberri Ernb.edde
o | e ST | e T | e || | e
Module Module

1 0.377 0.831 0.277 0.577 0.032 1 0.726 1.600 0.537 1.111 0.064
2 0.376 0.832 0.277 0.576 0.032 2 0.727 1.600 0.537 1.112 0.063
3 0.377 0.831 0.278 0.577 0.032 3 0.726 1.600 0.537 1.111 0.064
4 0.376 0.831 0.278 0.576 0.032 4 0.727 1.600 0.538 1.111 0.062
5 0.376 0.832 0.277 0.577 0.033 5 0.726 1.600 0.537 1.111 0.061
6 0.377 0.831 0.277 0.576 0.033 6 0.727 1.600 0.537 1.111 0.062
7 0.377 0.832 0.278 0.577 0.033 7 0.726 1.601 0.538 1.111 0.062
8 0.376 0.831 0.277 0.576 0.032 8 0.727 1.600 0.537 1.111 0.063
9 0.377 0.831 0.278 0.577 0.032 9 0.726 1.600 0.537 1.111 0.062
10 0.377 0.832 0.277 0.577 0.032 10 0.727 1.600 0.537 1.111 0.064
11 0.377 0.831 0.278 0.576 0.032 11 0.726 1.600 0.537 1.112 0.062
12 0.377 0.831 0.278 0.576 0.033 12 0.726 1.601 0.536 1.111 0.063
13 0.377 0.831 0.278 0.577 0.032 13 0.726 1.600 0.538 1.111 0.062
14 0.376 0.831 0.278 0.576 0.032 14 0.726 1.600 0.537 1.111 0.064
15 0.376 0.832 0.277 0.577 0.032 15 0.727 1.601 0.537 1.112 0.062
16 0.377 0.831 0.278 0.577 0.033 16 0.726 1.600 0.538 1.111 0.063
17 0.377 0.831 0.278 0.576 0.032 17 0.727 1.600 0.537 1.111 0.062
18 0.377 0.831 0.277 0.577 0.032 18 0.726 1.601 0.537 1.111 0.063
19 0.376 0.832 0.277 0.576 0.032 19 0.727 1.600 0.538 1.112 0.062
20 0.377 0.831 0.277 0.577 0.032 20 0.726 1.600 0.537 1.112 0.060
AVG | 0.377 0.831 0.278 0.577 0.032 AVG | 0.726 1.600 0.54 1.111 0.063
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Table 7. Excution time of Hash value generation 10,000
times(sec)

Al::g:le Teladin Raspberri Emb.edde
LTE M]:)?lfle Pi 3 dDii?;eX pestio
Module
1 0.030 | 0.070 0.020 0.030 | 0.003
2 0.030 | 0.070 0.020 0.030 | 0.003
3 0.030 | 0.070 0.020 0.030 | 0.003
4 0.030 | 0.070 0.020 0.030 | 0.003
5 0.030 | 0.070 0.020 0.030 | 0.003
6 0.030 | 0.070 0.020 0.030 | 0.003
7 0.030 0.070 0.020 0.030 0.003
8 0.030 0.070 0.020 0.030 0.003
9 0.030 | 0.070 0.020 0.030 | 0.004
10 0.030 | 0.070 0.020 0.030 | 0.003
11 0.030 | 0.070 0.020 0.030 | 0.003
12 0.030 | 0.070 0.020 0.030 | 0.003
13 0.030 | 0.070 0.020 0.030 | 0.003
14 0.030 | 0.070 0.020 0.030 | 0.003
15 0.030 0.070 0.020 0.030 0.003
16 0.030 0.070 0.020 0.030 0.003
17 0.030 | 0.070 0.020 0.030 | 0.004
18 0.030 | 0.070 0.020 0.030 | 0.003
19 0.030 | 0.070 0.020 0.030 | 0.003
20 0.030 | 0.070 0.020 0.030 | 0.004
< | 0.030 | 0.070 0.020 0.030 | 0.003
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