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ABSTRACT

About fourteen years after the adoption of WPA2, the Wi-Fi Alliance has officially released WPA3 standard.
WPA3 complements the limitations of WPA2 to provide a safer wireless Wi-Fi network environment. In this
paper, we classify the main improved features in WPA3 as 1) Password-based security mode, 2) Open network
encryption, 3) Easy connect protocol and 4) Management frame protection. We identify the limitations of WPA2
for each feature and analyze the functions of WPA3 to improve them. In addition, we explore the
complementary points by reviewing the new security features in the latest standard, WPA3. Through our

consideration of the improvements to WPA3, we present factors to consider in future wireless Wi-Fi network

security.
I.M B oA Aslar gl A Wi-Fi U EY= Hel =2
XZ 2 IEEE(Institute of Electrical and Electronics
WPA(Wi-Fi Protected Access)= Wi-Fi Alliance Engineers) 802.11i &2 #j=lo] gJei" Wi-Fi

First Author : Sungkyunkwan University Department of Electrical and Computer Engineering, jhnam19@0365.skku.edu, SH3]<1
Corresponding Author : Sungkyunkwan University Department of Software, meosery @skku.edu, *3]<4

*  Sungkyunkwan University Department of Platform Software, daf198@0365.skku.edu

** Sungkyunkwan University Department of Electrical and Computer Engineering, songhee@0365.skku.edu
= E 1 201906-098-B-RN, Received June 3, 2019; Revised July 31, 2019; Accepted August 8, 2019

R ATE 20169 AWHRSH O AYen FedrAlTe] RS ol $E 7] %27 A1 (No.2016RID1A1B03936211).
*

1878

www.dbpia.co.kr



FAlel 3738 93 WPA3 1

2

SOETESEEUER

Alliance= 802.11i 5] <H=]7] Aol T4 Wi-Fi
E2S BEalr] 9l 802.11i FF2 % 733l
WPAS A2 E9lslich 20041 802.11i &S]
ZEA o2 WFEEZ}l Wi-Fi Alliance WPA2E- Al
slo] ®Wok M EQZE Alshe 7o ARSSsich

M. Vanhoef%} F. Piessens”} 2017\1¢]] ¥%3} 7]
A= FA(Key Reinstallation Attack, KRACK) =
23} 2018 el W} Kraken =370 2 WPA22)
203l FHokdo] d¥AA =Hotlh KRACK
Kraken # P58 WPA2¢l4] o]n] 7iAluiete] A4
wlo] o o]k 913102 o} glA] ko™ wpA2e]
AEShe AR AR F50] F el diFE ik

Wi-Fi Alliance+= 20181 64 WPA2E Rt A)
22 HWol 49l WPA3(Wi-Fi Protected Access
3)¢72 A wrxsleirh Wi-Fi AllianceollA] Wi-Fi
6= W3k 24t Wi-Fi <) IEEE 802.11axoll4]
WPA3E Z3H¥sle]om 20200 6 FFoE 4l
g ool B, Naz Fo] Tkt 71q]ellAE
WPA3E 2|13} 9l ¢ke 2 Wi-Fi HEY = A%
oA WPA37} sFHLIsHA AHEE AR oEHr
[10]

WPA3= WPA2¢l| B3] BelAdat Holilo] 7hxy]
Ak 53] WPA3:= $Hl =HF3F u]HAJ(PFS, Perfect
Forward Secrecy)!''& Algalolx] A7|H g AlLg

SR 77 9 L edEclekE o4l wis o)l A}
83 DA 18 F5E F glo] n3ko] Baheie,

i 71 Ak sl Wea2el 9
AAS EAW R ERsle] vlelstar Wi-Fi Alliance
oAlA ZZ AFA TEI WPA3CIA AAIFE fAIA
S WeA3S] 35 9 el el sl

. WPA2 EHHA

WPA2+E 200458 EF02 AME g2
okxlo] Byl B3] WPA2E A1E3} 7]
2] Zol|A] AR o] &ANsc) B Aol|A= WPA2
o] FAHES A e} B53le] A&l

r:iﬂ

2.1 PMK(Pairwise Master Key) A#Ad mp& Z|of

WPA2+= H|WW3FE %33+ PSK(Pre-Shared
Key)Z PMK % AH-31= WPA2-PSK R t2 A3}
o} WPA2-PSK Rt H|UWE S el o
2}l AFH-g4 (offline dictionary attack)ell F2Fs}c}
B pMKE H|UHIHES o]gsle] TEEng
STA(station)2} AP(Access Point) 7} ®E o170l 4]

I~

£9)3 PMKS AH23H) 34x7F PMKES 233
3¢ U (sniffing) S Z8f G3E 53 &

Jerd wE AZAe wWARE EasE)

2.2 7S HESZ iir o|x|

WPAzoﬂH—t— Ao 2 Ui EE v E3)7] o]
HAY A8} Q15| fé 54| 92 79, vlEHls
3lE gle] Eiﬁ A5 %3] 93l 7HHLK§ =

]

A= A A Y YEAaE dde] A
o4& Algshs Wil STASH AP 2t 5419 hasprh

o] FoiA|A| ekimrhs el Aol Sick STA<H AP
Ad AAatella] 715 Ak o] ] Wi
o] STASH AP 7} wlAlA]= HEog Aeun, 34
APt N MBS =e] SAE 29T A AR
AF ARp A=k

2.3 PIN oA 2 ALK} QlE{H0|AY
71710l WPS X|@ &7t
WPA2+= AREA L AefsiA] APl ARg-Ake] 7]7]

b AdgkEl

£ 1743} %x= WPS(Wi-Fi Protected Setup)= #|<d
gl WPSE SR AMAlE QAFEhe

PIN(Personal Identification Number)o|\} HES
2= "]l PBC (Push-Button Configuration) & A
3k WPS HhAle] dAS AA, WpSrt Algst
= PIN wle] A3abd2 F29] o] 34 (brute
force attack)ell FHeksla!' Ex WPSE A1-83)7)
flaiA= 71719l PINS 4Hab7 v} PBC HES 2
7] 98+ A2} QlE]Ho] (UL, User Interface)”} -
=] glofof gl A]—%z} o]aaﬂo]g} A& o)A
A8 e Wi = Algs 5 gl
u FHE AEHow ‘F%W 7kl e
ToT(Internet of Things) 7]7]""= A=} Qle]sl|o]~
7} 2R ol F-41 Wi-Fi WEY = dZo] Agk
=

24 12| Zel E5 ot

STAS} AP 7t EAle] AMS=lE Z#9]L dlo|E
=z, Al Z#3], ] ZH Yoz vreiict
3] Te] ZH Y] 3% STAS AP Alole] 7] B4l
< 3] I3 delg ARE 3] Rkl <
3lof gt

IEEE 802.11w EF°% A% PMF(Protected
Management Frame)!'®= #2] Z#|]e] <l 9 oF
3315 HEsle] BelS 7kERitl. WPA27HA] PMF
Hgo] A=l ARelo|gl7] wiitoll WPA2 7]uke] B4

_llm

1879

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-10 Vol.44 No.10

E 1. WPA2¢} WPA3Y) 8 B4 ulw
Table 1. Comparison of features between WPA2 and WPA3

Features WPA2 WPA3 Key Reference
Release 2004 2018
Data confidentiality Personal AES-CCMP
protocol Enterprise AES*-CCMP' AES-GCMP' (15, 20]
Personal 128 bit
Key length
Enterprise 128 bit 192 bit
Passw.o rd-based WPA2-PSK WPA3-SAE"” [7, 20-22]
security mode
Open network encryption Not supported OWE'’ [23-24]
Easy connect protocol WPS ppp* [16, 25]
Management frame protection Optional Mandatory [20]

* AES(Advanced Encryption Standard)

t  CCMP(Counter Mode Cipher Block Chaining Message Authentication Code Protocol)

¥  GCMP(Galois/Counter Mode Protocol)

#%  SAE(Simultaneous Authentication of Equals)
¥ OWE(Opportunistic Wireless Encryption)

¥ % DPP(Device Provisioning Protocol)
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. 1. Messages in Dragonfly protocol to generate PMK
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MLLL IoT 71719 A FAN7)S =119 A7)
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Keywords Information Equations
3 E ion k ke =HKDF(L_PR,, - E_PUyI E_PRy, - E_PUS)

¢ neryption key =HKDF(E PR+ I_PU, || E_PRy - E_PU,))
authp, Authentication value from IoT device auth, = HKDF(E_PU, | E_PU,, | L_PU,, 11 0)
authg Authentication value from smartphone authg =HKDF(E_PU, | E_PU, || L_PU, |l 1)
PUK f handshak PMK= HKDF(E_PU, D E_PRA)

) PMK for 4-way handshake _ HKDF(E_PUA . E_PRD)
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