DEBEris

=i 19-44-12-11 The Journal of Korean Institute of Communications and Information Sciences ’19-12 Vol.44 No.12
https://doi.org/10.7840/kics.2019.44.12.2252

2259 ZalolyX] BE ZREZ 3 2 BX

g, A EF, A B

= ) =

i)

Trends and Analysis of Blockchain Privacy Protocols

Sanghyun Lee’, Yongsu Kim’, Howon Kim’

(@] oF
=i =

e
il
__):1_,“
o
N

1%9] wde] wel B2 o) dlole] @ Ealaale] mejolu|A] wEel tigh $Ale] olx]
20] BAQl Az wjEZle] MEE o)F BB HlolE}t Bl B
9

=
>0
o
[\
(=)
(=)
o]
L
N¢

= 3 =
9 S ARHES) FEG MgkARE o) 08]2] BBA|ale) PEEE Ry ok ol e} cht o) B
2Aq) Tl A WE TRue] ATEw olrk oo} P TREISE PR A ZHe sukeR QF
H3 glom BEAal Azl d3e Fol7|gla) Al Ake Hzshehs 1

o EelolwA] HE EEEe] MgEw s|Ee] LBAQle] Gl Al

alo] w2aale) BAsel] Flelad & Qe 2019 WA chekal sjoln
shel Eeie] B4 T gl B EelA: olelyt TReFse] B3 1w Akl ol HHsky FF AT W
o ohal 71t gk

T W
> ok
<
5
4 ‘%
Mooz
L
o
Y —
mﬁ L
o B
2 12
> ol
i o,
o X2 (o
HE
)
ox X
ob

Key Words : Blockchain, Privacy, Zero-Knowledge Proof, Information security, zk-SNARKS

ABSTRACT

Recently, with the development of blockchain technology, there is a growing interest in preserving the privacy
of data and transactions in the blockchain. Since the first blockchain system bitcoin was announced in 2008, the
characteristic of blockchain data being public to all has drawn the attention of many people, but this is rather
lowering the utilization of blockchain. Accordingly, various types of blockchain privacy-preserving protocols are
being studied. Most of these protocols are being studied on the basis of zero-knowledge proof and in a way that
minimizes execution time to reduce impact on blockchain systems. When privacy-preserving protocols are applied
within blockchain, they can contribute to activating blockchain by providing anonymity as well as reliability and
transparency which are advantages of blockchain. In 2019, a variety of privacy- preserving protocols have been
presented and applied to the commercialized platform. In this paper, we will analyze the trends and performance

of these protocols and describe their future research directions.
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