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ABSTRACT

Network operations have been evolving to a next level with Network Function Virutualisation (NFV). By
leveraging virtualized infrastructure, NFV provides more flexible and extensible ways to deploy services. Despites
the great benefits, NFV also brings many challenges such as service latency, testing, especially SFC testing, etc.
Moreover, current research does not focus on testing SFC and lacks of a customizable method to design the test

cases. Hence, this article proposes a YAML-based profiler for designing the SFC tests.

I. Introduction vendor-specific middle-boxes with Virtual Network

Functions (VNFs) which are software. In traditional

Virtualisation technologies have been matured to networks, SFCs are chains of network functions that

a level that they are adopted in most of today are directly linked together to provide a service. In
infrastructure. Hence, by building the network case of NFV, SFCs are logically linked the VNFs so
services based on those virtual resources, NFV that it can create more sophisticated service to the
created a new paradigm of orchestration and end users. Figure 1 describes the core elements of
life-cycle management of the value-added features. NFV that consists of a Network Function
It also reduces capital expenditures (CAPEX) and Virtualisation Orchestrator (NFVO), a VNF Manager
operating  expenses (OPEX) by replacing (VNFM) to manage the life-cycle of the VNFs, and
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a Virtual Infrastructure Manager (VIM) that
manages the virtual infrastructure. Besides all of
those benefits, NFV also brings us challenges
because of the complexity of its virtualisation layers
as well as the softwarization of the network
functions. Therefore, NFV has to evolve with a new
way of testing its components (e.g., SFCs, VNFs,
etc.) in order to create a dependable system.

Unlike traditional network, SFCs testing in NFV
require not only testing the functionalities but also
verifying the softwarized components. That increases
the complexity and effort for SFC testing in NFV
especially in the designing test case phrase of the
test procedure. In addition, state-of-the-art testing
methods do not focus on how to design the test
cases. Hence, there is a need for a more
sophisticated tool to allow us to build the test case.
In this article, we leverage the power of the YAML
language to design such tool and evaluate it.

The rest of this paper is organized as follows.
Section II describes the background and discusses
the disadvantages of existing work. Section III
illustrates the overall architecture of the proposed
test case design tool. Finally, section IV concludes

the paper and discusses future works.

NFVO -
VNF VNF VNF
{ VNFM | |
Virtual Network Functions
Virtual Virtual Virtual
Compute Memory Network !
Virtualization Layer :
Vim -

Compute Memary Network

NVFI

Fig. 1. Core components of the NFV architectural
framework
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II. Background

With the new network paradigm of NFV, the
approach of traditional network functions of single
vendor evolves to a series of virtualised functions
offered by many vendors running on a virtualised
infrastructure. Therefore, we need to design new
tools to support testing of the SFCs in NFV which
requires the understanding of existing testing
methods in NFV. Currently, there are two major
testing methodologies that are conformance and

interoperability testing.

2.1 Conformance testing

Conformance testing is the process to test a
system and is not usually exposed to the users. The
main targets of conformance testing is to test
whether a function is working correctly. In addition,
all the input and output information can be collected
during this testing process. Only one System Under
Test (SUT) can be processed using this testing
method. Figure 2 illustrates the main concept of

conformance testing.

Conformance Test System System Under Test

Fig. 2. Conformance testing

2.2 Interoperability testing

Different from conformance testing which
targets the functionality, interoperability testing
focuses on testing the service that the SUT offers
users. The SUT may consist of many Functions
Under Test (FUT) built by different
manufacturers. Interoperability testing validates that
a service with at least two features is properly
functioning. The testing process of interoperability
testing procedure is executed through the
Application Programming Interfaces (APIs). Since
this testing process requires developers to look for
many elements when implementing it, there are
not much effort putting into it. Therefore, there is
a need to design an interoperability testing system
for the NFV system to prevent failures, and the

first step is finding out a way to better design
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Fig. 3. Interoperability testing

sophisticated test cases. Figure 3 illustrates the

main concept of interoperability testing.

2.3 YAML

Testing SFCs involves many steps such as
validating the target NFV platform access privileges,
deploying the test scenarios and acquiring the
management address of the children VNFs, and
checking if the package forwarding flows of the
SFCs are working correctly, etc. Those steps require
a sophisticated way to describe the test scenarios so
that the testing procedure can produce meaningful
results for network operators. Hence, we chose
YAML"™ as the foundation for the testing profiler
to design the test cases. Figure 4 shows a sample of
YAML structure.

YAML which stands for YAML Ain’t Markup
Language is a human-readable data-oriented
language structure used as the input format for
different kind of software. YAML is not a markup
language used for document markup such as XML,
HTML, etc. The users (e.g., network operators,
system administrators, etc.) define the data in a
YAML file which then read by the applications. For
instance, YAML is used to specify authentication
credentials or deploy software packages on the
systems. There are some well-known systems that
are using YAML such as Kubernetes for container
orchestration, Ansible or SaltStack for configuration
management, and OpenStack Tacker, an NFV

item1:
key1: valuel
key2: value2
item?2:
- sub_item1
- sub_item2

Fig. 4. Sample YAML structure

orchestration and VNF manager engine to launch
VNFs on OpenStack infrastructure.

There are several works have been proposed for
NFV testing but mostly focuses on conformance
testing and do not leverage the power of YAML
language to design the test cases. The GYM
framework in [5] that provides an end-to-end system
for testing the VNFs can only test the VNF
functionalities due to lack of a flexible test profiler.
The 5TANGO project[ﬁ] offers a way to test the
NFV system but does not support testing the
orchestration and SFCs and test cases are not easy
to built. SFCPerf”" creates repeatability ~ for
examining many virtual network functions using
both active and passive data collection for analysis.
Despite of having such advantages, SFCPerf has
some disadvantages such as the management module
features overlap with the NFV MANO, active data
collection service is only deployed at the end points,
and the test cases cannot be designed flexibly.
Moreover, the work in [8]-[12] are open source
projects that aim mainly on performance and
functional testing of the NFV components and do
not mention or focus on how to construct the test
cases. Therefore, a sophisticated test case profiler is
necessary to enhance existing solution or should be
supported in new testing frameworks. This article
propose a YAML-based profiler to support testing of
complicated SFCs. Detail architecture of the
proposed system will be discussed in the next

section.

. The Yaml-Based Profiler for Designing
Sfc Tests

3.1 Scope of the proposed mechanism

Solving the disadvantages of the existing work,
the proposed system is trying to offers NFV
developers the ability to design the test cases with
different complexity levels of data structure in NFV.
The scope of proposed test profiler are aiming at
providing a tool to design SFC test cases which are
to give sophisticated and executable instructions as
output to check SFCs.
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3.2 Test profiles

The Test Profiler provides the ability to design
the test cases in form of profiles. The profiles are
written using a descriptive language called YAML.
The test profile can be defined as illustrated in
Figure 5. A test profile should have these fields:

test_profile_version: this field indicates the
version of the test profile definitions.

description: this field describes the test profile to

give network operator what this test is about.

test_profile_version: version_of_the_test_profile_definition
description: Description of this test profile

system_under_test:
name: name of the target system under test
auth_url: authentication url
username: admin username

password: admin password

services_under_test:
- name_of_network_service_under_test_1

- name_of_network_service_under_test_2

test_criteria:
- test_rule_1: test_rule_1_value

-test_rule_2: test_rule_2_value

Fig. 5. A sample YAML test profile

system_under_test: this section tells us what the
target system Tesuto will test. It includes the
authentication information of the target system such
as: name, authentication URL, username, and
password.

services_under_test: this field shows the list of
network services we need to test.

test_criteria: a list of test criteria and expected
values.

3.3 Architecture

As shown in Figure 6, the proposed Profiler
includes three components which is described below.

YAML Parser: the parser parses the input YAML
file which describes the test profile.

Profile Translator: the translator translates and
validates the input data from the YAML file and
transform them into test profile objects or test
instructions that can be used by the Test Controller
to execute the actual tests. The Test Controller can
be implemented with an interface that can take the
output of the proposed YAML-based Profiler as
input.

The Test Controller is out of this article’s scope.

YAML Parser

. input
YAML test

profiles

Translate yaml data to
test profile

Profile Translator

Profile Database

Test Controller
Test
Instructions

Fig. 6. Architecture of the proposed YAML-based profiler for SFC tests
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IV. Experiment

An implementation is made to evaluate the
proposed YAML-based test profiler in term of
feasibility. OpenStack Tacker'" was used as the
NFV MANO under test and other services are
deployed using Devstack!"!. A regular computer was
used to instantiate the test scenario as illustrated in
Figure 7. The test scenario is a single SFC that
consists of two VNFs, a firewall and a Content
Filtering VNF. The target point of the service under
test is a HTTP Server. The SFC under test does not
allow traffic going through port 8080 (VNF1) and
blocks access to the “/restricted” URI (VNF2) of the
HTTP Server. This experiment proves that the
proposed test

profiler can offer appropriate instructions for the
test controller to execute the test cases.

Table 1 is the -configuration used for the
experiment.

We designed the test case simply by creating a
YAML file with the information such as
authentication information (i.e., system_under_test),
the criteria to test (i.e., test_criteria) as shown in

Figure 8.

A simple test controller was implemented to show

VNF1 VNF2
HTTP Firewall Content HTTP
Client Filtering Server

« —~— /70

Fig. 7. The test scenario

Table 1. Specifications of the Experiment

Item Configuration
Intel (R) Xeon (R) CPU
CPU E3-1240 V3 @ 3.40GHz, 8
cores
Memory 16GB DDR3, 1333 MT/s

Operating System | Ubuntu 18.04 LTS

OpenStack Tacker, Devstack,

Soft
ottware Ubuntu, Python 2.7

test_profile_version: interoperability_test_profile_for_nfv_0_0_1
description: Sample test profile with a network service
system_under_test:

name: tacker

auth_url: http://127.0.0.1/identity

username: admin

password: devstack
services_under_test:

- a_network_service
test_criteria:

port_block: 8080

content_filter: /restricted

Fig. 8. The test profile used in the experiment.

that with the proposed YAML-based profiler, the
information can be fetch in to the test process.
Figure 9 displays the results when the controller

reads the input from the proposed profiler.

:~/tesuto/tesutoS ./controller.py ~/test_profile.yaml
Parsing test profile /opt/stack/test_profile.yaml...

* The system under test information:
-username = admin

-password = devstack

-auth_url = http://127.0.0.1/identity

-name = tacker

* Test criterias are:
-content_filtered = restricted

-port_block = 8686

Fig. 9. Results of the experiment

V. Conclusion and Future Work

Even though testing in NFV is a mature topic,
state of the art works only focus on conformance
testing which is only cover performance and
functionality of the VNFs, and lack of a
sophisticated way for network developers to design
the test cases efficiently. This article by reviewing
some of the related work in NFV testing
methodologies proposes an YAML-based Test
Profiler for SFCs. Future work will focus on
enhancing the Profiler’s features so that it can

support more complicated test cases for SFC testing.
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