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ABSTRACT

The purpose of this paper is to specify a method for obtaining consent to protect user’s rights and to use
them in order to collect and use personal data. To this end, based on the GDPR, 1) analysis and reclassification
of contents related to ‘acquiring user consent’ scattered throughout the GDPR. 2) In order to materialize and
utilize ‘user consent’ in GDPR, a checklist has been prepared that must be considered in the process of

obtaining consent. 3) To check the usefulness of the checklist, we analyzed the level of acquiring consent from
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the representative domestic large enterprises(LG). The analysis shows that there are four types of conditions for

active user consent. According to the classification, a checklist of essential considerations resulted in 18 items.

As a result of analyzing the domestic LG Smart TV terms and conditions, more than half of the items were not

satisfied. The usefulness of the checklist was confirmed as a starting point for identifying the level of personal

data collection. Finally, two policy improvements were proposed.
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Table 2. Check List by Consent Type
Category Subclass Question Article
Did the request for consent be presented separately from other
matters?
Clarity of consent Is it easy to get? 72
Is it provided in a way that is easy to understand using clear
phrase?
Withdrawal of consent Is it p.0551b1e to withdraw consent at any time as easily as the 73
user gives consent?
Elements of valid Purpose Specificity Have you specified the purpose of information processing? 5
consent Consent of Essential | Did you request consent only for essential information to 74
Information perform the contract or service? '
Informed Consent Did you comply with the minimum requirements for ’informed 5, 6,
Condition Compliance | consent’? 22,49
Did you comply with the requirements of providing controller 13
information when personal data was collected from the user?
Provide controller’s
information Did you comply with the requirements of providing controller
information when personal data was not collected from the 14
user?
Additional 7
conditions for valid | Notification obligations | Did you notify about the rights of the user? 1’5 21
consent
When collecting sensitive data, was explicit consent required 9
under Article 9, and could it be regarded as freely provided?
P i f
roi:essmg © Request for a If profiling of personal data(automated individual decisions)
Special Personal . . - 22
Data declaration of consent | occurs, have you asked for explicit consent about profiling?
Did you request explicit consent for the data transfer to a third 49
country?
Age limit Do you specify the age of the user? 8.1
When dealing with sensitive information, do you have an
The proof of appropriate verification process to whom may hold parental 8.2
Children | children's consent | “PPrOPTIAC P y ol p '
responsibility?
Specifi . . - .
peetiie . Do you provide information in easier and more concise
case Informational method . . 12
language when targeting children?
o Specific Have you been given to user a clear and specific content about 7 9
Scientific P the research and data processing purposes? ’
research
Safeguards Have appropriate safeguards been applied for the rights of user? |89
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Table 3. Terms and conditions of LG Smart TV
No. Title
1 Consent to collect of Personal Information
2 Agreement to provide personal information to

third parties

3 Privacy policy

Collection agreement of Nuance voice

information
5 Third party agreement of Nuance voice
information
6 Customized advertising terms and conditions
7 Terms of smart TV service
8 Consent to collect of watching information
9 Agreement to provide watching information to

third parties

10 | Consent to collect of voice information

Agreement to provide voice information to

11
third parties
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Table 4. Analysis result(LG Smart TV)

5 9 g nsto]

Category

Question

ouerdwo)

JuandIyNSUy

douerdwodsuou

VIN

Elements of valid
consent

Did the request for consent be presented separately from other matters?

(=]

Is it easy to get?

Is it provided in a way that is easy to understand using clear phrase?

Is it possible to withdraw consent at any time as easily as the user
gives consent?

Have you specified the purpose of information processing?

Did you request consent only for essential information to perform the
contract or service?

Did you comply with the minimum requirements for ’informed
consent’?

Did you comply with the requirements of providing controller
information when personal data was collected from the user?

Did you comply with the requirements of providing controller
information when personal data was not collected from the user?

Additional conditions
for valid consent

Did you notify about the rights of the user?

Processing of
Special Personal
Information

When collecting sensitive data, was explicit consent required under
Article 9, and could it be regarded as freely provided?

If profiling of personal data(automated individual decisions) occurs,
have you asked for explicit consent about profiling?

Did you request explicit consent for the data transfer to a third
country?

Children
Specific
areas

Do you specify the age of the user?

When dealing with sensitive information, do you have an appropriate
verification process to whom may hold parental responsibility?

Do you provide information in easier and more concise language when
targeting children?

Scientific
research

Have you been given to user a clear and specific content about the
research and data processing purposes?

Have appropriate safeguards been applied for the rights of user?
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