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Anlaysis of Single and Multiple Spoofing Techniques for GPS
Receiver Deception in Low Target Detection Accuracy
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ABSTRACT

Considering that Unmanned Aerial Vehicle technology is used for as surveillance & terrorism, technical
research to attack it is also in progress. Satellite navigation technology is used for common autonomous
navigation due to its low cost and high accuracy. This paper analyzes the effect of navigation result during
jamming attack to drone target using satellite navigation. It generates various spoofing signals in various
scenarios under low detection accuracy environments. The navigation results due to the detection error are
examined in the software defined receiver. We test whether the deception performance is different in the
condition of one deception signal. We analyze the test results and limitations when applying a simple

multi-spoofing technique to overcome the low detection accuracy.
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Table 1. SDR receiver tracking loop parameters

Tracking parameters Values
Correlation spacing 0.25 chip
E-L Spacing 0.5 chip
FLL order 2
FLL bandwidth 20 Hz
PLL order 3
PLL bandwidth 18 Hz
DLL order 3
DLL bandwidth 10 Hz
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Fig. 2. Simulation condition of static single spoofing
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