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ABSTRACT

Naval ship combat system is the complex weapon system, which is composed of various sensor, weapon and
navigation systems. The core function and performance of combat system is developed by computer software. and
expansion of integration of heterogeneous system has been increasing the complexity and connectivity of combat
system software. As a result, it raise new issue that software security vulnerabilities will cause the cyber threat
but the importance of the cyber security is evaluated lower than that of the function and performance of combat
system. Thus, the software security test is not conducted systematically, which restricts to develop the robust
cyber security of combat system, This paper proposes the implementation of software security test for naval
combat system as it analyze the characteristics of the combat system and regulations of weapon system

development.
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Fig. 1. Combat system software structure[6]
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Table 1. Security vulnerability Items of software
Implementation phase
Category Sub-items
* SQL injection * Cross-site scripting
* Path traversal and resource injection
* Operating system command injection
* Unrestricted upload of files with
dangerous form
Input data | « URL redirection to untrusted site
verification | * XQuery injection * Xpath injection
and * LDAP injection * Cross-site request forgery
presentation | ° HTTP Response Splitting
* Uncontrolled format string insertion
* Memory buffer overflow
* Integer overflow
* Reliance on untrusted input a security
domain
* Permission without proper authentication
to significant function
* Inappropriate authorization
* Incorrect permission assignment for
critical resource
* Use of weak encryption algorithm
* Use of inadequate encryption key length
* Plaintext storage of significant
information
* Plaintext transmission of significant
information
Security * Use of insufficiently random numbers
function * Hard coded password
* Hard coded encryption key
* Use of vulnerable password
* Information disclosure due to cookies
saved in user HDD
* System information in source code
comments
*Use of a one-way hash without a salt
on saving password
* Code download of without integrity check
* Absence of repetitive authentication
attempt limitation
* Time of check, time of use race
Time and condition
status * Loop with unreachable exit condition
or recursive function
* Information disclosure through error
message
Error * Detection of error condition without
processing | action

* Improper processing for unusual or
exceptional conditions

Code mistake

* Null pointer dereference
* Improper resource shutdown or release
* Use After Freed resource
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* Use of Uninitialized Variable

* Disclosure of data due to wrong session
* Leftover debug code

* Exposure of system data to an
unauthorized control

* Private array-typed field returned from a
public method

* Public data assigned to private
array-typed field

Encapsulation

* Security Decision dependent on DNS
Lookup
* Use of vulnerable API

API

misuse
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Table 2. Comparison between reliability and security test
of software

Reliability test Security test
* Quality,
Purpose maintenance, * Response to cyber
P and efficiency of threat
software
* Prelimi 1
. * Identify software re 1mmf1ry delete
Function of security
fault
weakness
Applicabl
ppiicable * Weapon systems * C4l systems
target
* Static test : check
if there is fault * Check if observed
. detection “Guideline for
Evaluation .
L. * Dynamic test : Software
criteria s
check if it Development
achieves 100% Security”
code coverage
* Check security
* Coding rule and requirements of
Contents Vulnejrabilit.y. chfeck, application o.n
Matrix verification software design
* Code coverage and implementation
phase
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E 3. sfzaasl HekAE A &
Table 3. Sub-items of Application security test

) Hard coded password in source code
9. 9 Hard coded encryption key in source
Confidentiality code
control @6 Significant system information(ID,
(3 items) password, etc.) disclosure through
comments
10. Log @D Generation and storage of audit log
related to significant security data
control . L. .
) (log-in, access, tactical information
(1 item) processing, etc.)

Category Sub-items
(D Path traversal and resource injection
@ Operating system command injection
1. Input data|® Integer overflow
control @ Uncontrolled format string insertion
(6 items) |(® Memory buffer overflow
® Reliance on untrusted input a
security decision
2. (D Permission without proper
Authentication authentication to significant function
(2 items) |(® Inappropriate authentication
3. Account |® Use of vulnerable password
control @0 Use of one-way hash without a salt
(2 items) on saving password
4. Access |AD Access control to significant tactical
control function(weapon, track management
(1 item) and control, etc.)
3. Authority @2 Incorrect permission assignment
control -
. for critical resource
(1 item)

6. Encryption
(5 items)

@3 Use of weak encryption algorithm

@ Use of inadequate encryption key
length

(@ Plaintext storage of significant
information

@6 Plaintext transmission of significant
information

@D Use of insufficient random numbers

7. Code error

(® Code download without integrity check

@9 Time of check, time of use race
condition

@) Loop with unreachable exit condition
or recursive function

@D Information disclosure through error
message

@2 Detection of error condition without
action

@3 Improper processing for unusual or
exceptional conditions

@b Null Pointer dereference

control @5 Improper resource shutdown or release
(16 items) |20 Use after freed release

2D Use of uninitialized variable

@9 Disclosure of data due to wrong
session

29 Leftover debug code

@0 Exposure of system data to an
unauthorized control

@D Private array-typed field returned
from a public method

@2 Public data assigned to private
array-typed field

@3 Use of vulnerable API
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Category Sub-items
1.
D A i hentication fi
Authentcation | ¥ ApPropriste authenticaon for
(1 item) particip
2. Access |@ Access control for domain

control(1l item) participants

3. Encryption @ Encryption for the transmitted
(1 item) message
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Sub-items of operating system security test

Category

Sub-items

3.
Account
control
(5 items)

(D Unnecessary and default account delete

@ Vulnerable password check (use numbers,

characters, special characters mix)

@ Log-in security check[windows]

@ Administrator and guest account control
[windows]

(® Anonymous account control in
administrator group[windows]

4. Access
control

(5 items) ‘

® Control of “root” account remote access

(@ Control of “su” command use by
regular users

® Control of accessible IP and port

© Security management of remote access
[windows]

Remote access control to SAM(Security
account management) file[windows]

5.
Authority
control
(8 items)

@ Setting UMASK, PATH to files

(@ Setting access privilege to user home
and significant directories

@ Check if normal files are deleted in
dev/directory

@@ Check if files and directories without
owner are deleted

(@5 Setting owner and privilege to significant
system files

@6 Check if there exist files with
unnecessary SUID, GUID setting

@ Do not allow anonymous enumeration
of SAM accounts and shares[windows]

(® Directory security management

8. Service
control

(11 items)| .

Check unnecessary services
(SNMP, ftp, etc.)

@) Setting owner and privilege to “cron” files

@) NFS/RPC services stop or security setting

@2 Setting stop to vulnerable deamon(finger,
r-commands, exec, etc.) in inetd.d file

@ Stop unnecessary schedule jobs

@ Delete of shared folder[windows]

@) Setting registry to defend DoS attack

[windows]

@0 Setting console firewall[windows]

@D Restrict remote support function[windows]

@ Check if console security programs
(USB control, NAC, etc.) are
installed[windows]

29 Delete of unnecessary applications
(MS-Office, word processor, etc.)
[windows]
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Table 6. Analysis between existing test and proposed test

10. Log
control
(1 item)

Setting significant system logs storage

Existing security test |Proposed security test
Target o APplication,
Application middleware,
software .
operating system
None
. Apply “Soft .
Applicable (Apply "Software 10 test categories &
. development A
criteria e 70 sub-items
guideline” to C4I
system only)
Test
& . Sufficient
categories Insufficient (Cyber
and (Software developer- . Y .
. . . security-centric
sub-items centric categories) .
o categories)
validity
Applicati
Response to Application onl m?(];dizz\lvla(:rel’
cyber threat PP Y . ’
operating system
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