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ABSTRACT

Unmanned Aerial Vehicles (UAVs), commonly called drones, which have recently become increasingly
widespread, are expected to grow bringing the global drone market to about $ 82 billion by 2026. In addition,
alternatives against vulnerabilities and security in UAV systems are also emphasized. UAV is connected to the
GCS (Ground Control Station) to perform the mission by wireless communication such as RC transmitter,
Bluetooth, Wi-Fi, etc. In this paper, we describe the process of firmware operating in the Wi-Fi telemetry
module, proposed by PX4 and Ardupilot, and also the problems of the this process. And we propose a method

to improve the security of Wi-Fi communication between UAV and GCS to solve this problem.
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Fig. 1. UAV Network
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Fig. 2. Initial connection process with UAV in GCS
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Algorithm 1. The existing algorithm

1: if UDP packet received
parse UDP packet to MAVLink message

(5]

if GCS 1s not connected yet
_IP « source IP of UDP packet
Heartbeat check
CRC check
send MAVLink message

R I s LY T S FF)

Fig. 3. The existing MavESP8266 packet processing
algorithm
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Algorithm 2. The proposed algorithm

1: if UDP packet received
parse UDP packet to MAVLink message
if GCS is not connected yet

_IP « source IP of UDP packet

Lhd

else
if IP != source IP of UDP packet
exit the process
Heartbeat check
CRC check
10: send MAVLink message

b U

Fig. 4. The proposed MavESP8266 packet processing
algorithm
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160.403.. 192.168.4.1 192.168.4.2 MAVLink 1.0 15 RC_CHANI
16@.484.. 192.168.4.1192.168.4.2MA  « payload: SERVO OUTPUT RAW (36)
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160.540.. 192.168.4.1 192.168.4.2 MA servol raw (uint1s): 1521 4k
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servoS_raw (uint16): 1353
servo6_raw (uint16): 1541
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160.880.. 192.168.4.1192.168.4.2 MAVLink 1.8 70 VFR_HUD
160.921.. 192.168.4.1192.168.4.2 MAVLink 1.0 15f[SERVO OUTPUTTAT] RC_CHAM
160.979.. 192.168.4.1192.168.4.2 MAVI  ~ payload: SERVO OUTPUT RAW (36)  US

161.037.. 192.168.4.2 192.168.4.1 MAVI
161.042.. 192.168.4.1192.168.4.2 MAVI
161.081.. 192.168.4.1192,168.4.2 MAVI servo2_raw (uint16): 994 3
161.121.. 192.168.4.1 192.168.4.2 MAVI servo3_raw (uint16): 994

161.162.. 192.168.4.1 192.168.4.2 MAVI servod_raw (uint16): 994 sci

time_usec (uint32): 215199476
servol_raw (uint16): 994 M_T
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Fig. 7. Packet capture between UAV and GCS in the
experiment
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Fig. 9. Experiment using proposed algorithm
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