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ABSTRACT

We propose a quantum entity authentication protocol that allows communication members to authenticate each
other without third parties. Existing authentication protocols perform mutual object authentication under the
control of a trusted third party for security and efficiency reasons. However, it is challenging to implement a
trusted third party, and even if such a third party is implemented, there is always a risk that the trusted third
party becomes a malicious node during the protocol execution and steals authentication keys of communication
members. The protocol proposed in this paper is entirely safe from insider attacks by third parties because it
allows mutual authentication between communication members without a third party by using remote Bell state

preparation scheme. In addition, because the proposed protocol uses only two Bell states lp* > 4p that can be

generated and measured by linear optics, the advantage is that it can be easily implemented in real hardware.
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2! 1. Remote Bell state preparation®] 3338} EA][22].
Fig. 1. The optical scheme of rtemote Bell state
preparation[22].
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Table 1. Two photons |4 > and [B> generated by
Alice and Bob according to the authentication key
k; = ol8,2 {00, 01,10, 11}
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10 %(\Hm;wm) %(\H> 2+ V>4
11 %(‘H>A,7|V>A,) %(\H>37|V> )

’ 1
4B >= ®i:1W(QTHh;1

+(=1)" (=10 > (12)

o]c}. 714, remote Bell state preparation®] 4322+
E°] 50%°17] wiell HA FAPeE N A7 =,
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Fig. 2. The optical scheme of Bell state measurement
without interfering particles[22].
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