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ABSTRACT

Various studies have been conducted for VANET (Vehicular adhoc network) security and privacy. There are
still many issues to be solved in the previous researches, such as the overhead of communication and
computation, and security and privacy issues. In this paper, we withdraw two weaknesses in Ying and Nayak’s
authentication protocol over VANET, which are weaknesses focused on the denial of service attack and the
anonymity exposure attack. In addition, we propose a privacy preserving authentication protocol for VANET to
solve the problems in Ying and Nayak’s authentication protocol. The proposed protocol provides a high level of
privacy and security at the same time by removing the usage of verifier table in the trusted server. To validate
mutual authentication, we use a formal validation tool ProVerif. In particular, the proposed protocol can resist
attacks such as offline password guessing attacks, smart card loss attacks and impersonation attacks, and provide
anonymity and unlinkability.
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Table 1. Notations.

Notation Meaning

P A prime number in a finite cyclic group G
IDy;  |Vehicle Vs identity
PW; V7s password
PVIDy; |V;s pseudonym
A V7s parameter generated by TA
AT |Time threshold
IDg;  |RSU Rys identity

X Secret parameter generated by TA
v TA’s public key corresponding with x
u Random number generated by smart card

v Random number generated by TA
DIDV; |Dynamic login identity of V;
DIDR; |Dynamic login identity of R;
CcV; Vs authenticator for DIDV;
Kouee |Temporary key generated by TA
C; Authenticator for Vs keys and certification
<PKy, |V/s anonymous private and public keys

Certy; | V7s corresponding anonymous certificate
Seedy; | Vs seed
H; One way hash functions
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@  |XOR operation
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V{UIDv,PW, A, N, &.p.y,Ho,H\,th, H;, E)
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Authentication phase in Ying and Nayak’s authentication protocol.
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VUDy;, PW, A, N, g,p,y,Ho,H\, Hy,H;,E) R{(IDg;,Hy) TA(xg,p,Ho,H,,E)
Insert SC and input IDy;, PW,
Compute PVIDy; =Hy(IDy;)
A/'=Hy(Ho(PW,)||PVIDy; )
Check A 7=A;
Compute i=N,B Hy(PW,)
Generate u
Compute Ci=g" mod p
Y=y mod p
DIDV=Hy(IDy; ) Hy( Gl X))
CV=Hy( Y|\ DIDV}| &)
<G, DIDV, CV, Ty>y Check (TorT)<AT
" Compute CVR=Hy(CVAID| Tk
<IDg, Ci, DIDV, CVR, Tira Check (Ti-TR) < AT
- Compute ¥"=(C)* mod p
PVID;=DIDV® Hy(Cl|| ")
K=Hy(X|PVID;)
CVR;=Hy(Ho( ¥ | DIDV]|K)
[ D&A| Tr)

Check CVR=CVR;

Generate v

Compute K,s=(C1)" mod p
K~(C)* mod p
G=g" mod p
G=H\(KJIK |Gy
M= Exms{ Certy, Seedy;,

PKy;, SKv))
Check (T3- B<AT Check (B - )< AT <E(GEK), G, M, T>
Compute K=Y _Broadcast <Ex(GEK), G, M, B>
Decrypt ExsA GD K -
Compute G=GHK Dk
G'=H(KJIHIG)
Check G?=G;
Compute Koast =(G)" mod D
Decrypt M; with Ky
Store Certy;, Seedy;, PKy;, SKy;
a8 2. el AVt AR 9% TREde] 2% W
Fig. 2. Authentication phase in privacy preserving authentication protocol.
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Rl A 8] AsE WA §g A ]
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ProVerif text output:

Completing equations. ..

Completing equations...

— Duery inj-event{¥Tend(t)) === inj-event(¥Thegin(t)]

\Completing. ..

200 rules inserted. The rule base contains 186 rules, 24 rules in the gqueue.
Startng query inj-event({¥Tend(t)) ==» inj-event{¥Theain(t))

FESULT inj-event (YTend(t)) ==> inj-event(¥Theginit}) is trus.

—— Query inj-svent(T¥end(t_B1}) ==> inj-swent(Tv¥hegin(t_61))

Completing. ..

200 rules Inserted. The rule base contains 179 rules. 26 rules in the queue.
Starting query inj-event{T¥end(t_B1)) ==> inj-event{TVbegin(t_61)

RESULT inj-event(T¥end(t_G1)] == inj-event(T¥beain(t_61)) is true.

—— Query not attacker(svalueAl]l): not attacker(svalueB[])}

Completing, ..

200 rules inserted. The rule base contains 185 rules, 22 rules in the aueue.
Start ing query not attacker(svaluea[])

RESULT not attacker{svalueh[l) is true,

Starting query not attacker(svalueB[])

RESULT not attacker{svalueB[]) is true.

2| 3. ProVerif % 23}
Fig. 3. ProVerif validation results.
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Table 2. Privacy and security comparisons.
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