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Method for Improving the 256-Bit Cryptosystem FrodoKEM
Using Gray and Error-Correcting Codes
Eunsang Lee’, Jong-Seon No

Azl 7tEeE E~E ofx} k& (post-quantum  cryptography, PQC)elA 714 fdglt Hof F shjolch
FrodoKEM-- 714 tj 43 Az} 7|Hkels & shjo]v] leamning with errors (LWE) Aol 7]Wke Fc}. 452

Fol7] $18) SFARNES Abgahs Tl Ak FlekE A|2ElSe] Sitk Tl FrodoKEM3} ko] ring)
P8 A e A7 RS ASHAE delEE A8 5 ol ARsl ARk A7) ol 59
B33 AHgah] Y Webd oRe] JlE BEES o TEE S Axdel LFAAYEE A8}

st} # FrodoKEMel| 2 FAHH-EE H43k All7) olsdl 128-B]E A]2~8l4] Frodo-640 2 192-H]E A~
e]3] Frodo-976°l|5t S FAANF-T5 2831917 256-8]E A|2ElQl Frodo-1344¢l] L FAAKEE ARSSIA= &
ek B = Tgee] F3(Gray code) S AHEEET hEAlEl SbFlel] eRAYYE Q= 2 t)ZHS G
O ZH] Frodo-13445 Ao WAZch mat WSl hsAawle] BWeb] SF(security level)S Al
Frodo-1344} ¥|slgi+=d] = 73} Frodo-13442] HFA $50] 138 E gRA}sloirt

FIYE  ZAE AX} A5, F-WEE HAHUE, 20| =, FrodoKEM, LFEEES
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ABSTRACT

Lattice-based cryptography is one of the most promising areas in post-quantum cryptography (PQC).
FrodoKEM is one of the most representative lattice-based cryptosystems and it is based on the learning with
errors (LWE) problem. There are some lattice-based cryptosystems that use error-correcting codes to improve the
performance. However, it is difficult to use error-correcting codes in the lattice-based cryptosystems such as
FrodoKEM which do not use ring structure, because the number of symbols to which the data is mapped is
small. Therefore, most previous papers apply error-correcting codes only to systems which use ring structures.
Recently, error-correcting codes have been used to FrodoKEM. Error-correcting codes were used only to 128-bit
system Frodo-640 and 192-bit system Frodo-976, and not used to 256-bit system Frodo-1344. This paper first
modified Frodo-1344 by using Gray code and adding encoding and decoding of error-correcting codes before and
after the cryptosystem. As a result, the security level of Frodo-1344 was improved by 13 bits.
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PQC %73} ghi-= 20 AA=E T H7hE e F
olt}. 1% Az} 7|uketE(lattice-based cryptograp-
hy)t= 7P 43 PQC #oloci,

Learning with errors (LWE)+ 200534l Regev!”
7 A AR Aol Aol 18 Fofe] 3
“All(worst-case problem) H.r} oJFth= Zlo] S E
st} Ring-LWEY ZAlE H(ring) AbellAe] LWE
Aol elelt]d(ideal) ARl b2l Hote] 739 A
wrl ofgirhs Aol FHE Ik RingLWE A=
LWE A4 7|4k ots A ~8le] 7] 27|15 Ads] 4t
ARy w2 Az b 7] hsst 2~
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NIST PQC %573} 2= 20 A4 ¥ Az} 7wigt
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Input: None
Output: Key pair
(pk Sk,‘ {O 1}167’7,1 ><ZH><71)><ZH><7L

1. Generate pseudorandom matrix AEZ(’;“

with seed,
2. Generate matrices S,EEZZX” from seed,

3. Compute B=AS+FE
4. Return public key pk<—(seed,,B) and

secret key sk<—S

UT2IE 1. FrodoPKE 7] A4 7229
Algorithm 1. FrodoPKE key generation algorithm

Input: Message p& {O,I}EEB and public key
pk = (seedA7B) ={0,1}
Output: Ciptertext ¢ = (Cy, Cy) €20 = 70"

1. Generate pseudorandom matrix AEZ) ™"

leny

XZZXE

with seed,
2. Generate matrices S ,F EZ,?X” and
E' €70 with seedy,
3. Compute B =S5 A+E and V=9 B+E’

4. Return ciphertext
c= (Cp CQ) = (B, V+ Frodo.Encode (1))

2L12|E 2. FrodoPKE &3} da2|&9]
Algorithm 2. FrodoPKE encryption algorithm

Input: C),G,,S
Output: 1
1. Compute
M= Cy— C,S= V+ Frodo.Encode (1) —

(S A+ F')S= Frodo.Encode (1) +
S E+ E' — E 8= Frodo.Fncode (p) + E"'

2. Return //HF?"()do.Decade(M)

UT2|E 3. FrodoPKE 3% 32]&{9]
Algorithm 3. FrodoPKE decryption algorithm

gy 2 2 duElg 3ex AMEEE
Frodo.Encode 3= olefle} 22 wio|c}. Zbz+
B=2,3,49l 3% Frodo-640, Frodo-976, Frodo-
134490 AHg5I¥] Bb]E WA} ke el
o} A1l W

1000

000,01 1oﬁﬁ 11ﬁ% 1)
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2
4q 5q 6q q

100> 101> 110> 111

1———, 001
0000—0, 0001— 6 0010— 167
3q

4q 5q
16, 0100 16. 0101 16.

6g Tq 8q
16. 0111— 16. 1000— 16. (3)
9q 10q 11q

6. 1010— 16, 1011— 16,

12¢q 13¢q 14q

16. 1101 16, 1110—

15¢q

0011—

0110—

1001—

1100

okye]Z 396 Q)= Frodo.Decode &= v}
| Axk=Elty. B=2,3 4oﬂ s dg)a= g
=C,— 089 7t AR 7V 7V /4, q/8
= ¢/162] “H—ri Hheglght} gl wheldt 3t
ol (1), 2) 2 (3)Y & "1<(inverse mapping)= A}
43t wAA] L E deth

22 20| & ¥ LRHYFFE FrodoPKE
off Aotz iy
FrodoPKE®l 2FA4AF 55 H4sla H4s]
213141 FrodoPKEE TIA[& FA1 Al2~wle] Z1iefA]
olafish= Aol Helatct FAlxl= vl 3l
KRRz ael ol Ase wo] W] sk 2
71 iz AR )] Sk ol vES Auw
WA= 72 WE7|(modulator)dl] g}
Frodo.Fncode (1) & AAKIY 5 4334 C,C%
AR F FAldk) delae M= 0, — OS5 AL
gltt. 2 A3} Frodo.Fncode (1) ol o2l E”'7} ¢
R A ek o] AL Frodo.Encode (1) 7} 1A
EAlelle] o]= A (noisy channel)= E2g+ 7
o2 B 4 9lth Frodo.Deocde &= TAE BA1
ol|x]2e] E-Z7|(demodulator)el] vt}
uIeF FrodoPKEo| &7AA 55 AR}
3717F Mxr] kel 53717F 537] Fell $1215H
2 Aotk TAHLE pell Frodo.Fncode 75 %
4371 Aol WA BCH 3315 S,
Frodo.Decode (M) & A% 3ol BCH ¥331=2 4
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FAALZE AHE-8le] 256-H]E §FEA 28] FrodoKEMS 7413k 719

ate] p/ & Qo w3 SHAYTEE AHshs
A5 o T o749A A5 S8l o] ¥avt &

FANsel A ARSE|eler gl ofuf,
Frodo.Fncode &7} ado] 32 tA|xch

71%& ad7ellM= o]zl BCH *-Z(binary BCH
code)E AHE3It} BCH -39 H3 ol & ¢
o 3l n=¢" —10|ch o]z HIo|BE g=20]|c}
BCH 3= (1,,0,,0,) 2 3719 = 9lom 7|4 |,
= e Ao, | = wAA Hel, [, = N &7
A7 715 Aot} (192, 128, 8), (256, 128, 18),
(256, 192, 8) ©]%l BCH 57} A5}, o] & W3
¥ BCH %3E 7|& BCH %3¢ £EY
(shortening)!'? -2 o] ~elt(extending)!"*-& A5}
o] dofxlr).

1,°] 192 52 25691 7% 128-H|E WAA] pi=
192-H|E 22 256-H|E F=$= c2 Y3535
olgf 2t pB=3 % pB=47} =H9 7|E
Frodo.Fncode 35 WAl o}& ado] 57} 27+
ARSI,

0000, OOH%, 011a%, 01()%%
4
4q 5q 6q Tq
10—t 111210121003
1--L 0011
00000, 0001—> 6 00 167
3q 4q 5q
00106 0110 0111—-¢
6g 79 8q
01016 0100 1100 o
9q 10q 11q
1101—7= 11— 10—
12q 13¢ 14q
1010—-cE 101170 1001
15¢
1000

2.3 Frodo-640 %! Frodo-976 7HA

BCH }-3& A3} Frodo-640 = Frodo-9762]
HeMd g500] WA < olvk LRAATIE AN
sl B7) S7lsledof skt ol AldEES &
7}A71e). 12 BCH %30 A2 2 Qls)] A g
£ #4ag 4 gltk Frodo-640, Frodo-976,
Frodo-1344¢l4  Asjgge  zzp 27188 97196
2700}, ks Azd] Y sjepulele] W o2 et
2 A ghge] 71E AAESEHE 24 $EE s

WS YellA] o5 2 Zrlske =] ¥k 55
A2 gl o Al 7R S 2ol
Frodo-640 2-& Frodo-9762] R 458 kA1
4 ol

i) 7% 1: Frodo-6401 (192, 128, 8) BCH %%
AR B 45 149.30—156.98

ii) 73 2: Frodo-640¢1 (256, 128, 18) BCH -3
ARE- HoR 45 149.30—152.25

iii) 74-%- 3: Frodo-976¢l (256, 192, 8) BCH 3%
ARE B 5 215.66—225.97

25t Frodo-1344 JliM dHH

B =Tl A 28-2F Frodo-13440] o744
TE A83)e] ol A|AElS- WEEle] Bk W
#| 71% Frodo.Fncode 35 1#o] W o7 vl
t}. o, Frodo.Decode T AREgF 1#o] Wi
o WA FAEoo} Fr}. w3 gFE AlxE] ke
BCH %3 33} 2 %3315 Jvicl o]g4)
Frodo-13445 WHAAA Xt 58 dstaat
ghk

adle] F3E ARk
(symbol error rate, SER)S- ‘a"—’—f—ﬂ sk

o]

Frodo-1344¢]] S FAARZE AE3P| o)
B=59] gt t}e3} e o] B3 2 A8k}
00000—0, 0000163— 00011— %
0001()%;— 00110— gq, 00111»2—2,

[’
00101— Zl 00100— %z,onooeg—lgl,
01101af—z 01111 i’q 01110 ?fq
01010%Tq, 010116%, 010093—2‘1,
01000a% 11000 162q 11001 372‘1 ©
11011—>%, 11010— % 111022
11111 % 11101— % 11100 232‘1
10100— % 10101— % 10111— 2;32‘1
10110 237; 10010 2;2(1 10011 2392(1,
10001— ?;02(1 10000— ?;)12q
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Frodo.Decode 3= 348 M2 &4+ 8-S 713
77 ¢/329] w42 WEERISH e a#le] H-E (6)
o] o wizg)s Aeshd =)

SRAANSE A3 QlEA Be 464 5=
Z7fetodof R w|A|X] Zol7} 64 4 =256, =
2= Zol7} 64x5=3209] BCH %35 Q82 3§
t}. 1, =320, I, =256 BCH %% sl2hn|e]& 7] &
22 EAlsls Ferlelr) ep =2 ezl BCH ¥
= Feprle e wEY g ojaugat 2 7)Y
& ARg3le] ofolgltt (511, 448, 7) BCH H-5&
19291 £EYS efshd (319, 256, 7) BCH 57}
Hck o] wf, [, =70] EFolng F=Eo] BE ]
E2| Fo]| A4yt HEE o uds F3shH (320,
256, 8) BCH #3E& & 4 9tk 23 12
Frodo-1344¢] (320, 256, 8) BCH %% AM43F 7
< veRd Zlold

) (320,256,8) | ¢ oxs
1t (256 bits) BCH Encoder Modulator X €Zq

8x8
Zq

e —— YE

&
;t'(ZSSbits)O—i Decoder }‘7

2! 1. Frodo-1344°] (320, 256, 8) BCH %35 A&
Fig. 1. Frodo-1344 with (320, 256, 8) BCH code

Demodulator

Iv.

nx

=
=

B Rl A Asdel tEk 1wk
& Fjel 7l Bk S o] P AES A4k}
sleh. Ae] e chew 2o,
1) FolAl ool Blgk xol= FE & TRk, o],
hmel% 36l Gl B 9] 7} o] ' & whEe)

2) SER = > X (e) Ale Ak o
6%[*(1/2“71, / 1f+1)
714 SERE 7} Al#ella] 257} whalet shg<l 4]
Eefehgele
3) A RO FEES o] gsle] AREES ek

4) Jjeple] a,q7n°ﬂ sl et FEe ik

2 =R 9 AgS ks YA
FrodoKEMell4] A|-5:¢k sle]d doj=2 | &~ Tl
& ol g3l mol= HE ', AlEeReE 2
HeMd 752 9] & TS 01—&‘3}04 T 5 9l

. P Al EES A8 S [EES AMEle] ot
o] AxkEITk. $RAHFEA A 1he] 25T A

AL Sk 6419l = WA Gale] Al
2 B53lE) 2 A BoA] oF ],Hl-}ﬂﬁl g

ole}. oful, AoeHE2 64712 A& F t7lET ‘3%—3—

AEef{7E AT ggo|y ofefjel 3ol AlbElrk

B =2 (320, 256, 8) BCH -85 ARSSlER o

714 t+= 8otk

o.qndt AL sRpE gEd HoR o
FrodoKEM =2~ 5}d-& AlsiA 7|4 A=
Bk s 7 4 ol AERIES T
(D& AH831e] AEES AXK 4= 9leh AldEE
o] 7]& Frodo-13442] Asj&rgql 2722 Z}_sﬂra‘:}z]
o7 ke WSl Wellx] o5 HANE 27
B o] ARk 45 & sk

Frodo-1344¢] (320, 256, 8) BCH 3= 243
AR A 2w AsS AL Avhs ofgs) 2

>
N
rﬂ,
é

t}.
:‘L_t 1. Frodo 1344 % Frodo-1344°] (320, 256, 8) BCH %
= a3l /K]/\E",,] /H.—- H]_“_
Table 1. Comparison between  Frodo-1344  and
Frodo-1344 with (320, 256, 8) BCH code
oA]
Bl o ‘H“;; SER | DFR
T
Frodo-1344 4 | 1.4 | 281.57 |2 28| 922

Frodo-1344°]|
BCH(320, 256, 8) | 5 | 1.74 | 294.51 | 2731 | 9252
A4

o] ZA¥}ZHE] Frodo-1344°| BCH H-&& #-83
o2 AEEE adR fAsPHA Bk o)
281.57H]ERE] 294518 EZ}A] <F 130 E RS-
ghelak &= git). = o] 9k A AElS TAR)
3HA)717] flEiA= 7]% Frodo-1344 A|2~#]$- 07‘:16]'
o]l mla) 28uje] dike- o] e w gk

V.28 B

H =Hol|A]= Frodo-13449] HoM 55 o)
71 98 BCH 35 83 A& Adskick
Frodo-1344 I2}v|E]e]] 2t= 232 218317] 93
fEY g o awEld] 7S ARSI gk AEe
FEES FF7] $ls| B=50l g z2de] Y5
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