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ABSTRACT

The emergence of practical quantum computers poses a significant threat to the most popular public key
cryptosystems in current use. In order to cope with this problem, NIST has been standardizing post-quantum
cryptography algorithms since 2017. The LDPC code, which is widely used as a representative etror correction
code for communication systems, has been proposed as a code to be applied to the code-based cryptography in
BIKE and LEDAcrypt, two candidates for NIST standardization. In code-based cryptosystems, decoding
performance is significant because it determines the security level of the cryptosystems. In this paper, we
introduce the proposed decoding techniques in the LDPC code-based post quantum cryptosystems to prepare for

the upcoming quantum computing era.
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2AI2IE 1. Bit flipping ¢2l&
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3: while |s'|>0 do

4: 7« threshold € [0, 1]

5. for j=0,..,n—1 do

[$ if \s'ﬂhj ' >71h; | then
7 elj] < eljlb1

8 & «—sPeH”

9: return e
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YL2|E 2. Oneround bit flipping ¥32]%
T« threshold(|s|)
for 7=0,...,n—1 do
I < min(cte(H, s, j), T)
Ui
e<—Jp
6 s —sPeH”
7: while |s'| >S5 do
8 for [=0,...,6 do
9: ¢’ < check(H, s, Jr_p d/2)
10 (e,s") — (e®e’, s’ Pe’HT)
11:¢’ < check(H, s, e, d/2)
12:(e, 8") «— (ecpe’, s’ Be’ HY)
13:while |s | >u do
14: j< guess_error_pos(H, s, d/2)
15 (eljl,s") < (eljlp1, s'Eth)
16return e

R

J/ threshold(.5)
1: return function of r,w,t, S

I cte(H, s, 5)
L: return | sNh; |

/I check(H, s, J; T)

1: e<0"

2: for j=J do

3. if ar(H,s,j) > T then
4: elj] <1

S: return e

/I guess_error_pos(#, s, T)
1: loop

2: i< Random sampling(s)

3. for j€eq do

4 if ctr(H, s, j) = T then
5 return j
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Z 3. Backflipping &38|
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4. Black-Gray-Flip &372]Z

1: e<—0"; F<0"; time<1;
2: while |s€BeHT|>u do
3:  for j such that Flj] = time do

elj] —eljld1

Fljl <0
s <« sPeHT
T« threshold(|s’|,t — | F])
time < time +1
for 7€0,...,n—1 do
10: i |s'Nh;| = T then
11: elj] < eljlb1;

. 0, Flj] = time

12 ) H{time-‘rttl( | s/ﬂhj | — 1), Flj] <time
13:return e
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e« 0"
for i=1,..., N do
s «—s@eH”
T« threshold( | s, )
e, black, gray < BFlter(s’, e, T, H)
if ¢ = 1 then
§ —sPeH”
T (d+1)/2+1
e < BFMaskedlter(s', e, black, T, H)
10: e < BFMaskedlter(s', e, gray, T, H)
11:5" < sDeHT
124f |s'|=0 then
13: return e
14:else
15: return false

R A A e

/| procedure BFlter(s, e, 7; H)
1: for j=0,....,n—1 do
2. if ctr(H,s,j) = T then

3: e Lj] «—e []] D1

4: black[j] <1

5. else if ctr(H,s,j) = T—7 then
6: graylj] <1

7. return e, black, gray

/| procedure BFMaskedlter(s, e, mask, 7, H)
1: for j=0,....,n—1 do

2: if ctr(f;s,5) = T then

3: elj] < eljlBmaskl(j]

4: return e

I ctr(H, s, j)
1: return |sﬂhj|
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LEDAcryptollAE= Q-decoding &i72]&o] 281-
=of AlQk=91 3 LEDA decoder &i2]&0] 32kt
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(degree) 2 F3ZF Hiry} Qir-2 A3} w3t sig]
g] Al side] 7 sEe] FoR R3E7| wlwel Bl
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225 5. Q-decoding Y7

1: iter <— 0
2: repeat
3:  unsat_pc < 0"7
s s
for i = 0 to ny— 1 do
for exp = 0 to p— 1 do
for h = 0tod,—1 do
if s'[(exp+ Htr[il[h])modp] = 1 then
unsat_pc[% - p+ exp]<—unsat_pc[7-p+ exp]+ 1
10w MAX(fw | (w.th)ELuSand w< | s" |}
1: th < th | (w,th)E LuS
12: for i =0 to ny—1 do
13: for exp =0 to p—1 do

Rl I N

14: similarity <— 0
15: ky<—0
16: for i/ =0 to ny— 1 do
17: for k=Fk, to Emj—l do

j=0
18: q’rom[k] —i p+ ((exp+ Qtr [i][k]) modp)
19: similarity <— similarity+unsat_pc[qrow [k]]
20: kg <— Emyv

j=0

21: if similarity > ¢h then
22: eli-p+expl < eli-p+expl®1
23: for k=0 to m—1 do
24: for h =0 to d,—1 do
25: a= Lqrow[k]/pJ 3 b:qrow[k]modp;
26: ide<— (Htr[a][h]+b)modp
27: slida] < slide]®1

28: iter «<— iter+ 1

29:until |s| > 0 and iter < imax
30if |s| = 0 then

31: return e, true

32:else

33: return e, false
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A4 12|E 6. LEDA decoder &E|Z

1: e<—0
2: for iter™ <0 to imax™—1 do

3 if |s| = 0 then break

4 {e, s} < RandomizedInPlacelter(e, Htr, s, iter™)
5: for iter™ <0 to imax"—1 do

6: if |s| = O then break

7. {e, s} < OutOfPlacelter(e, Htr, s, iter™)

8:if |s| = 0 then

9: return e, true

10:else

11: return e, false

/] RandomizedInPlacelter

1: e<e; s<s; th< ComputeThreshold(iter™,s);
2: 7« Random permutation of size n,p

3: J<—7r(<0, 1,y nop71>)

4. for j= J do

5. i< Lj/pl; offset < jmodp; upclj] < 0;
6 for h =0 to d,—1 do

7: if s[(Htr[il[h] +offset) modp] = 1 then
8 upelj] —upelj]+1

9: if upclj] > th then

10:  elj] —eljl1

11: for h =0 to d,—1 do

12: idz < (Hir[i][h] + of fset) modp
13: slidz] < slidz]P1
l4return {e, s}

/1 OutOfPlacelter

I: e<e; s<s; th < ComputeThreshold(iter™, s);
2: for i = 0 to ny—1 do

3. for offset = 0 to p—1 do

4: j<i-ptoffset

5: upclj] <0

6: for h =0 to d,—1 do

7: if s[(Hir[i][h]) +offset) modp] = 1 then
8: upelj] < upelj] +1

9: if upclj] = th then

10: elj] < eljlb1

11: for h =0 to d,—1 do

12: idx < (Htr[i][h] +of fset) modp
13: slida] < slide] D1

l4return {c,s}

Il $5HT 2

s

7]¥ Bit flipping 72]&3} BIKEC|A] Aloksh=
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Fig. 1. Decoding failure ratio versus weight of error
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Fig. 3. Decoding failure ratio versus weight of error
vector for BFBF.
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Fig. 4. Decoding failure ratio versus weight of error
vector for BGFBF.
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