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ﬁ?} TAE slEsl] flsll & =ioll4l= PFDP(Pre-authentication & Filtered permission Discovery Protocol)
& AlFgc}l PFDP= AMA Q1% 2 =8kl Bt dlmAe]las Fd] 7189 vaAwE] Aapt 2e Faks A
Zizke} vESm EdY md EH3 moAPAz= 7]¥2] SSDP(Secure Simple Discovery Protocol) TH]
PFDP2] Ag] Ao E UESZ AFo] S HofEr
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ABSTRACT

DDS, a middleware with high scalability, applies network middleware to weapon open system architecture.
The scalability of DDS is provided through the preceding discovery process. As the number of participants
increases, network configuration requires a high level of network, memory and computing resources. In
particular, DDS with enhanced security function increases the load caused by the discovery process by
exchanging authentication-related information. In order to solve this problem, this paper proposes a burden of
discovery protocol with security plug-in through the PFDP. The network traffic model analysis and simulation

results shows that PFDP improves the network performance compared to SSDP.
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Pre-Authentication request verification request verification
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Participant Key Exchange %

(Participant Key Material)
SEDP Message (Encrypted)

Simple Endpoint Discovery
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Fig. 4. Sequence of Proposed PFDP
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Algorithm Authentication Delegator Action

function ON_PACKET RECEIVED(PK)
Extract Certy, from PK,,
Extract Permg, from PK,
if Certy, is NOT NULL then
Validate Certy, by Certyoogutor
if Certy, is Unavailable then
Add DP to Participantliltering
break
if Certy, is NOT NULL then
Validate Perm g, by Cert grogaror
if Perm,,, is Unavailable then
Add DP to ParticipantFiltering
break
Send Allow Message to DP
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SSDP's Permission Info Exchange

Permission { A, B, D, E }
W { A E} DW {B, F}
DR {B,D} DR {C E}
Permission { B, C, E, F }

PFDP's Permission Info Exchange

Permission { B, E }
DW {A E}
DR {B,D}
Permission { B, E }

12 5. SSDPe} PFDPS] 3+ w3t wal
Fig. 5. Permission Exchange Comparison of SSDP and
PFDP
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Notation Definition
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L - w
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