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ABSTRACT

When encrypted, block encryption increases in length by a factor of block size multiplication. Therefore, it
suffers from a drawback that data encryption with fixed length and structure is challenging, such as that in the
IoT and connected cars. Format preserving encryption can efficiently encrypt by solving the problem of block
ciphers. Meanwhile, format preserving encryption FEA is a domestically developed format that preserves
encryption; it is encrypted/decrypted in the Rank function, TBC encrypt, and Unrank function stages; but in its
original paper and standard, the Rank function is not defined, this is designed to be implemented directly by
the user. This study implements the entire process of FEA through direct implementation of the Rank function.
We investigated whether the implemented FEA is normally encrypted/decrypted, and confirmed that the
encryption/decryption speed is faster compared to the US NIST standard format for preserving encryption.
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E 1. FEA9| TJeplg] ¥ 2. FEA daeld W 49
Table 1. Parameters of FEA. Table 2. FEA symbols description.
Algorithm types FEA-1, FEA-2 Symbols Description
Input meIs\]sage radiz " = 28 - 2128] X Plaintext
range(N) K Secret key
Maximum message [ log2(N)] bit T Tweak
length(M) .
n Plaintext’s length
Key length 128 bit 192 bit 256 bit .
i Round count
Total FEA-1 12 14 16
r Total rounds
rounds FEA-2 18 21 24 . .
RK., RKy' Round key
Tweak | FEA-1 128 - M Do
length Ta, Ty Round Tweak
(bit) FEA-2 128 Round function
Fo( ), Fe()

(odd round : Fy( ), even round : Fe( ))

2.1 FEA -==3} oty

FEA+= cycle-walking W& A8-3F SejnEghs Zovketk o= [n/21, m = [n/2] o2 Aot
olt}. =7 < ; 9 =] ¥4, NumToBits / c} oluf Xo] Hol7F F5 o 79 X2t X o] Hol7h
BitsToNum, TBC %1—. %j—_i]_‘o,] % /zﬂ 1;/_}7;]] =S %1—.%_5‘_ DELE]'Z]-TJ- 5}“’]"9] ‘j/]’?o:—‘:— %-}:lk‘i Ci:]':‘_ij]'% %EL Zl\‘ %}‘;]‘
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A S Waksle gae]w, o 7] A ely) Fo, FAell4] Xp= T,k XOR kS ARl gkt
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L FEAOIA] Algsl= mZo) digk Awol), HHE etk #ReE 7] RK.9F RKy= 64-bito] 32

TBC sHs} 342 Feistel T2 A7 ofg)r) Xp @ Tox my HIE, Toi= 64 - my H]ES] Hol&
QlEzhe HE X, 7] K, £ Tolt}. K9} T= 7] 7} 03t np2] Zel7t vhE - vt 2l
s} 29 o2 gl 7] RK, 9} RKy, 2HEE E = o] slFe] He Xl Hol7h Jepx|7] el
%) T,9 Tyol Hrk TBC §hash e Feistel 722 - Foo Fefl 73 7] 3010k,
o]mRZ WE X ni-bit 20]9] X,, no-bit 20]9] X, F 5= A3 ke sk 5olth s=

28 AlZ0R S-boxE ©]-831e] 8-bit T = dlo]E
‘;Eﬂ'lm:N leﬂ,|ﬂ|=N
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Fig. 1. Encryption and Decryption process of FEA. Fig. 2. Fo, Fe function structure of FEA algorithm.
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Table 3. Matrix M.

0 1 2 3 4 5 6 7
28 la 7b 78 c3 do 42 40
la 7b 78 c3 do 42 40 28
7b 78 c3 do 42 40 28 la
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40 28 la 7b 78 c3 do 42
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Table 4. Unranking function.

Unrank(z) =y

G Lz/b]

ro<x mod b

fori=1to(m—1)do
g Lg_,/b]
r,<¢_, modb

end for

W[Tm—lﬁ Tl.”'o]b

wzbA 352432 o 7] e ARk 318, 9,
10, 11]16 = 89AB167]‘ %‘ﬂr

3.2 7| 4 E9| =& 7d

7] g2 7] K, 2= A5 RC, &5 H|E Zo]
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Table 5. Parameters of key schedule.
Parameter Description
byte[] key Secret key
long[] RC Round constant
int n Bit length of input data
bytel[] key long[] RC int n

l | l

long[r][2] KeySchedule

[
l l

long[r][0] RK long[r][1] RK

a3 5. 7] 7=
Fig. 5. Key schedule diagram.
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Table 6. Parameters of tweak schedule.

Parameter Description
byte[] tweak Tweak
int r Total rounds

bytel] tweak

long[3] TweakSchedule

long[] RT

Sl 6. = a7
Fig. 6. Tweak schedule diagram.
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L T
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Table 7. Parameters of TBC Encryption.

Parameter Description

byte[] plaintext Input plaintext data

long[] X Plaintext bit string split by two
long[][] RK Round Key
long[] RT Round Tweak

bytel] plaintext ‘ ‘ byte[] tweak ‘ bytel] key ‘ longl] RC ‘ ‘ int n ‘

I . I I

longl2] X ‘ ‘ Tong[3] TweakSchedule ‘ long[r][2] KeySchedule ‘

l—‘—l

X101 ‘ long[] RT ‘ long[r][0] RK ‘ Long[r][1] BK ‘

Tong Fo. long Fie ‘

Tong ¥ ‘
l TBC encrypt
‘ X[01 ‘ ‘ X1

Ogl 7. TBC ¢33t 7=
Fig. 7. TBC Encryption diagram.

roundX 2} 7 7] RK,, RKyE 2h-=o] w2} R, F.
Fr2 B3 YE 3 299 v o gee
ol A AR X[1]0] =az 719] X[1]- X[0]] o)
2R g O X019 X1 o 47§k
2 3 -s AR

34 78 At

F=A HEA 53] 2Tl Ao FEAE =7
F7E AolEoislA] edotr] am AR AlA
dlelelE ghesdt = ick wlebd] £ el =)
7d 5 E3RF FEAS] AA AAS Fasioleh 1
3 8-2 AlA| 73 FEAE o]43le] o553 Ag]
ZA3to]et,

Age AL, FUEEHE, FeEe] 2ol
Z

oF 242 11, 13, 16 #2]e] 1045 Akz oF H353)
stadrt. 78 A3} of=] Zole] 10415 HlolE7h A4t
Length : 11
(phone number)
plaintext : 123456789%@1
ciphertext : 48858636675
decryption : 12345678901
Length : 13
(resident registration number)
plaintext : 1234567890123
ciphertext : 6219678049385
decryption : 1234567890123
Length : 16
(card number)
plaintext : 1234567890123456
ciphertext : 14300827967785616
decryption : 1234567890123456

02 8. 735 FEA 533 A}
Fig. 8. Implemented FEA encryption / decryption results.
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IV. FEA 2535} & H|w

A13-L FEA, FF1, FF3-19] ¢}353} &£55 =43}
01 FEA—J 252 97|53t} FEA: FEA-2 dveE|=
o]-83e] Agsloirh. FEAS| tss} w8 54
%} | $18 5717 Z2AA 3 ellA d=Eslgich &

8- Aol AREgE 5714 Z2AIA FFe]r].
-2 cleksl wlAIR] doldllA tEst HTE &
71 $ H 22 6 2, FHh 16 2=l 10215 52

¥ 8. A¥ 34
Table 8 Experiment environment.

G

Processor Clock Memory
1 (intel) i7-8700 3.2 GHz 8 GB
2 (intel) i5-8250U 1.6 GHz 8 GB
3 (AMD) Ryzen5 1600 3.2 GHz 8 GB
4 (ARM) Cortex-AS53 1.4 GHz 1 GB
5 (ARM) Cortex-A7 0.9 GHz 1 GB

4.2 intel i5-8250U 2t&35} £

intel®] i5-8250U Exﬂxu J52 7|B Zq)
1.6 GHzE AAslo] Agslgich I 102 i5-8250U
Z2A4 37394 FEA, FF1, FF3-19] or- B33} &

=5 EAg Ayo|x A7 ms2 HERgith

E 10. i5-8250U #7gell4] FEA o553} A7t
Table 10. Measurement of the FEA encryption |
decryption time in i5-8250U.

Encryption time Decryption time
FEA | FFl1 | FF3-1 | FEA FF1 | FF3-1

0.1072 | 0.1313 | 0.1497 | 0.1093 | 0.1251 | 0.1566

0.1217 | 0.1501 | 0.1479 | 0.1189 | 0.1495 | 0.1544

6
7 0.1175 | 0.1533 | 0.1345 | 0.1146 | 0.1442 | 0.1439
8
9

0.1142 | 0.1520 | 0.1466 | 0.1302 | 0.1644 | 0.1596

10 | 0.1242 | 0.1582 | 0.1458 | 0.1216 | 0.1545 | 0.1569

11 | 0.1328 | 0.1629 | 0.1523 | 0.1308 | 0.1554 | 0.1599

12 | 0.1442 | 0.1513 | 0.1423 | 0.1343 | 0.1582 | 0.1534

13 | 0.1298 | 0.1788 | 0.1454 | 0.1308 | 0.1645 | 0.1545

14 | 0.1282 | 0.1652 | 0.1514 | 0.1428 | 0.1754 | 0.1520

15 | 0.1403 | 0.1717 | 0.1384 | 0.1429 | 0.1841 | 0.1569

16 | 0.1445 | 0.1911 | 0.1328 | 0.1424 | 0.2146 | 0.1463

avg. | 0.1277 | 0.1605 | 0.1443 | 0.1290 | 0.1627 | 0.1540

4.1 intel i7-8700 &=35} =

intel®] i7-8700 Z2A|4 2] A5 7| F=3l 3.2
GHz= A3t Aslelrl. & 9+ i7-8700 Z=2A]
4] 374 FEA, FF1, FF3-19] ¢ &33} £c 2
=43 Ayfo]w A7k ms2 vehygich

E 9. i7-8700 #7414 FEA 553} A7k
Table 9. Measurement of the FEA encryption /
decryption time in i7-8700.

Encryption time Decryption time

4.3 AMD Ryzen 5 1600 &5t £

AMD2] Ryzen 5 1600 Z2A42] A5-S 7= &
Zael 32 GHzE AAst] Agsidck ® 112
Ryzen 5 1600 ZZA4 7364 FEA, FF1, FF3-1
9] o B33} &S5 A3 Aol A7 msE

pepodek

E 11. Ryzen 5 1600 37304 FEA k%338 A7t
Table 11. Measurement of the FEA encryption /[
decryption time in Ryzen 5 1600.

FEA FF1 FF3-1 | FEA FF1 FF3-1
0.0579 | 0.0575 | 0.0629 | 0.0583 | 0.0556 | 0.0622

0.0586 | 0.0668 | 0.0626 | 0.0590 | 0.0610 | 0.0620
0.0595 | 0.0715 | 0.0683 | 0.0596 | 0.0657 | 0.0659
0.0606 | 0.0817 | 0.0685 | 0.0629 | 0.0754 | 0.0657

O | [ 3|

10 | 0.0645 | 0.0814 | 0.0712 | 0.0632 | 0.0745 | 0.0648

11 | 0.0643 | 0.0760 | 0.0671 | 0.0636 | 0.0763 | 0.0611

12 | 0.0650 | 0.0783 | 0.0697 | 0.0645 | 0.0761 | 0.0631

13 | 0.0658 | 0.0806 | 0.0716 | 0.0660 | 0.0791 | 0.0691
14 | 0.0668 | 0.0781 | 0.0696 | 0.0687 | 0.0804 | 0.0669
15 | 0.0681 | 0.0825 | 0.0654 | 0.0691 | 0.0825 | 0.0667

16 | 0.0690 | 0.0852 | 0.0640 | 0.0732 | 0.0791 | 0.0652

Encryption time Decryption time
FEA | FFl | FF3-1 | FEA FF1 | FF3-1

6 0.0530 | 0.0542 | 0.0721 | 0.0527 | 0.0602 | 0.0727
7 0.0543 | 0.0588 | 0.0717 | 0.0562 | 0.0649 | 0.0725
8
9

0.0548 | 0.0616 | 0.0735 | 0.0599 | 0.0619 | 0.0746
0.0613 | 0.0703 | 0.0721 | 0.0594 | 0.0638 | 0.0744
10 | 0.0627 | 0.0653 | 0.0761 | 0.0573 | 0.0678 | 0.0748
11 | 0.0603 | 0.0727 | 0.0746 | 0.0586 | 0.0664 | 0.0711
12 | 0.0604 | 0.0697 | 0.0726 | 0.0641 | 0.0696 | 0.0726
13 | 0.0655 | 0.0675 | 0.0756 | 0.0635 | 0.0692 | 0.0774
14 | 0.0617 | 0.0687 | 0.0754 | 0.0617 | 0.0703 | 0.0771
15 | 0.0632 | 0.0701 | 0.0808 | 0.0648 | 0.0728 | 0.0741
16 | 0.0653 | 0.0787 | 0.0749 | 0.0647 | 0.0732 | 0.0740

avg. | 0.0636 | 0.0763 | 0.0674 | 0.0644 | 0.0732 | 0.0648

avg. | 0.0602 | 0.0671 | 0.0745 | 0.0603 | 0.0673 | 0.0741
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4.4 ARM Cortex-A53 24Z5} &

ARMS] Cortex-A53 Z2A42] %54 712 F2
¢l 1.4 GHzZ Azl Agdsidcel & 12+
Cortex-A53 Z2A4 2764 FEA, FF1, FF3-19]
553} S5 23 Ao A7 msE e}

sdet

E 12. Cortex-A53 #7el|*] FEA %33} A7
Table 12. Measurement of the FEA encryption/
decryption time in Cortex-A53.

Encryption time Decryption time
FEA | FFl | FF3-1 | FEA FF1 | FF3-1
6.4310 | 10.615 | 17.886 | 6.2357 | 10.872 | 19.804

6
7 6.5795 | 10.736 | 17.735 | 6.5700 | 11.138 | 19.854
8
9

7.1202 | 11.615 | 17.705 | 7.0378 | 11.532 | 20.191
7.6337 | 11914 | 17.933 | 7.5852 | 11.902 | 20.441
10 | 7.9585 | 12.614 | 18.422 | 7.9007 | 13.040 | 20.155
11 8.6388 | 13.027 | 18.459 | 8.4273 | 13.543 | 19.679
12 | 89421 | 13.724 | 17.888 | 8.8743 | 14.383 | 19.537
13 | 9.2850 | 14.780 | 18.268 | 9.6752 | 14.811 | 20.482
14 | 99105 | 15.239 | 17.442 | 9.7796 | 15.281 | 21.431
15 10.500 | 16.403 | 17.233 | 10.060 | 16.151 | 20.442
16 10.337 | 17.038 | 18.012 | 10.522 | 16.548 | 20.760
avg. | 84851 | 13.427 | 17.907 | 8.4243 | 13.563 | 20.252

4.5 ARM Cortex-A7 253} &5

ARM?®] Cortex-A7 ZEA|A] A5S 7|2 &9
¢l 0.9 GHz® AAsl] Adsleick % 132
Cortex-A7 Z2AH4 27ol|A FEA, FF1, FF3-19]
553} S5 S Ao A7 msE e}

st

A

E 13. Cortex-A7 #7441 FEA 533} A7
Table 13. Measurement of the FEA encryption/
decryption time in Cortex-A7.

Encryption time Decryption time
FEA | FF1 | FF3-1 | FEA | FF1 | FF3-1
4.8762 | 8.5215 | 18.223 | 4.8221 | 7.9050 | 17.225

6
7 5.1499 | 8.6727 | 18.224 | 5.2945 | 8.6977 | 16.881
8
9

5.7247 | 8.7664 | 18.501 | 5.5278 | 9.1574 | 17.170
5.7447 | 9.1816 | 17.668 | 6.1892 | 9.7773 | 17.540
10 | 6.3428 | 9.6608 | 18.719 | 6.4773 | 9.5758 | 18.193
11 | 6.9407 | 9.8680 | 17.421 | 6.5427 | 9.9533 | 18.782
12 | 6.8210 | 11.158 | 17.753 | 7.2688 | 10.702 | 18.957
13 | 7.5345 | 11.479 | 18.787 | 7.6058 | 11.422 | 18.740
14 | 7.9300 | 12.037 | 18.162 | 7.8341 | 12.230 | 17.984
15 | 89204 | 12.594 | 17.992 | 8.8207 | 12.743 | 18.043
16 | 8.8157 | 13.108 | 18.562 | 8.3884 | 13.593 | 18.086
avg. | 6.8001 | 10458 | 18.182 | 6.7974 | 10.523 | 17.963

46 FEA 2h=53 £ Tyt

FEA®} FF1, FF3-19] 133} &=E ulusle]
FEA?] ¢33} 52 9rleic). % 149 78 9= ¢}
oJzl s 2 A|x| 3464 FEA, FF1, FF3-12] 3+ ¢F
33} AZEE el e} 1lelck 13 99 HE A
2 %2 {7-8700, i5-8250U, Ryzen 5 1600 ZZA|A]
o] otz3t AZkms)ely, 5 RE AR 52
Cortex-A53, Cortex-A7 ZEAAQ] o}53} A7he-
i Aelrk

A A BE Z2AX 36 A7) FE E
33} FEA:= FF1, FF3-15c} o B33} 57} v w}
2 7oz ZelEgle) = FEAS] ¢ B33} Sue
FF1%} B8t uf Cortex-A53 ZEA|A o)A 58% U
wh2 7 FF3-13} v]28 o] Cortex-A7 ZZA|A o)A
167% © wE 7o g 3l= ) intel Z2AAE
0|83t Aol F=o] JE&r5 5353 &%
7} o Ape|7} wiek weba] FEA« ZEAA 9] A
JS<~Z FEA”} FF1, FF3-15c} o] 8419 Zlog
shebElch

5l

E 14. A% 3749 FEA, FFl1, FF3-1 47 343} A
RAgei
Table 14. Average encryption time of FEA, FF1 and

FF3-1 in experiment environment.
Processor FEA FF1 FF3-1
i7-8700 0.063645 0.076327 0.067355
i5-8250U 0.127691 0.160536 0.144282
Ryzen 5
1600 0.060227 0.067055 0.074491
Cortex-A53 8.485118 13.427727 17.907545
Cortex-A7 6.800055 10.458818 18.182909
gm0 15.0000
- 10.0000
1500
100
e — —— 5.0000
0000 -10.0000
FEA FF1 FF3-1
=g intel) i7-8700 (inted i5-8250U {AMD) Ryzen 5 1600

(ARM) COrtex-A53  mmggem [ARM) Corten-AT

a2l 9. A3 3Wellx®] FEA, FF1, FF3-1 3¢ h53} At
Fig. 9. Average encryption time of FEA, FFl and FF3-1
in experiment environment.
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