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Implementation and Validation of the Anti-Jamming Scheme to
Enhance the Survivability of a Unmanned Aerial Vehicle
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ABSTRACT

This paper implements and verifies the notch filter based anti-jamming scheme, which has been
conventionally proposed to enhance the survivability of the unmanned aerial vehicle (UAV). As a performance
metrics, this paper employs signal to noise ratio (SNR), initial synchronization acquisition time, and
anti-jamming performance against to the tone jamming signal. According to the hardware implementation and
performance test results, in case of low jamming to signal ratio (JSR), the proposed scheme shows the lower
SNR performance(approximately less than 1 dB or similar depending on bandwidth) because the proposed
scheme suppresses the more effective signal than the conventional nulling-based anti-jamming scheme.
However, in case of higher JSR (e.g. 20 dB), the proposed scheme outperforms the conventional scheme
because jamming signals are much more suppressed than the effective signal(approximately 1~4 dB better
performance regardless of bandwidth). In conclusion, it is expected that the proposed notch based anti-jamming

scheme will improve the survivability and reliability of a satellite data link if it is applied to a satellite-based
datalink system.
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Fig. 1. Structure of FFT nulling based anti-jamming
scheme.
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Fig. 2. Jamming signal cancellation method of the notch
filter based scheme.
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E 1. 2% FPGA 2] A& #3KSlice : 56.77%)
Table 1. Modem FPGA resource usage status(Slice :
56.77%)

Resource Utilization | Available | Utilization(%)
FF 106859.0 728400.0 15
LUT 143655.0 364200.0 39

Memo

LUTry 12639.0 | 111000.0 11
1/0 145.0 600.0 24
BRAM 462.0 795.0 58
DSP48 668.0 1260.0 53
BUFG 7.0 32.0 22
MMCM 1.0 18.0 6

t}. 3% 194 FF+= Flip Flop, LUTE Loop-Up Table,
I/O += Input/Output Interface, DSP48-> x|,
BUFG<+ Global Clock Buffer @ MMCM-2 Mixed
Mode Clock Managers 27} &fn|ghc},

A" 7158 Frlslel e 4 ©]F FPGA #HA
Ak B2 9l AR 4 gl Slice T 70%
& 2354 weg pasjolol Ak webd % 18
aEElS o A P A8E 4 9l Slice
A2 FF 2141 94692, BRAM #1<d 333 2 DSP %}
A 59200} A Y A AP 2 Ao &
R¥]= 7k FFT/IFFT 7lolc) & 714 =4
5 ¢J3}ed Virtex IP Coregenoﬂ/ﬂ AFsh= FFT £5
Soll tigk 45 Aledalsick F 2 2 % 33 3]
Virtex IP Coregen®ll4+= Plpehne Radix-4, Radix2
Y Radix2-lite®] % 47}4] FFT £5-& A|l33ch &%
4 % F 5+ N=4096 74-% FFT %L?fioﬂ dag
FPGA AR1g vfepdict. 71 74 A] 2] 4awrt 7}
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Table 2. Resource usage according to the FFT block
implementation method(at the time of one channel
implementation)

1 channel implementation
LUT/FF DSP BRAM
Pipeline 6463 50 18
Radix-2 2387 5 9
Radix-2-lite 2256 3 9
Radix-4 3923 20 11
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Table 3. Resource usage according to the FFT block
implementation method(at the time of full implementation)

Resources for Full Implementation
# of
LUF
required v DSP | BRAM
/FF
channels
Pipeline 4 25852 200 72
Radix-2 9 21483 54 73
Radix-2-lite 15 33840 72 97
Radix-4 4 15692 80 35

E 4. Radix4 A A A7) ol agh 2|9l FFTES)
Table 4. Amount of resources required to implement
anti-jamming when using Radix-4 (FFT block)

FFT Anti Jamming Resource Usage
N Block
Number LUT/FF DSP BRAM
4096 4 16k 80 35
8192 4 17k 80 70

E 5. Radix-4 AR&A A 7ol Bed ARl
(FFT/IFFT £%)

Table 5. Amount of resources required to implement
anti-jamming when using Radix-4 (FFT/IFFT block)

FFT Anti Jamming Resource Usage
N Block (FFT/IFFT Block included)
Number LUT/FF DSP BRAM
4096 4 96k 480 210
8192 4 102k 480 420
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Table 6. Latency before anti-jamming scheme implementation

Time

Total Latency 400 ms
L B -

and Lool? back 43 ms
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Table 7. odem performance
Parameter Value
FPGA Chipset xcv7585t-1157
Modulation QPSK/8PSK

Channel coding
Band Width

LDPC/BCH (1/2, 3/4, 5/6)
2 MHz~28 MHz

File name Explanation

Anti-jamming Total Top Block,
aj.v Decimation of Symbol Rate from
4fs to 2fs

Buffer that inputs decimated
symbols (2fs) and outputs them
in sysclk units

aj_fft_ibuffer.v

fifo_1024x28.v FFT Input Buffer Memory

FFT to input and output to

aj_fft.v sysclk clock

Anti-jamming detection and

aj_tone.v removal top block

FFT buffer delaying by

fft_wait_buffer.v .. . . .
anti-jamming detection time

aj_tone_det.v Anti-jamming detection top block

After performing the FFT output
Hamming window, calculate *2
power

aj_hamming_and_pwr.
v

aj_spectrum_avg_and_
pwrTHcalc.v

Power average calculation and
threshold calculation

544

Memory to accumulate for each

dpram_1024x64.v .
subcarrier of spectrum

Store denominator in ROM
divisor_rom_896x11.v| instead of division and replace
with multiplication

aj_jammer_detect.v | Anti-jamming position detection

Notch filter FFT index output for

aj_notch_addr_cntrl.v R .
jamming removal

aj_notch_expand.v Notch location extension

aj_tone_null.v Anti-jamming top block

spram_256x8_notch_c| Memory for storing notch filter
oeff coefficients

aj_ifft.v IFFT input/output in sysclk unit

A buffer that outputs sysclk IFFT
output at the same symbol rate
(2fs) as the aj_fft_ibuffer input

aj_ifft_obuffer.v

fifo_2048x14.v FFT output buffer memory

Upsample the symbol rate (2fs)

int 2to4.
fierp-<tot.y 0 4fs

3 4. AR 7Y Es Y 2 ve
Fig. 4. Modem board for anti-jamming scheme impleme-
ntation

3.3 sl=4llo] 7+ Zxnf

3.3.1 FLEE

a3 6 Algkl dAw 7] A% HrLE slsk
AY FAEE etk 13 6914 ADC
Analog-to-Digital ~Converterg 2|73}  SA
Spectrum Analyzers °J7|ghcl. 9] 72 dAiw] 7]
A AR T"r/%oﬂ w2y Als ﬂi—e— ek, =
o] £AIEAL FhAn] 7 AL GTe) AW AE
2] Q) of el whe} e 7] 8 1] 9¢dA
geld 4 ik WA gAY 7S A8 As- &
AT 71 == W] a4 FRT/IFFT *§ wigt
4 2 2]Z(Resample) A9 AlE FElo g

fr e r°"

www.dbpia.co.kr



S

—a
I O
odk
ol
A
1o,
2
N
ox
o
o
tlo
ﬁ
<
odk
B
ol
A
rE
-
[
N2
1,
olN

aj_fft_ibuffer.v

fifo_1024x28.v
xfft_1024.v

—i aj_tone.v
fft_wait_buffer.v

4{ aj_tone_det.v

*iaj_hamming_and_pwr.v |

—| aj_spectrum_avg_and_pwrTHcalc.v |

—| aj_jammer_detect.v |
—{ aj_notch_addr_cntrl.v |

L [aj_notch_expand.v |

aj_tone_nullv

spram_256x8_notch_coeff |

[xfft_1024fv |
aj_ifft_obuffer.v
fifo_2048x14_ajoutbufy |

interp_2to4.v

J8 5. 2= AF TR
Fig. 5. Code hierarchy

o= =]

15; ADC |— i; - sa
S
k=1

a8 6. Al A =
Fig. 6. Block diagram for test

Q13 SAn) 7S AHLalR] kS Al H]E] Al
FAo| 3=l At 7]E 2o 79 A Als
7t ARSE AR Aol gk iAo glo] AL
2 3] oAl " s o A 7 AR
o] Hgst 7102 Fober) vjgo 2 y|E da 7|
=} Algtsh= &_il 71"3¢] SNR$S- vlazalsich Ao
A 2 ASE 152 Hﬂs}oﬂf’rd JSRo] & of
(JSR = -10 dB)s’Jr S wJJSR = 20 dB)E u]wsH
qu z¥zb g%l 8 2 :Lﬂ 99} ) =] Alg= A

S Eslo] AH AlE Q7 Al AlE 8~167FA] 7}
udx];:] 7} FER(Frame Error Rate)o] 7} <=3t
kel 152 AAsied) JSRo] & A9l 7)1E 2

Decimator AntiJamming
EN [ Block

Low-pass Resample |—»,
filter

Anti Jamming Anti Jamming

28 7. A 71y el Be wy As Ae
Fig. 7. Modem signal path according to anti-jamming
scheme

20 T T T T T
251
20
15
)
T 10f AR # o * - -
-
n b 1
o
e ot i
5
g
@ -5
=
-10 -©-No Jamming —> Origianl modem M
-B-No Jamming —> AJ(nulling)
-15 “7No Jamming —> AJ(notch factor=15) H
~#-Jamming —> Origianl madem
-20+ »*Jamming —> Ad(nulling)
-A-Jamming —> AJ(notch factor=15)
_op . . T n T
0 5 10 16 20 25 30

Bandwidth (MHz)

a3 8. ¥l me $1154(JSR=-10 dB)
Fig. 8 Receiving quality according to bandwidth(JSR=-10 dB)

-©-No Jamming —> Crigianl modem

-5 -B-No Jamming —> AJ(nulling)

-7 No Jamming —> AJ(notch factor=15)
~#-Jamming —> Origianl modem
—Jamming > AJ(nulling)

Measured SNR{dB)
o

-5 -A-Jamming —> AJ(notch factor=15)
—20 B S S e e e e 2
o5 . . \ . .

Q 5 10 15 20 25 30

Bandwidth (WMHz)

T2 9. tHgFel| wE $AIFHISR=20 dB)
Fig. 9. Receiving quality according to bandwidth(JSR=20 dB)

g 7Rt Algkeke 24 7o) fEASE U W
o] A8 wisiell thfFell w2} 1 dB o= 4l
Fo] At fARE vk JSRe] 2 - A7sH

545

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences "21-03 Vol.46 No.03

J) = t] go] A s}e]
AlQkgk x| 71*& A7 71':”/1 H—Ol o] 953
3} AFAglo] 4 SNRe] 1~4 dB =88 & &
o}

3.3.2 =7| 57|AZt &

2 delals, myle] A4 T2 Qe 2] B
SBAIZE HEE 1500 ms PIREOR AdAJsle] Rl
5, 27] F71AzEe] Wstel sl SAE AL & 9el)

A1 A vellisich dib o ® o Fo] otz
Wz} Al St YoR|BR 5] 5 A7)
=71 "}, td o] 4 MHz off mHle] 4l &
7] A7 4t 84 ms AEE vehle] B3 5] A
ZF WellA mele] Zr)7) o]Fo e o 5 9Jgich
webd] Al 71 AL Il 27 Z7|A7 EE
ol 2] Al2avlol] T od 342 vln]sictaL ghksich
e} tidFo] 4 MHz 2 8 MHzH uff d- Ave]
LollM AW Az = Qlgh ) wyl 7] A|7te] 27t
1618 ms ¥ 3545 ms® A= HIX 57 S %=
= AAE vepligdel oeba] 35
o Zo] 4 MHz ¥ 8 MHzY ] wwle] %7] B3
F7IAZE B T kel tigh Beto] BoF Zlow
ek,

an

}:o

E 9. A /e g 29 2755 ARk
Table 9. Modem initial operation time including
anti-jamming scheme

Bandwidth ratio Average initial
. of wanted signal synchronization
Bandwidth {0 2 MHz time(ms)
(Hz)
. subpand wfo anti | w/ anti
jamming(%) jamming | jamming
11
29 M 6.8 9 (worst :
222)
12
27 M 7.4 10 (worst :
351)
25 M 8.0 11 13
16 M 12.5 15 21
43
8 M 25.0 39 (worst :
1618)
84
4 M 50.0 75 (worst :
3545)
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