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ABSTRACT

The spread of Wi-Fi networks made human life more convenient in many ways. With the improvement of
the 802.11x protocol, it was possible to guarantee faster communication speed and security, but as the number
of Wi-Fi users increased, the threat also increased. Compared to the wired network environment, the wireless
network is exposed to various threats due to its easier physical access. To effectively defend against such
threats, an enterprise-level Wi-Fi security environment was introduced, which prevents security threats in the
Wi-Fi environment by providing different encryption to each user. In this paper, the impact of active rogue
DHCP attacks in advanced enterprise-level Wi-Fi network environment is analyzed, and the attacking technique

is proposed that bypasses the existing detection method by developing an improved tool.
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Fig. 1. Process of DHCP Protocol
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Table 1. components of experiments

Hardware Description
Model: NT900X3N
Laptop OS: Ubuntu 18.04

Usage: Attacker

Model: IPhone XS Max, Galaxy S8
Mobile 0S: iOS 13, Android 8.0 Oreo
Usage: Victim

Model: Wireless PAU09 N600
Chipset: Ralink RT5572

Model: Synology MR2200AC
Authentication Protocol:
EAP-MSCHAPv2, EAP-TTLS,
MS-CHAP, PAP or PEAP

Model: Synology DS220j NAS
Usage: User Authentication

Wi-Fi Dongle

Access Point

Radius Server
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Radius Server

IP: 10.0.5.254
—_>
Wi-Fi Router
IP: 10.0.5.1
~
il - B
Victim Attacker
IP: 10.0.5.100 IP: 10.0.5.31

T2l 4. Radius H~E 3H73 Topology
Fig. 4. Topology of the Radius environment
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Source Destination Protocal Lengthnfo

TntelCor_84:51:33  Broadcast il 4218.8.5.22 is at 68:16:77:84:51:39 (duplicate use of 18.8.5.22 detected!)
1e:32:ef:12:8d:c9  Broadcast ARP 426 ARP for 10.8.5.22 (Request)

IntelCor_84:51:39 Broadcast AR 1s at 66:f6:77:84:51:39 (duplicate use of 10.9.5.22 detected!)
2RP for 19.8.5.22 (Request)

5.22 15 at 60:6:77:4:51:39 (duplicate use of 16,8.5.22 detected!)

10:32:f:12:08:09  Broadeast I
IntelCor 84:51:39  Broadcast AR
0.0.0.8

IntelCor_§4:51:39  Broaccast P 4210.8.5.22 is at 68
IntelCor_$4:51:39  Broadcast I 4210.0.5.22 15 at 68 51:39 (duplicate use of 10.8.5.22 detected!)
IntelCor 84:51:39  Broadcast P 7:84:51:39 (duplicate use of 10.0.5.22 detected!)
0..8.0 255.256.255.255 WP 342 HCP Discover - Transaction D Gx6d3edfs7

Synology_cb:8f:f7  Broadcast Az [ 16.6.5.237 Tell 16.6.5.1

IntelCor_84:51:38  Broadcast P 18.6.5.1 1
Synology_co:f:f7  Broadc
0.0.8.8 255.255.256.255 WP
16.6.5.31 10.6.5.108 0HCP
IntelCor_$4:51:39  Broasicast e
IntelCor_$4:51:39  Broadcast A
Synology_co:ef:f7  Broadcast =P
0.8.8.8 255.256.255.255 WGP - Transaction ID exeddedfs
IntelCor_84:51:39  Broadcast AP 2 1087 Tell 16.9.5.31
8.8.5.31 18.0.5.108 DHCP M20HCP ACK - Transaction Tb Gx6d3edfs?

51:39 (duplicate use of 18.9.5.22 detected!)

Tell 16.8.5.1
over - Transaction ID exédiedfs?
- Transaction ID exéd3edfs?
.5.1687 Tell 18..5.31

f6:77:4:51:39 (duplicate use of 18.8.5.22 detected!)
Tell 10.8.5.1

J2! 5. DHCP Decline %= 3|7 A%
Fig. b. Packet sending to induce DHCP decline
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decline =AIA S ALslo] 7]& P2 AH-EV1E &
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© 2 Wzx%] DHCP Offer HAIXE 43k} o] o
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Zke] wAA 7} o ] A dlel] meRl)

5) W *liﬁﬂﬁ 3 wAAE 441 ¥ DHCP
RequestE 53l T2} A& DHCP Ack ™A
2] Agow Sushe i Al 154 Flo]
g vES=Z AA AHE A83h

34 &% 21
£ owrelde 71E dyelx ssd 5

o
Rogue DHCP JFA7|WE o]&s] FaloladEes]
DHCP Declines il
Gateway = H451= opele pA g
D UESNZ W SFRP|dES dter AYS
AP, AAlz 71913 V=939 s 2]
Z3tol|x] 9] s FAo] v <ol e A3k
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3.4.1. ARP T% 3%

JubAsl Wi-Fi 24647} obd Radius A7}
45 802.1x EAP 7]818 ol shAd] Ssisle
o = B3} 552 Rogue DHCP -349] °J8ks

Horew, IP S5 fFEshs ARPY A% T
gl FH Faw Tl Fele|dEe] PE 4
3}32 DHCP Decline- %3k},

Synology_ch:6f:fa 24 Response, Tunneled TLS EAP (EAP-TTLS)

Synology_ IntelCor_B4:51:39  EAP 22 Success

Synology. IntelCor_B4:51:39  EAPOL 135 Key (Message 1 of 4)

IntelCor_ Synology_cb:af:fa  EAPOL 135 Key (Message 2 of 4)

Synology_ IntelCor_B4:51:33  EAPOL 169 Key (Message 3 of 4)

IntelCor_| Synology_ch:ef:fa EAPOL 113 Key (Message 4 of 4)

i f02::16 ICNPVE 118 Multicast Listener Report Message v2
0.6.8.8 255,255, 255, 255 DHCP 342 DHCP Discover - Transaction ID Bxd3dse476
10.6.5.1 10.0.5.31 DHCP 342 DHCP Offer - Transaction ID 8xd3d60476
8.0.8.0 255,255,255, 255 DHCP 342 DHCP Request - Tramsaction ID 8xd3d60476

» Source: IntelCor_84:51:39 (66:f6:77:84:51:39)
Type: 802.1X Authentication (BxB8ge)
+ 862.1X Authentication
Version: £32.1x-2801 (1)
Type: EAP Packet (8)
Length: &
- Extensible Authentication Protocol
Code: Response (2)
Id: @
Length: 6
Type: Tunneled TLS EAP (EAP-TILS) (21)

» EAP-TLS Flags: 8x84

2| 6. 802.1x EAP-TTLS 7} #-8% AP
Fig. 6. Access Point with 802.1x EAP-TTLS

Source Destination Protacol Lengthinfo

55,255,255 DHCP 342

0.0.0.8 255.255 DHCP 342 DHCP D! tion ID BxGd3edfe?
6.6.8.0 255.255 DHCP 342 DHCP Discover - Transaction ID Bx6d3edf67
10.0.5.31 00 DHCP 342 DHCP Offer - Transaction ID @x6d3edfs?
0.0.8.8 .255,255.255 DHCP 342 DHCP Request - Transaction ID Bx6d3edfe?
10.6.5.31 16.8.5.108 DHCP 342 DHCP ACK. - Transaction ID Bx6d3edf67
10.6.5.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID BxGd3edf6?

10.8.5. 1”3 224.8.8.251 HONS 157 Standard query 8x@909 PTR _companion-link,_ti

feBh:: ffo2::fb MONS 177 Standard query 8x6908 PTR _companion-Link._ti

224.8.8.251 MDKS 250 Standard query response 8x0008 PTR, cache fli

i ffo2::fb MONS 270 Standard query response 8x6008 PTR, cache fli

224.8.8.251 MO 235 Standard auerv Bx888A ANY a4:da:31:1d:8f:dff

T2l 7. Rogue DHCP Server 25-€] IP | &
Fig. 7. IP reassignment from Rogue DHCP Server
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A2E AXA] ot FA9 dgE W= F ol A
A7k Fok V[ E9|z ARgo] E7)sh 3 802.11 Layer
Nz A gt Bolrlahs B4 |71 dErhe Zlo|
o} 34 3 °]F- DHCP| 1P 4l A2 (2H 8)
o] vehdt sl
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1E:32:EF:F2:8D:C9
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Fig. 8. Attacked Client
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3.4.2. Zx} 34
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W= HZE Gateway = $41817] 918l £E29]
stglar, o e} AZs] A8 (2" 1009
#¥o] iptables. & T3t}
802.1x/EAP 7t ARgrlule) 2 stss) 718 Ab
S3la, Ak =2 WEP Al 7|5 o438 %
3t FAleR Qe v FAE maHoR wleld
“ =, 554 Rogue DHCP F4%& 53l °|E
T3} A|Zow, tieFe] ARP Spoofing 34 §lel
Edg 237} b3k

AEA switch VEY = 7= 2] Wi-Fi 3
AellA= AR HErt sls A% 9 zle] A
A HAAEE AHEEE Zlo] of itk wiite] & AT
= Sl A B4 2 e Hlgks vES A
Az}l ZHo] opd ARgA} Al2E]l S AQE
slaza} ghel

Rogue DHCP 349 <38-& ol Default
gateway”} 22 AMBUESLZ Y] A8l g WA
=gl ks 7S s A 2wT) 7)29] gateway S
Ax 9% HESa 2 AdEcy TRACEROUTE %

TE ol83H i Al=Hle] AR AfAlE AT

% qlizH), ol olg st} & AfAsk B A

N ol ¢ _ﬁ

i

ml

= =

iptables_setting
echo 1 > /proc/sys/net/ipv4/ip_forward
iptables -t nat -A PREROUTING -p udp -j DNAT --to 18.6.5.1
iptables --append FORWARD --in-interface wlpls@ -j ACCEPT
iptables --table nat --append POSTROUTING --out-interface \
wlpls® -j MASQUERADE

T2l 9. iptables 74
Fig. 9. iptables configuration

Source. Destination

Protocol Lengthinfo
17.248.161.71 0. TLSvi.3 633 Application Data

10.0.5.101 . . Tcp 6659367 — 443 [ACK] Seq=7331 Ack=19595 Win=1304
10.0.5.101 : 2 TLSv1.3 198 Application Datal

16.0.5.101 . . TLSvi.3 720 Application Data

17.248.161.71 TcP 66 44 367 [ACK] Seq=19595 Ack=7463
17.248.161.71 10.0.5.101 Tcp 367 [ACK] Seq=18595 Ack=8117

17.248.161.71 16.0.5.161 TLSvi.3 640 Applicat

10.6.5.161 17.248.161.71 56 50367 - 443 [mq Seq=8117 Ack=20169 Win=1304
10.6.5.161 17.248.161.71 TiSvi.3 250 Application Data

10.6.5.161 17.248.161.71 TLSv1.3 719 Application Data

164.169.240.243 16.0.5.101 TLSvi.3 96 Aoolication Data

-~ Ethernet II, Src: le:32:ef:f2:8d:co (19:32:9(:F2:5d:c9) Dst: IntelCor_84:51:39 (60:f6:77:84:51:39)
» Destination: IntelCor 84:51:39 (60:F6:77:84:51:39)
» Source: le:32:ef:f2:8d:co (le:32:ef:f2:6d:co)
Type: IPv4 (OX6860)
- EEam Protocol Version 4, Src: 10.6.5.101, Dst: 8.8.8.8
0106 .... = Version: 4
0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: 6x08 (DSCP: CSO, ECN: Not-ECT)
Total Length
Identification: Ox1f98 (8088)
» Flags: 0x8600
Tine to live: 64
Protocol: UDP (17)
Header checksum: ©x3ba2 [validation disabled)
[Header checksun status: Unverified]
Source: 18.0.5.161

2l 10. 554 Rogue DHCP 34 °|% Ezj &3
Fig. 10. Traffic hijacking after active Rogue DHCP
attack
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