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ABSTRACT

In this paper, we implement and report a software-based technique that tolerates memory faults at task level
in the RTEMS/SPARC environment used in satellites. Since it is not trivial for software to handle the
uncorrectable faults by hardware, it is common to handle them by means of rebooting using a watchdog timer.
Such a rebooting approach causes suspensions of mission or functionality for a substantial amount of time,
jeopardizing the real-time operation of the safety-critical system. In this work, we propose to tolerate memory
faults in SRAM at task level by modifying the Rate-Monotonic (RM) scheduler of the RTEMS (Real-Time
Executive for Multiprocessor Systems) operating system, ported to a SPARC(Scalable Processor
ARChitecture)-based processor. We implemented fault injection, fault detection, and fault correction techniques
in the RTEMS/SPARC environment. In addition, in order to show the cost effectiveness of the proposed
implementation, the WCET (worst-case execution time) of the tasks and the CPU utilization have been

measured and analyzed.
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Fig. 1. Gantt chart of task scheduling in SRE and SDR of static technique when the (m, k)—pattern is (0,1,0,1,1).
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LEON3-FT: register file
and cache memory
error-correction of up
to 4 errors per 32-bit
word
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Fig. 2. Target on-board computer, GR712RC development
board manufactured by Cobham Gaisler: It employs
radiation-hard-by-design methods from the RadSafeTM
technology from Ramon Chips Ltd. The hardware hardening
techniques in RadSafeTM include TID (total ionizing dose),
flip-flop/SRAM/DRAM with error-correction, and
checkbits-based error-correction in data bus.
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2: 1: #define CE (1<<9
3: void My_handler() 2: #define NE (1 << 8)
4: { 3:
5: __asm__ volatile (“jmp %11”); 4: if (AHBSTATUS & NE) != 0
6: __asm__ volatile (“rett %I12”); 5: if (AHBSTATUS & CE) != 0
7: } 6: return Correctable Error;
8: 7: else
9: rtems_task Init() 8: return Uncorrectable Error;
10: { 9: end if
11 set_vector(My_handler, 10: else

' TT_DATA_ACCESS_EXCEPTION,0); 11: return No Error;
12: } 12: end if
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RTEMSellA] AREE 5= §l7] el & 39} o]
132_no_cache() Il Qlefel oAl Ee] Z =5 2HA

ao] Falgic.

E 3. AMA Wz s glely] $I7F AR A Tl
= g 2=

Table 3. Code for forced cache miss to eliminate the
effect of cache memory.

static inline unsigned int
r32_no_cache(uintptr_t addr)
2: {
3: unsigned int tmp;
__asm__ volatile (“lda [%1] 1, %0\n”:
=r’(tmp) : “r"(addr));
return tmp;

V. o o
@oﬂﬂ Chkis RTEMSS’J 7, o Za)Ao1Ad s
FolAe] s % GR712RCoA] e~z
€4 HAel e 4%%7&5 243k Bam
HAS] w2 £A1e 77 44 TAEe] glom] )
2237250] Bl whE FH A YA 3 40 A=
>1glck
Ty WAEE it sk, 1, = WA vk

¢14F o] AHB status registerS $014], 2] wbAl

Task versions

Tp g
TDyw Tp ‘

TDsw Tp | Tp

Tc awssw | B || TB

o

ICSW/SW [ Tp [ Tp [ B ﬂ

H : AHB status register check

” : Comparison of results

D : Majority voting

8 4. "z wASed bE =4
Fig. 4. Figure according to task versions.

E 4. "2=259 Wzl up oAl s)A|ZKseconds).
Table 4. WCET(seconds) by version of tasks.

Version B Tp HW Tp S1 TCH W/ sw TCSU /S0

T 1.421 1.644 2.901 2.844 4.158

Ty 0.227 0.316 0.392 0.431 0.533
o stk TDW% Aula Qe W

voting = %’3}] 73@'—% ﬂﬂﬁa T Sloh A
(o]

o] 3
TOHH'/SH’) ,E*’%]]Oi?}% ]%_‘l— 78“?‘(7'05”, TCoys )
o vlal] A4t W =r) vlg- 22 ZS E 45 53
sholg 4 gk

11, 2 F717} 27} 8s, 4503, k=16, SDR, E
el, ae)3 23k Flo] ¢1& wl RM FTSlA m <)
wslel| wel shegol S o] &gk A 7|9} £mE
15 o83t A7 74x]9] CPU o] $-E-2S v|wgt 2
5 % 5ol el 4 9ok

SDR-E ¢ =004 74, ¢=1+ 7,7} AP=|=,
Az o] glermE 7 7 AYEA| o=t mo]
AAFE 7,7} Wol F-34=]7] uiiell CPU ¢]$-E9|

. Fesolazedel s o83 A Aol mel
u}2 CPU o|4-5 Z3}.
Table 5. CPU utilization result from fault detection using
hardware/software.

m CPU utilization(%)
HW fault detection SW fault detection

0 23.482 22.704
1 23917 24.253
2 23.676 26.288
3 23.375 26.694
4 23.888 27.379
5 23.998 28.271
6 23.813 29.535
7 23.955 30.557
8 23.763 31.761
9 23.781 32.502
10 23.690 33.742
11 23.598 34.793
12 24.430 35.784
13 24.219 37.429
14 24.187 38.284
15 24.213 39.453
16 24.377 40.639
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ol "~z Eelld] A% 9, 2 #HE, 2=l
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