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ABSTRACT

As the Internet of Things (IoT) technology has been rapidly developed, even low-end devices, such as smart
light bulbs and sensors, are now able to be remotely operated via the Internet. The growth of the IoT industry
leads to emerging open-source platforms, but they have a critical weakness of security vulnerabilities. Such
security issue becomes much more important in low-end IoT devices. The conventional anomaly detection
approaches could not be the solution in low-end devices because they have limited hardware capabilities, like
low specifications of CPU and memory. Therefore, it is important to develop an anomaly detection algorithm
with low computational complexity. In this paper, we propose a linear transform-based low-complexity anomaly
detection solution that can be operated in low-end devices. Using principal component analysis (PCA), a
principal subspace is built from normal datasets. Then, the principal components are obtained by projecting the
collected IoT data onto the principal subspace. We further propose a modified Mahalanobis distance which
detects anomalies from principal components. In simulation results, it is shown that the proposed solution

outperforms existing methods even though it requires lower computational complexity than the others.
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dlole] 54 %e] Au
Table 1. Descrlptlon of data features

Feature Description Value [Bytes]
1 tcp_packets The number of TCP packets sent and received during comnication 2B
2 dist_port_tcp The number of packets with ports different from those exposed to TCP 1.5B
3 external_ips The number of external IP addresses which communicate with the application 1B
4 vulume_bytes Bytes transmitted from the application to the external site SMB
5 tcp_urg_packet The number of Urgent packets over TCP 0.2B
6 udp_packets The number of UDP packets transmitted in communication 1B
7 | source_app_packets The number of packets sent from the application to the remote server 2B
8 | remote_app_packets The number of packets received from remote server to the application 2B
9 source_app_bytes Network traffic bytes between the application and the remote server 66MB
10| remote_app_bytes Data volume from the remote server to the application SMB
11 | source_app_packets_1 The number of packets sent from the application to the remote server 2B
12 dns_query_times DNS query call times 1B
13 Type Data type (normal/abnormal) 9B
S g2uk Ahgsldn). 3.1°8604 Al A Aol A 318129 “external_ips’, 13 59] y5- # 19] 89
A dele s 7] s ZA dlole] Al 43 39l ‘remote_app_packets’E 2|n|&t}. AA
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92 71e ool de] AR v 771 w7}
2|25 AHgshk

HA H7l A 3ol FE== 22 3H(confusion
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Table 2 Confusion matrix
True condition
Positive Negative
True False
Positive Positive Positive
Predicted (TP) (FP)
condition False True
Negative Negative Negative
(FN) (TN)

False Positive (FP): A4} dHlo|e]7} njgAatez of=%
dloJe]e] s

False Negative (FN): B]AAF dlo|el7} Aatoz of=xl
dlo]ele] s

True Positive (TP): H]A
dloele] s

True Negative (TN): Al HloJej7} AAlo g o &% o]
olele] A

A4 et Moz e

948

Ay
=
g.:.l_‘

matrix)S 3 29} o] A2Jgkc} Positive= |
o] mlAd A-5E e, Negative= 53 3t
o] A A5 vepdrk True= olFe] 2= 745
= i3, Falsew ol5o] 59 A5 vebdch

» MU= (precision)

AL E= A5 At vl A FellA AA A
So] WAL Hlgelek o] Go 16] 7PHeSE o
H(false alarm)$] B]-&o] 2oz A] A8l F-g4do]
=opzlch

Precision — TP
recision TP+ FP
* Recall
Recall-> AA] Aio] vjAAel A 5 <& A3 &=

3 ugakal wlgolch. of o] 1o Frkess Ak
Q) GAaol2k pskale] A|zwlo] okl ghe T 7l
o]k O 50IA] TS Qlg el A 28] gedo] Abs
3p ek

TP

Recall = 50N

* F1 Score
Fl Scorex HH %9} Recall®] Z3}gtolrt A4
£} oAl 2] 237} dobd Azdle] 5g
o] s 4= QIAIRE, FAlel vlAA R FAddsl= 3]
G AL FolEe Recalle] ol Alzdlo] o 2
Aol =29 5 gl wekd] AHE2) Recallrto]ol
Xj|x4-5]- HIJ i'/:.g_' Uz—T—* ]ALFJ—X] A]/\Eﬂ o %:,1.—5]__

e A2He) AE Bk 1 el 285
2 3= s AE F shtelth
2(Precision X Recall)
Precision+ Recall

Fl Score =

« Xstz(accuracy)
A= A A gloleol|x] o] &3t Axfe} Al
Al Agto] 72 nlgolt) o] Fol 1o 7S o]
A 7)) olSo] Aeksehs 7S ojulaik
Accuracy = TP+ TN
TP+ FN+ FP+ TN

» Fall out

Fall out->- AA| Al dloJe] FellA] o5 A3t
H|A el vlgolrt. °l Fho]l AAFE 27 He] nlgo]
=olvhs Zlol7el AjHle] 842 HoiAlt
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FP

Fall out= W

* Specificity
Specificity= A4 G2l dlole &
2]l dlolele] nulgolrt

1% A}

TN

Specificity = W

« Matthews Correlation Coefficient (MCC)

MCC= 104 14101¢] @& 71w, 1ol 717kes
2 o2o] Yafajelis olulo]w, 1ol 7719 el Zo]
5] W o] FoiAthe ovlold, 0o Sk
= ;] oSS ofnigiet AAk vlole g} vt dl
ofe] 57} 2 Aol 1l wel Aot
A2 Fslrhs IS S5sk7] $13 MCCo A
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=2] ulilo]

MCC— TPXTN—FPXFN

VUTP+ FP) < (TP+ FN)< (IN+ FP)< (IN+ FN)
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F 3. wlole] T4 plgel wE ol A% W) A
Table 3. The performance of anomaly detection

Precision Recall F1 score Accuracy Fall out Specificity MCC
mgrill 2065 0.043 0.134 0.065 0.901 0.079 0.921 0.032
abnormal 10%
(it} 05 0.276 0.532 0.364 0.893 0.085 0.915 0.332
abnormal 30%
el SUs 0.493 0.672 0.569 0.891 0.083 0.917 0516
abnormal 50%
E 4. t=Rol= UESZ dlo|e|9] o|AFeA] AT 7} A7)
Table 4. The performance of anomaly detection
Precision Recall F1 score | Accuracy Fall out | Specificity MCC
P Luti
roposed solution 0.888 0.928 0.907 0.924 0.078 0.922 0.844
(PCA, ldimension, MMD)
Comparison 1 03815 0516 0.632 0.759 0.078 0.922 0.493
(PCA, ldimension, MD)
Comparison 2 0.866 0923 0.894 0912 0.095 0.905 0.820
(NLPCA, 1dimension, MMD) ’ ’ ’ ’ ’ ’ ’
Comparison 3 0.723 1.000 0.839 0.846 0.256 0.744 0.733
(PCA, 12dimension, MMD)
Comparison 4
e 0251 0223 0.236 0.421 0.446 0.554 -0.228
(rule-based, 1dimension)
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71Ee] vieehen] s 72] whae] S Slsisict.

- H|n 2] 20 NLPCA (Nonlinear PCA)E 0l&3}
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A S $8)El= Blal WAl 1(PCA, 1dimension,
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=01 Sl= 257 AAeA M EH =S BYEs
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Table 5. The performance of anomaly detection
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oS A er W1’ Aot Ak whrle] mE
A5 A 3kellA] wlal WAl 1(PCA, ldlmensmn MD)X.
O O AR wolt A TR, AkE Walvke

Shenls Aele] Sege BIsteld. Wl WA
2(NLPCA, ldimension, MMD)$} H]3 H}2] 3(PCA,
12dimension, MMD)+= Specificityell4] Aok w2 o]
48] A5 Holal glrk 3A|RL Precision®} Recall
= TR 1#3h= Fl score?] Fhol Ak whAw
o} 4148] ok ol Alak whle] AIs B A5
o WA 4 9)= nAAF dlo|ele €x]$o] =}
8 elsez Agk wHlo] o $<siekn 3 4 9)
wglk vla 2] 25 Algk WA B} Precision®] &
o1}, Recalle] &A3] Yron] o5 FAd sl
F1 score®] gt wgh A vtk 37122 vl wprlE3t
A PAle F3H o nlagk Ak Alqk whae] 7k

£

Precision Recall F1 score | Accuracy Fall out | Specificity MCC
Proposed solution 0.982 0.848 0.91 0.86 0.077 0.923 0.638
(PCA, 1dimension, MMD) ‘ ' ' ' ’ ' '
Comparison 1
N S 0.977 0.650 0.781 0.695 0.077 0.923 0.429
Comparison 2 0.989 0.793 0.880 0820 0.041 0.960 0.594
(NLPCA, 1dimension, MMD) ' ' ' ' ' '
Comparison 3 0.954 0.204 0.336 0.328 0.049 0.951 0.150
(PCA, 12dimension, MMD) ‘ ' ' ' ' ' '
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