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ABSTRACT

Current AMI is close to AMR but it is developing into AMI 2.0, which expands for accommodating new
services such as BTM and DER connection, and strengthens cyber security which is socially required for
protection of personal information. In particular, to analyze the effect of additionally generated traffic on
remote meter reading by applying AMI security, we analyzed the size of DLMS packet overhead for each
protection method, and conducted a remote meter reading simulation considering the AMI communication field
environment. As a result of the simulation, it is concluded that the maximum number of smart meters that the
DCU remotely reads should be reset from 200 to 50.

I.M B A3 WgAde] Z AlAelU=] gl Ao

AT 5 ole A1 A" A At TAE S5

T A Holollx1 9] 42} AIE L 258 A stal A 2= AAA duR|sle] 83 F
W FEoln, Aoy AYrke] dAllzels ddm & ol Al ZElE AMIE F5ESkaL 9Pl
AMI(Advanced Metering Infrastructure)% £F9) TRe] A9 2024714 1.7F DS £33
o} olel wet F=o AHsAls A, AAsk 22507 = A 2AS R AMIE TSIk
A4 2 o3 1 v=2 A -% w3 Adn) st Ayl 20200 QA 71FEOR 1,020% B RS
B8-S HA4sE 4 9le AMIE A48 53] AMIE 75310 &d3tar glev, 755 AMI= <)
3 gl A AAd o m elokd U 3} 22 b A7A o] F523] AMR(Automatic Meter Reading)

R Qo] = sk el o8 A= sk
¢ First Author : Convergence Laboratory, Korea Electric Power Research Institute, ng-myoung@kepco.co.kr, %3]<

Corresponding Author : Department of Radio and Information Communications Engineering, Chungnam National University,
eun@cnu.ac.kr, $413]%1

T & 0 202101-004-C-RN, Received January 3, 2021; Revised March 20, 2021; Accepted March 25, 2021

1040

www.dbpia.co.kr



EE/AMI 29} Aol BE 9AR ASEA

=

of] 7Pzt ulelr], BTM(Behind The Meter), A4
o], AR AA 55 22 Al aE 83
M AM] FFow o] EAat Aleln] Holo] 7b
3kl AMI 2.0 WA o2 z1sksl Qlel”. AMI 2.0¢]]
Aol B Zpshe “Ale® AHY AR Hs x|
Bk AF (el AR S Fste] AbsAem g8t
T ol NI EE HEsly, B vEYIE I
| Alsd AHEAE st BAR 5 sl LA
3 Ak g g A ne) 9] wxe} 72 Aloln
Aol W-&3t7] flafajo]epsL

AMIE= T4 237198 IEC ARl
DLMS(Device Language Message Specification) £
REZS AR zreEE AYste] ARgstar gl
cpll wheba] AMI Bob 87ARRS 54171 A
Aol Wby =3 DLMS Z2eF 7553} W qtellA
Sa=]ofo} gtk 53] DLMS Mok 443kl w}
HAEhs F7F s 7l e =r) 147
Aol dAvht S vl H3F Mol 1
s}, o]zl 492 DCU(Data Concentrator Unit)2}
258 AZeA 7kl SUN(Smart Utility Network)
Al VEQ = F51iske DCUZF Y Z 3] 7
g 2lsd A=A dE olgH o A 5
Al Bted AMI ARLS 418k A A7k} 94
A= 2dAtell Al #8373 AHE Al Zlolch

B e A2l olo] DA el A A3 B
ob 87K BA3 AMI Bol AAE Ay F o]
Td37] ¢k DLMS X3S W APDU
(Application Protocol Data Unit) |7l 32} 23
= z7|E A9k} MAeA= DCUZ| 71422
FAsL = AR F5S = DLMS 1B
% uMA HDLC(High-level Data Link Control)
A9 =218 Atk ol o1 83F AR molA)
ot 7 ARE 2R KT Ve Aest
5 S AR,

Eu
gl

ok

. AMI ot @FALSH BA 3l XZ24aiot

2.1 AMI Hot 7 ALE
A58 A Ane] Al bgAS shusp]
918 A% AR ARIAPE EaloF & wEEs
= O

o] AlAel 7]Ee AAsEAL RAAAAR DA R
A AHY Ane wsEAe #T A3
(2012.6.20.)7¢] AA =AU, AMI= #1553 227
o] Z3EE sl Al xHo|mE o] ulmA] Fa
of dheh A¥ Aol A%5d A el W

P&y AR nEaA7h A4, AMI
sk A28 W] LFARE E 19 22} Yol
el

ITEHIRIZAH=2] A2 ohs 2E AR
KCMVP(Korea Cryptographic Module Validation
Program) 752 53 43 LE AS-S vl
7P "ol ARgsks WA 7l <km daelEal
AES(Advanced Encryption Standard)+ KCMVP 7]
S dazelgo] opEE, SlEE] SEED HEe
ARIA(Academy, Research Institute, Agency)St A8
ok sz Alebrtare sk slek HF $he7]
A2 E F7IAR] A Hee] vkR Al 34 ¢
5715 H5ale] AT 5 GRS ] 297} )
o, Wl g aejsle] 128 HIE o|ike] 7] Zeo]
ARS8 Al2E] = )] A SAlE
7] $lalAs Hk=A] Aol A5elES Salsle
o} Aed AH ARsiAke] 717 9,
A7 e et AR e s o] sl=
AR 22 F2 AR Al desiMe 72
Agsok gt mRRteR 7)7])= Afu|z gl %
23 4 ARE AR Ao s, T2
Bol e shst A pefaliof gt

il

o
U
)

T

-

N
[~

i
hul
o i mlo JE o pok

o, r'_>|4_.

B sk Az 9] 2 ek APl
Table 1. Security requirements in the view of
devices/systems.

Items Requirements Remark
+ Using a KCMVP module
Cryptt dul Article 10
TYpLo moduie | Use more than 128 bits e
ke - Periodi dat
ey eriodic updates o Article 11
management - Destroy after expiration
Mutual - C icate with
u.ua . ommu.mca e wi . Article 12
authentication authenticated parties
Device - Prevention of forgery/
communication eavesdropping Article 13
security - Data integrity
Devi ) P - .
evice .data Storage for required period Article 14
security - Encrypted storage

2.2 AMI 2.0 &2t 7|=

DLMS EZFelie Bt 2=} Al #|d7]5l
w2} tjokel security suiteS Ao FHY. 2.1 oA
wAdE AMI aTAlREe FEdeR  melah,
“ECDH-ECDSA-AES-GCM-128-SHA-256"9]
security suite ID 1®¥lo] 7}k Aghsic}. ze{v) A4
A A K KCMVP 7158 ks w8 AR o]
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ufsoll AES & E]E5-S A= security suite ID 1
WS A8 S gick olbs] AMI 2.090114+= AES &
FE]ZE 4 ARIA  gaEEE ARSsRE
“ECDH-ECDSA-ARIA-GCM-128-SHA-256"-%
security suite ID 8l A A} 7724 02 A 23}oick
A olgt security suite ID 8-> key wrapping@}
APDU }5HPAl2 ARS3lA] od=t) 3 29l security
suite ID 1913} 81 2] 7]5-& w|asle] HAEIc

3 32 AMI 1.03 2.0 WAL Hal 7|53 58
HolErk AMI 1.0 WAelx= AA(Application
Association) AZ A] AF - 7] WA AReshe
LLS(Low Level Security) 7|Hke] Atz ols WAl
AR S kestiel A4 TleE ARSI o
7] wtel] vl S 213E 7] Felet AAAHE S
AR el e AMI 2.0 WA= AA
ANA A QlEAME o]838l= HLS(High Level

E 2. DLMS Hgt AE v]x
Table 2. Comparison DLMS security suites.

ID| Name | AE | DS | KA |Hash|KW| C | R

BCDH
AES-

. BCDSA- AESEOXAEO)HSHA—IZSVMHJ\/B
128 g | B0 |F20)] 2% | key sud
SHA256 WD
BCODH

X BCDSA- | ARIA| b 1ea | B | sHA- AM
-128- g | 50 |20 2% 20
SHA-256

AE(Authenticated Encryption), DS(Digital Signature), KA(Key
Agreement), KW(Key Wrapping), C(Compression), R(Remark)

E 3. AMI HAel| ohE mek 7)E Hla
Table 3. Comparison of AMI security features according
to AMI version.

Classification MA KA Encryption| DS
(year) (Packet size)
AMI 1.0 LLS
(~2021) | (213 bytes)
Ephemeral
HLS unified
AMI 2.0
2022 ECDSA model SSGC | GS
(1,271 bytes)|(2e, 0s, ECC
CDH)

MA(Mutual Authentication), SSGC(Service-specific global
ciphering), DS(Digital Signature), GS(General signing)
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Global Ciphering) APDU H}A-S AR83ic}, o ¥
AREEF = LP(Load Profile)2} Zo| 353} 213
HE T8 Aue 744 HRE 984 GS(General
Signing) APDU HA]-& A}8-ghch
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t} 8 Hlo|E Z7]Y APdEf vEIIE AMShE
LLS 7|uke] AA 3] A F 213 Hlo|EE ARg3lc}
4338 vlo]& =715 Zk= X.509 7|uke] ql3xie}
Z}7z}; 32 Hpo]|E =7]9] CtoS/StoCE AH8-3= HLS
ECDSA 7]4ke] AA 530 A & 1,271 HJo|ES AL
317 wjiel] LLS WHAHT} 5978) we FFle ALg
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eHEle =78 A fleiA 1 1, a2 2
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ciphering Rt A|$¥15i= SSGC APDU ¥ signing®t #|
18l= GS APDUS| #H7l 25 ©A]sksic) oH5al
xDLMS APDU<?} H|&3}o|, SSGC APDU%} GS
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Request | Reguest | Invoke D & | ClassID | OBIS |Aftnbute| SA
tag(1 byte) | type(1 byte)| prionty(1 byts) | (2 bytes) | (6 bytes) | (1 byte) [ (1 byte)

———  DIMS APDU(request) ———————————»

Response | Response | Irwoke ID &

tag(1 bye) | typett byte) | prioiy(t byte) TLV(Type/Length/Value) datalvariable)

4 ¥DLMS APDU(responsg) ————————*

2l 1. xDLMS APDU Jx=(B 3% "k 44 ¢
Fig. 1. xDLMS APDU fields(No protection)

Security policy, security
sufte, access right

xDLMS || Symmetric key. . Ciphered
APDU encryption & authentication xDLMS APDU
............. SC(Security Control Byte)
__________ A=Authertication applied
---------- «— Security header - E=Encryption applied
Tag |Llength| SC-A IC xDLMS APDU | Auth. tag
(1 byte) | (1 byte) | (1 byte) | (& bytes) (Variable) (12 bytes)
Tag |Llength| SC-E IC
(1 byte) | (1 byte) | (1 byte) | (8 bytes)
Tag | Length| SC-AE IC | Auth. tag
(1 byte) | (1 byte) | (1 byte) | (8 bytes) o (12 bytes)

32 2. SSGC APDU 4= % =7]
Fig. 2. SSGC(Service-specific Global Ciphering) APDU

field and size
Security policy, security
suite, access night
Additional fields ‘ Content H ECDSA algorithm }—l

Content
(xDLMS
APDU)

Tag |Transaction | Originator Recipient | Data-time
(1 byte) [ 1D(8 bytes) | sys-T(8 bytes) | sys-T(8 bytes) | (12 bytes)

4+———— Additional fields ———————®+— Signed content —»

—— Signed xDLMS APDU —_—

12 3. GS(General Signing) APDU Z= 4 7]
Fig. 3. GS(General Signing) APDU field and size

S goldl 4= glr) vlE B & (Multi-protection) W
= "}—9-6‘]-”4 ciphering@} signing& &4l -4

3 A sl 2 ewEs =719 gl
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3.1 DCU ZAz &5 % F7|

SUN EAl v|E$] = v 0 2 = best-effort FAIHF
Alel a1 PLC(Power Line Communication) =+
WiSUN M-S A 533 pCcUu$l AMI HE(Head

End) 7—7‘_}9] H“:Ol EJ\] L—]] 0_]iw E] 40] 0/\6]-
FEA WS ARl wEbA AR 5o S84
2= ol B, SUN F4l vlES| = F7kellr] Ay
sk EdlE Wi ddato] AMI AA Av|a S
z-5-517] wlitel A7) SUN B4l vESZ 77te=
wh ghEle] ROJAIES Algich

F 48} #Fo] DCUE 158 mt} F71A 02 A
ZF, A=A AZ2A} ID, A=A 74 1D, LP, H+f
3R o, A AWAF o1 I5& 44 A

254 = H
5 %’&ﬁ% z’ fh?_i Ap|E SlsiA] AR 5
7l 104 2 5% Soz b5 shee] vk 3%

DLMS =2 EZex] AHgsha gl delelge] =]
2 olvlgie,

B4, A% 3%, 77 4 =)
Table 4. Remote meter-reading items, period and data
size.
Period Reading items Total size(bytes)
Date-time 12
Manufacture ID 13
Customer ID 13
LP entry 13
15 minutes LP(Last 4 entry) 47%x4=187
AVCP entry 13
AVCP(Last 4 entry) 36x4=144
IVCP entry 13
IVCP(Last 4 entry) 72x4=288
Monthly energy usage 20
24 hours Maximum demand power 40
0utag(eZ::;toTz)tlc]);A §)rof11e 28x10=280

AVCP(Average Voltage Current Profile),
IVCP(Instantaneous Voltage Current Profile)

3.2 HDLC =& 2Hsl|l= =37| HlAt

=l AMI-‘: tlefsl DLMS €41 Z2slel Fojl4]
Wglo] 948k HDLC B4 Z2a}elS AMgsla
Qi 712 4= DLMSeA A= HDLC =9
E 39 F25 Rl Zyqle] ARl F8
= 27t 1 Bl E V)5 Zhe AR “TEE AR
o} =ZHYY] AY AL FF(Frame Format),
DA(Destination  Address), SA(Source Address),
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Control, HCS(Header Check Sequence),
I(information), FCS(Frame Check Sequence) T2
FAd=I),

T 25k 36l WA mE WS 44T AS

¥ 6. % WA DCUZL $Afske AR @59 A7l =27
(HDLC =4 715)

Table 6. Packet sizes of DCU meter-reading item
according to protections(HDLC frame size).

ciphered xDLMS APDU % signed xDLMS APDU Num | Classification 11111 SSac) G Sfcf ﬁﬂg
= 18 4°] HDLCY] 1 =5 FA43= xDLMS (size, bytes) | yppy | APDU | APDU oy ®
APDUS} dAl¥lcl.  E6E600 % E7E700-> | Datetime Tx| 28 | 51 | 129 | 152
LLC(Logical Link Control)®] st] <J&h& s, %= Rx| 33 | 56 | 134 | 157
Ao wel FE¥Eck HDLC =Y =Z)e , | Manufacrre | x| 28 | 51| 129 | 152
ciphered xDLMS APDU ¥ signed xDLMS APDU ID Rx| 28 | 51 | 129 | 152
9] iﬂi\ﬂr FRAE 15(1+2+2+1+1+2+3+2+1) H}O|E 5 | Customer Tx| 28 | 51 | 129 | 152
7} =} & 55 Hig AH8Sk= xDLMS APDUE D Rx| 28 | 51 | 129 | 152
71502 H3E "l APDUS| ewHjs|= =27 £} Tx| 28 | 51 | 129 | 152
¢} HDLC Z#l Z7]¢}e] fAE +A- o= #8 e el [ @ s | s
3ldek SSGC+GS APDU W] SSGC APDU<} P Tx| 47 | 70 | 148 | 171
GS APDU®| H35 WAS FE3le] A83 H9E 9 > |t 4 eny)| Re| 275 | 298 | 376 | 39 |
wlgh} Tx| 28 | 51 | 120 | 152
3 1~34 #AIRE 9= A7 3 5o A o | ANy T 47 | 125 | 148
AAPEAE o]-83le] 3 69l DCUS 3] 315l of AP | Tx| 47 | 70 | 148 | 171
3led Tx/Rx ¥ HDLC i?—ﬂ‘”‘ 27| AAkste] A 7| ot 4 ey [Re| 261 | 234 | 362 | 385
stodck -t =zl Zvle ¥ 40l WAIRE Tx| 28 | 51 | 129 | 152
xDLMS APDUE ¥33}= HDLC Z#HY¢] =7|& S| NPy el [ | 25 | s
2ulglt}. SSGC APDU, GS APDU % SSGC+GS VP | 47 | 70 | 148 | 1M
APDU®| Z#H|Q] =)= 22k 3] 29} 3¢ ®Alg) gl * |G a ey [Re| 367 | 390 | 468 | o1
s, AR, AdetSAHAAEE AL B Mty |Tx| 28 | 51 | 129 | 152
| gy woe [ R | 148 | 171 | 20 | 272
‘OﬂE FF DA sA | control| wes | FCs [ 11 Maximum | Tx | 28 51 129 | 152
(2 bytes) | (2bytes) | (1 byte) | (1 byte) | (2 bytes) (2 bytes) derrand pover | Rx | 503 326 61 627
86,400
FF : Frame Format Tx | 28 51 129 | 152
P v 12 Ona%e;;ﬁle Rx| 249 | 272 | 350 | 373
| - Information
(gstf;tg) XDLMS APDU(request ‘ 3 Restoration | Tx | 28 51 | 129 | 152
profile(10 EA)| Rx | 249 | 271 | 350 | 373
& oy XDLMS APDU{response) ‘ Total 2,634 | 3231|5260 | 5,858

2! 4. HDLC =HY 7=
Fig. 4. HDLC frame structure

E 5. H3 WA Agel m 2H=E 274 719
Table 5. Overhead size analyses according to protections
(Referring Plain text).

Protections | APDU(Bytes) size | HDLC frame(Bytes) size

SSGC APDU | (xDLMS APDU)+23 | (xDLMS APDU+23)+15

GS APDU | (xDLMS APDU)+101 | (xDLMS APDU+101)+15

SSGC+GS

+ +124)+
APDU (xDLMS APDU)+124 | (xDLMS APDU+124)+15
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" DLMS Server
DLMS Client(DCU) WiSUN Modem HDLC frame
(WiSUN modem) (HDLC § ) Meter
(HDLC frame) rame RS-485
T (Multi-drop) -
UDF UoP Meter
(UDP header : 8bytes) (UDP header : 8bytes) .

I
‘ IPvE/6LOWPAN

I
IPv6/6LOWPAN
(6LoOWPAN/IPVE : 9bytes)

(6LoWPAN/IPV6 : 9bytes)

IEEE 802.15.4 MAC
(MAC header : 25bytes)

IEEE 802.15.4 MAC
(MAC header : 25bytes)
I
IEEE 802.154g PHY
(PHY header/CRC : 4bytes)

IEEE 802.15.4g PHY
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[

I
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a2 5. ®AHPE Qg Bl 29 2 1 3y =)
Fig. 5. Communication stacks and header sizes for
simulation

o

TEEE Ay AYEAL] 712 AAZER] 9.6kbps
2 A gsietep
7. ZAE sy dAgk
Table 7. Parameter values for simulation.
Parameter Value Remark
Frequency(MHz) 917 TIoT/AMI services

Channel bandwidth(KHz) 25 Semtech IC
WiSUN data rate(Kbps) 50 Semtech IC

RS-485 data rate(Kbps)
MAC algorithm

9.6kbps Meter default
CSMA/CA | IEEE 802.15.4

The maximum number 200 KEPCO AMI
of meters per a DCU requirement
. 10 meters per one
w EA 2
iSUN modems(EA) 0 WiSUN modem
Meter reading items 9 or 13 Table 6

34 AHAE M52
a5 62 3 694 HARE BE & dieA] A
LA N4E 20071714 WAshAA Be
Al Q1A 49 AJZRS HedFr)h “LLS+plain
text” WA A4 ARSI ol WO E 4
A 562271 8=k AA AF Al ATAE
ARESlaL B Al s IEtEE A8
“HLS ECDSA+SSGC” WAl A7 %ol 9897}
ZnQEe] QAR 153 AA3o] Brbsde skals)
olct el HR e =7} v] & “HLS ECDSA+GS”

1600

—&—LLS +Plain text
—+—HLSECDSA + SSGC
1400 F —=HLSECDSA +GS

—
o —+—HLS ECDSDA + SSGC/GS
g 1200 |
E
2
£ 100 | L
©
[}
v
~ 800 L
o
[')]
=
= 800 ]
< L
400
n
200 . . ‘ ‘
100 120 140 160 180 200

Number of meters

T3 6. BE WA Bok Aol whE 2000 #eH A
A QAR 28 A7 waGEE 62 1370 AR @ i
Fig. 6. Comparisons of meter reading time for 200 smart
meters according to protections(13 meter reading items in
table 6)
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