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ABSTRACT

Various studies have been conducted for the security of remote healthcare monitoring systems. In this
system, patient’s health information through the network is periodically transmitted to the hospital server.
However, in the transmission through the network, the patient’s health records or personal identification
information should not be exposed to unauthorized external users during the data collection. To solve this
problem, Noh et al. recently proposed an improved health data transmission scheme using a key isolation
technique. However, it is not safe against the stolen verifier attack. In this paper, we propose an improved

authentication and transmission protocol based on key insulation mechanism and smartcard to solve the security
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problem in Noh et al.’s protocol. The proposed protocol uses smartcard to solve the verifier usage problem in

the server in Noh et al.’s protocol and key insulation mechanism for the security validation. ProVerif, an

automatic security verification tool, was used for the canonical security validation of the proposed protocol.

Much secure and privacy-preserving remote healthcare monitoring systems could be established based on the

proposed protocol.
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ProVerif text output:

Completing equations...

Completing equations...

—— Process 1-- Query inj-event(SUend(e)) ==> injfevent(SUbeqin(e)) in process 1
Translating the process into Horn clauses.

Completing. .

Starting quely inj— event(SUend( ) == inj— event(ﬁubegm(e)

RESULT inj-event(SUend(e)) ==> 1n3 —event(SUbegin(e)) is true,

— Query inj-event(USend(e)) ==> inj-event(USbegin(e}) in process 1
Translating the process into Horn clauses...

Completing...

Starting query inj-event(USend(e)) ==> inj-event(USbegin(e))

RESULT inj-event(USend(e)) ==> inj-event(USbegin(e)) is true.

—— Query not attacker(svalueA[]); not attacker(svalueB[]) in process 1
Translating the process into Horn clauses...

Completing. .

Starting quely not attacker(svalueA[])

RESULT not attacker(svalueA[]) is true,

Starting query not atta(kez(svalueB[])

RESULT not attacker(svalueB[]) is true.

Verification summary:

Query inj-event(SUend(e)) ==> inj-event(SUbegin(e)) is true.
Query inj-event(USend(e)) ==> inj-event(USbegin(e)) is true.
Query not attacker(svalueA[]) is true,

Query not attacker(svalueB[]) is true.

T2l 4. ProVerif 715 A3}
Fig. 4. Result of ProVerif analysis.
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Table 2 Secunty feature comparison.

Scheme | Yang et al. | Noh et al.
. . . Proposed
Security featu in [7] in [9]
Key insulation X | O
Security of PHI X X |
Safety of key X X O
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Table 3. Performance comparison.
Entity
PT(BH) HMS D;
Scheme
Yang et al. 2T+2T, 3T,+4T, 2T,42T,
in [7] +37T, +3T; 27T
Noh et al. 2T,+2T, 17,+17, 37,427,
in [9] +37; +1T; 27
4T,+6T, 2T,+4T, 3T,+3 T,
Proposed
+27; +17; +1T;
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Fig. 5. Computational overhead comparison.
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