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ABSTRACT

Research on cryptanalysis of block ciphers using neural network has been actively conducted encouraged by
the recent development of neural networks. The cryptanalysis based on neural network includes key recovery
attack and plaintext recovery attack. A plaintext recovery attack is an attack that recovers the plaintext
corresponding to a given ciphertext instead of retrieving the key. In 2012, a paper claimed that the plaintext
recovery attack of block cipher DES using neural network is feasible. The assertion was based on the
universal approximation theorem(UAT) which shows the approximation possibility of continuous or measurable
functions using neural networks. However, the lack of quantitative analysis on the required size of the neural
network for approximation of DES as a discrete function and the extremely optimistic convergence of the

learning algorithm cannot reliably explain their results. In this paper, we investigate the quantitative analysis of
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neural approximations for continuous function and discrete function and implement experiments the plaintext

recovery attack as proposed in 2012 and compare the result. Finally, we analyze the plaintext recovery attack

of round-reduced DES, which shows the limitation of the plaintext recovery attack based on neural network.
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