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ABSTRACT

For a secure cryptosystem, it is necessary to use cryptographically secure random numbers, which are used
as crypto keys and parameters of security protocols. The security of cryptographically secure random number
generators intrinsically relies on the entropy of the noise source, the root of randomness. NIST SP 800-90B is
a representative entropy estimation method for noise sources. However, the NIST method does not specify how
to test the stationarity of noise sources, since it is designed under the assumption of the stationarity of the
distribution of the noise sources. In this paper, we propose methods to detect changing distribution for noise
sources in the cryptographically secure random number generators. The proposed methods are designed to
detect changing distribution for the IID noise sources and the Non-IID noise sources with Markov chain

property. Furthermore, we provide various simulations to examine the proposed methods.
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Table 3. Performance of 1-step and 2-step in the
proposed method for the IID noise sources

Maximum 1-step: 2-step:
probability | Chi-square test | Two proportion test

of D,

p-value | =103 | p-value | a=10"*

0.6 06950 | NOU | gog3s | Now
detection detection
Non- .
0.6025 0.0013 . 0.0001 | Detection
detection

0.603 0.00005 | Detection | 0.00002 | Detection
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Table 4. Comparison the proposed method with Health
test and Restart test for the IID noise sources

Proposed method

Test| Health test & %

. Restart test 1-step 2-step
Scenario test test
Scenario 1 Detection Detection Detection
Scenario 2 | Non-Detection | Detection Detection
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Table 5. The experimental results of the contingency
table-based method for the noise sources with Markov
chain properties

Changing the _ _
distribution D, | PVelve | a=10"° | a=10""
L=1 0.5512 deljec::rtli_on deltiirtli_on
7, = (0523 0&327) 0.0014 deii’tli'on Detection
T, = (828; 8282) 0.0005 | Detection | Detection
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Table 6. The experimental results of the transition matrix
estimation for the noise sources with Markov chain
properties

Changing the » B
distribution D, | Pvale | a=10"" | a=10
L=1, 03030 | MNow Non-
- detection | detection
0.603 0.397 Non-
7, = , .
’ ( 04 06 ) 0.0038 detection Detection
0.601 0.399 . ]
L= (o 3970. 603) 0.0004 | Detection | Detection
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