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ABSTRACT

The advance of mobile communications and IoT networks has led to the proliferation of connected devices
and the popularization of IoT services, however, security incidents exploiting vulnerabilities of IoT devices also
continue to be increasing. The representative is malware infection such as Mirai creating massive IoT botnets
and causing DDoS attacks. One way to weaken the intensity of DDoS attacks is to render the expansion of
massive IoT botnets difficult by curbing the malware spreading. This paper describes the implementation of a
smart segmentation framework that autonomously enforces security policy to segments for preventing the spread
of threats within IoT networks. Segments are defined as security policy enforcing units and configured with
the basis of IoT device attributes, network connection information, and IoT service types. We verified the
framework can mitigate threat spreading by testing its functionality in an environment where Mirai malwares
are spreading.
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[Initial Setup]
* Register devices and configure segments
* Configure whitelist of domain name

[Threat detection] (manager & agents)
* Detect a threat at each agenr
+ Receive a threat detection information at imarnager

| Threat analysis| (rmanager)
* Check whether the detected threat is spreading or not
* Calculate the incidence of the detected threat and the risk
score for each segment

[Policy construction] (ranager)
* Decide segments where the security policy will be enforced.
» Construct the security policy with the decided segments.

[Policy enforcement| (snmanager & agents)
* Select agerts to be provision policy based on segment and
provision at snanager
» Enforce the security policy based on segment at each agent

a7 2. AnlE AlasEeld Exh Az}
Fig. 2. Operational procedure of smart segmentation
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(wy,=0.3, 0 < D, < 10)

Capture DNS query packets
and extract domain name

Domain names
in whitelist

A
Normal Malware

DNS query DNS query

J7 6. AR AEE o] A3}
Fig. 6. Procedure of malware detection
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Fig. 7. Smart segmentation management interface
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