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ABSTRACT

Regular expression pattern matching is widely used in applications such as network intrusion detection
systems (NIDS). Hardware-based pattern matching is used when high-performance processing is required due to
time constraints. ReCPU, SMPU, and REMP, which are processor-based regular expression matching processors,
have been proposed to solve the problem of the hardware-based method that requires resynthesis whenever a
pattern is updated. However, these processor-based regular expression matching processors inefficiently handle
repetitive operations of regular expressions. In this paper, we propose a new instruction set to improve the
inefficient repetitive operations of ReCPU and SMPU. We propose REMPr, a regular expression matching
processor that enables efficient repetitive operations based on the REMP instruction set. REMPr improves the
inefficient method of processing a particularly short sub-pattern as a repeat operation OR, and enables
processing with a single instruction. In addition, by using a down counter and a counter stack, nested
repetitive operations are also efficiently processed. REMPr was described with Verilog and synthesized on Intel

Stratix IV FPGA.
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(a) Instruction format

from instruction from data memory

| chars | data buffer |
cmp
cmp
{ cmp
—] Ccmp |

(b) comparator clusters

T2 1. ReCPU (a) %] ¥2 (b) ¥lar] S2|2H
Fig. 1. ReCPU (a) instruction format (b) comparator
clusters
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format 1 |opcode |char0|char1 |char2|char3| op : operation

sz : # of chars
format 2 |opcode |char0|char1 |char2| al | at : 1-byte address offset

id2 : 2-byte match ID
n2 : 2-byte count
[m1 [ a1 | mi:1-byte countfor {m,n}

format 3 |opcode |char0|cha &l | id2 |

format 4 |opcode | n2

s

S a2

[ o [sz]
a7 2. WEel 34
Fig. 2. Instruction format
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Table 1. Instruction set
Op | Mnemonics Example Description
0 | CMP c4 abed compare
1 |STAR 4 (abed)* short star(*) repeat
ional(?
> |opPT @ (abed)? short optional(?)
repeat
3 |OR c4 abed | short alternative(OR)
4 |ORX 3, al abc:| long OR
ORS c3, al abe(-+++) prepare OR
6 | STARX 3, al abe(-+)* long star(*) repeat
REPLE n2, al |( - ){,10}
REPGE n2, al | ( ~ )L } .
restraint repeat
7 |REPEQ n2, al | ( - ){10}
(REPcc)
REPMN - )210)
mln2al ()2
8 | MATCH @, i ..ab (last of final match and
patterns) report
9 | NoP no operation
REPcc/STARX ...
10 EREP 3 EREP end of repeat block
EORX c3 ORX ... EORX end of ORX block
~15 | reserved - -

program:
STARX pq, +3

program:

pattern: pq(abc)*rstuvw | | pattern: pq(abede) {5, jr pattern:
program: program: pg(mn|abedefghix)r
CMP pq CMP pq program:
STAR abc REPGE 5, +3 ORS  pq,.+6
CMP  rstu CMP  abed OR mn
MATCH vw, id EREP e ORX  abc, +3
(a) star(*) - short MATCH 1, id CMP  defg
(c) count repetition - long EORX b
X - EORX x
pattern: pq(abede)*rst pattern: pq(ab){5}rst MATCHT, id

(f) alternative (OR)

CMP  pq
CMP  abcd REPEQ 5.2
EREP e
CMP rst. CMP  rst pattern:
MATCH . id MATCH . id pa(a(bedef) {,3} g)*r
(b) star(*) - long " program:
(d) count repetition - short STARX pq, +6
pattern: pq(abe){5.10}r CMP a
program: REPLE 3,+3
CMP  pq CMP  bede
REPMN 5,10,+2 EREP f
[EREP__abc | EREP g
MATCH 1, id MATCHr, id

38 3. HERA oY =g of

(e) between count repetition (g) nested repetition

Fig. 3. Example of regular expression matching programs
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offset-mask[0:3] % shifter
Instruction Comparator Next .
Memory cluster daddr logic
[y
Fi-addr I
Next s
Control |
iaddr logic [* | b ek

28l 4. AFE o ZeAde)
Fig. 4. Regular expression matching processor architecture
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REPcc instruction
op n2 |miljral

load | N m

zero

GEN @ Z @
STAR
MN: {m,n}, GE: {n, }, EQ: {n}, LE: {O,n}, STAR: *

Z:zero, load:load sN, en:enable counter
M/N/sN : select M/N/sN & load counter

counter
stack

() repetition counter logic block (b) state diagram of repetition instructions

J7 5. Ao g A v ik 9% sRE B2A BF
3} ey cholo] ey

Fig. 5. Counter logic block and state diagram for
restraint and nested repetitive operations
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o]~ & 3} Quartus Prime v18.0 L& 13- 0|83}
o sl 2=lar o 39 Ze el 9] o &
5ol Afrss] RS o m FAs gelsiich
Akl HEle] AlEE A2fslr] 913 AHupdelE 2
Aslglar o] R aAls ARESte] AqfEd S A
& 5 RS wFsle] Assich

1% 6<% page=(ab(efzghi)*){1,6)vw AT
gk AlEdelds Tal AR TR ER
Ao}, e match ok A E+= 919 A
o sldsl= page=abefghivw H&lo] L= rh=

www.dbpia.co.kr



FA A dAkE AEhs ArRds] WA ZeAA 72

Valueat
ops

op:
reset B1
el B0
endata BO

data  H0000000O 5 00000

wr 80000 000
masicwr 80 Lottt T il
iaddrin  HOO o0 0 o o8 (e X e e

(_or XToo Xos (18 X1 X 16 ¥ 1c i X
(o1 o2 XTos X oa 05 X0 X o7 X 08 X

0100 X010 % 0010 X 0100 011

faddr  HOD 00

daddr  HOD 00

maskz B0 0000 1100

mask s B0 0000 1000 0100 0010 {0100 1000

s2data H0000000O 00000000 23626165 of; ) ) T

s2data0  H 00000000 00000000 23626165 55787061

match 81 T e P
L

match_ok BO

T2 6. At A ZeAx AEEelAd Eled®
Fig. 6. Regular expression matching processor simulation
timing diagram
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Table 2. FPGA synthesis results for regular expression
matching processor

Logic
Device elements T<.)ta1 Freq. Speed
(ALUTS) registers max
REMPr 1,909 914 16028 | ~5.13
REMP®! 312 115 17544 | ~5.61
V.2 8
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qFskoick

Aok REMPr 7-%5 REMP2] %#o] A|EZ 7]
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