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ABSTRACT

Lateral Movement is one of the stages of the Cyber Kill Chain, in which attackers increase the number of
targets they control after initial compromise. Since the attacker can gradually expand the range of activity by
repeating the lateral movement and reach the final target, if the defender detects the lateral movement and
blocks the attacker’s attack in the middle, the attacker’s achievement of the objective can be stopped.
However, it is not easy to detect the actions of such attackers because attackers secretly perform attacks
through advanced attack methods to prevent their attacks from being detected. In this study, we propose a
method to detect an attacker’s lateral movement by using a large-scale authentication log, and calculate the
normality index of the login paths. By comparing the normality index score, we can detect abnormal login to

detect the lateral movement of potential attackers. The method proposed in this study was applied to the Los
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Alamos National Laboratory public data set and tested, and in the case of 1-hop path analysis, the TPR was
98.66%, the FPR was 0.74%, and the accuracy was 99.26%. It was confirmed that the method was effective

when applied to actual data.
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Ta ble 3 Experiment result for 1-hop login analysis
Real state
Category Sum
Malicious Benign
Malicious | 591 (TP) | 319,564 (FP) | 320,155
Predi 43,123,576
ction i 2y
Benign 8 (FN) (TN) 43,123,584

Sum 599 43,443,140 | 43,443,739
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Table 4. Experiment results of anomaly detection on
Los Alamos National Laboratory dataset

TPR(%) FPR(%)

UA 72 4.4

Anomaly FL 4 10

Detection LOF 12 9.6

Results in IF 9 16.9

[13] GL-LV 67 1.2

GL-GV 85 0.9

1-hop lf)gm analysis in 98.66 074
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Table 5. Experiment result for 2-hop login analysis

Real state
Category Sum
Malicious Benign

Malicious | 120 (TP) | 86,381 (FP) | 86,501

23,844,051
(TN)

Predi
ction| Benign | 0 (FN)

23,844,051

Sum 120 23,930,432 | 23,930,552
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Table 6. Evaluation metrics for 2-hop login analysis

TPR(True Positive Rate) 100.00 %
FPR(False Positive Rate) 0.36 %
Accuracy 99.64 %
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