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A Survey of Covert Communication on AWGN Channels
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ABSTRACT

In this paper, we consider the problem of covert communication over additive white Gaussian noise
(AWGN) channels and provide an overview of the information-theoretic limits on the amount of information
that can be conveyed. No more than o(vn) bits can be sent reliably to the legitimate receiver in n independent
channel uses while concealing from the warden the very existence of transmissions. A recent finding that a
non-zero asymptotic rate can be obtained if the warden has noise variance measurement uncertainty is
discussed. Results in the existing literature are presented, including the optimality of the Gaussian signaling in
terms of maximizing the mutual information under the covert constraint. We then investigate the possibility of
covert communication using orthogonal sparse superposition (OSS) codes, a new class of sparse superposition
codes (SPARCs).
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Fig. 1. System model of covert communications.
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2842 o] cool FWIIAIEKE HE 2 4 ek =
P=(p=7)oke) 49 =QAp} obve) Ade 9
Eob WAslHelE LRT A% dae|ZEo] A=sx]
oE SIPIh), SNR,. o148 2412 Ea
Ak AN AR A Tt Ao

e e okl AElE Fa B ¢ olrk

Theorem 2°: =427} 4 AWGN Ade] AL &
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1\ o2
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Theorem 3% P, =N (0,062)°]32 P2 FAlo]
P +ogdul, A AEZI] Dy (PlIP,)S #HA3}s}
= F VX P V(0P + a3)s ETh

3 AHelE 243 AR 2k o3 2ok
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=
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Fig. 2. Successive orthogonal encoder of OSS codes.
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oo s A4 MEE AF A4S B U4
) A5 #FE E3I(element-wise maximum a
posteriori decoding with successive support set
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A 4 9lvk

L
Prxly) = | | P(ely, Te-1, .92, 51) - (85)
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