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ABSTRACT

The recent trend of SDN has been demonstrated for security systems such as Intrusion Detection System
and Intrusion Prevention System have been introduced in the SDN environment to increase network security.
However, the load on the security system increased by examining all packets, and various packet
sampling-based techniques were proposed to solve this problem, but there were still problems with the security
system being high or the network security was poor due to the sampling techniques. In this paper, we propose
a system improving security and reducing system loads through management table-based packet management in
case of flooding attack. The existing system is inspected by backlog queue value but the proposed security
system can be flexibly executed for each packet creating a management table. This table is based on the time
difference between packets and the frequency of occurrence of packets. The load on the security system can
be reduced by blocking the corresponding packet by the controller for a certain period of time when abnormal
packet comes. As a result of the performance evaluation of the proposed method, it is confirmed that the load

of the security system is improved by about 25% compared to the existing system.
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E 2. o] % 2] dHlo]E Pseudo-Code
Table 2. Abnormal Packet Management Table Pseudo-Cod

1: func packet_in_event

5. if pkt_in is existing

’ on abnormal_packet_table

3: drop packet

4: end if

5:

6: Irn_port = forwarding_table[dst_host]

7: if in_port is IDS_PORT

8: if packet is abnormal

9: drop packet

10: add packet in
abnormal_packet_table

11: else

12: send packet out to Irn_port

13: end if

14: end if

15: end func

16:

17: func timer

18: if abnomal_packet_table is not null

19: if time_data is O

20: remove packet in
abnormal_packet_table

21: else

22: decrease time_data

23: end if

24 end if

25: end func
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Table 3. Packet Counting Table Pseudo-Code

1:  func packet_in_event
2 Irn_port = forwarding_table[dst_host]
3 if in_port is not IDS_PORT
4: if count_table[inport] is O
5 count_table[inport] = current_time
6 send packet out to Irn_port
7 else
g: if timer interval
is under 3 second
9: send packet out
to IDS_PORT
10: else
11: send packet out to Irn_port
12: end if
13: end if
14: else if in_port is IDS_PORT
15: process Alg2
16: end if
17: end func
SDN
Cont|rol@|er
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SW|tch 0004
é —
§ =F g
— = —
1000.1 10002 10003
32 11, 748 Heldel ghe A3 A% A% A%
Fig. 11. The Forwarding Process When Not In Counting
Table
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N N
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i=1 i=1
P (P does not exist
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Fig. 12. Experimental Environment
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Fig. 13. Creating An SDN Network In Mininet
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Table 4. Performance Evaluation Experiment Environment

Name Version

Operating System Ubuntu 14.04.4

Emulator Mininet 2.2.2
Controller OpenMUL
Switch OpenSwitch

mininet>
h1l hi-ett
2-eth

-eth
-ett

02! 14. Mininet 172 74 5%
Fig. 14. Mininet Connection List
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Table 5. Number of Packet Checks in IDS according to
Priority

Priority IDS Packet Inspection Count
None 1000

1 10

2 5

3 4

4 3
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