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ABSTRACT

The blockchain-based decentralized identifier(DID) for the automotive industry will be commercialized.
However, because the DID provides not anonymity but pseudonymity, leakage of vehicle identifier, privacy
threats related to driver-identifying information, vehicle’s location, vehicle’s driving information, communication
message would be vital privacy issues. If an adversary collects transactions based on the same DID in the
blockchain and reveled messages through wireless hacking, he or she can identify the vehicle and, track the
vehicle’s location and driving information. In this paper, a privacy-preserving scheme for vehicles, which
provides anonymity. It uses short-term DID for proof of ownership and  for pseudonymous through
unlinkability of blockchain transactions and communication messages. To verify the feasibility of the scheme,
DID issue and verify procedures based on the DID standard are designed and implemented using Hyperledger

indy blockchain, also, the results of basic performance analysis are described.
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Table 1. Average Elapsed Time for VC Issue and VP
Verify

Nraloas of Throughput(msec)
sDID Elapsed time Elapsed time
per VC issue per VP verify
64 826.6 87.2
128 839.3 84.7
256 841.2 86.0
512 837.5 84.4
1,024 855.0 81.5
2.048 862.9 82.8
4,096 857.3 83.7
8,192 891.0 89.5
mean avg. 851.4 85.0
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Verfiable Credential for sDID
{
"@context”: [
"https://www.w3.0rg/2018/credentials/v1”
“https://www.koreadmv.org/context”

1
”7id”: “did:sov:sdid_vehiclel”,
"type”: [ VerifiableCredential”, “VehicleCredential”,
"issuer”: ”did:sov:koreadmv1”,
”issuanceDate”: “2021-01-01T09:00:00Z",
”expirationDate”: “2022-01-01T09:00:00Z",
”credentialSubject”: {
”id”: "did:sov:sdid_vehiclel”,
“vehicleInfo”: {
"PseudonymPk” : 769156193594462789135”
}
t
"proof”: {
“type”: “RsaSignature2018”,
”created”: “2021-01-01T09:00:00Z",
"proofPurpose”: “assertionMethod”,
“verificationMethod”: ”did:vehicle:koreadmv1/keys/1”,
“jws”: "eyJhbGciOiJSUZIINiIsIm] -+ -
}

8 £5-1. 7% kst 29949 o
Fig. Appendix-1. An Example of Verifiable Credential

sDID Document

{

"@context”: "https://www.w3.0rg/2018/credentials/v1”,

”id”: ”did:sov:sdid_vehiclel”,

”authentication”: [ {
7id”: "did:sov:sdid_vehiclel#keys-1”,
“type”: "RsaVerificationKey2018”,
”controller”: “did:sov:sdid_controllerl”,
“publicKeyPem”: ”-----BEGIN PUBLIC KEY ---END

PUBLIC KEY----- \r\n”
11
“service”: [ {

“id”: "did:sov:sdid_vehiclel”,
“type”: “VefifiableCredentialService”,
”serviceEndpoint”: “https:koreadmvl.org/vehicle”

H

a2 §#5-2. 715 sDID #419] o
Fig. Appendix-2. An Example of sDID Document
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