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ABSTRACT

Deep learning, which has shown good performance in image recognition, has recently become an essential
element in various fields, and as the importance of biometric recognition increases, deep learning models
suitable for face verification are being studied. However, deep learning model uses the user’s face image to
learn. In this case, it implies that the Inversion attack, the vulnerability of the deep learning model may
extract the user’s face image and not protect privacy. Therefore, there is a need for a technology that enables
normal verification of the deep learning model while protecting the privacy of the face image, which is the
user’s personal information. In this paper, to protect users’ privacy, encryption using Paillier isomorphic
encryption is applied to facial images used for deep learning and reasoning. In addition, by using a Siamese
network that infers using similarities between feature vectors, high accuracy in the learning and verification

process was also shown for encrypted data that is difficult to distinguish.
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Table 1. Key Generation algorithm

Algorithm 1. Key Generation

. Choose p and qwhere gcd(pg, p—1, g—1) =1
n=pxqg A=Ilem(p—1, ¢—1)
. Select a integer randomly as g where g €7 *n?
. Define the function: L{xz)=(x—1)/n
. Verify the existence of the following modular
pltiplicative inverse to ensure to ensure that
n divedes ¢'s order: n=L(¢" mod(n®))" ! mod(n)
The public key used: (n,g)
The private key used: (A1)
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Table 2. Encryption algorithm

Algorithm 2. Encryption

1. Let m be a messge to be encrypted where 0 < m <n

2. Select at random an integer r where 0 <r <mn and
re Z*n?

3. Compute cipher text as: ¢= g"r"mod n®
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Table 3. Decryption algorithm

Algorithm 3. Decryption

1. Let ¢ be the cipher text to decrypt, where ¢ € Z*n*
2. Compute the plaintext message as: m = L(c*mod n?)
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Table 4. Comparison of model accuracy according to
twin networks and thresholds

Threshold | XceptionNet | MobileNet X(:}Z;:;Nn;t Zr?cﬁr;:iljs;
0.5 0.99 0.99 0.88 0.87
0.6 0.99 0.99 0.90 0.88
0.7 0.99 0.99 0.92 0.90
0.8 0.99 0.99 0.93 0.90
0.9 0.99 0.96 0.92 0.89
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