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ABSTRACT

With many open sources being released worldwide, vulnerabilities can be connoted in individual written source
codes. In this paper, we analyzed and compared performances based on the detected vulnerability results of open
sources using Cppcheck, Yasca, and Flawfinder, which are static analysis tools to detect vulnerabilities. For this
purpose, performances were analyzed and compared by comparing the detected vulnerabilities results by using each
tool targeting the sample souce codes including the vulnerability and the real open sources including the encryption
functions. As a result of analyzing the detection performances based on the number and accuracy of the detected
source codes, Flawfinder has the highest performance, Yasca was next, and Cppcheck was analyzed as having the
lowest performance. Nevertheless, CEWs detected by each tool are not duplicated and are different, and we consider
that there is a limitation in that it is difficult to quantitatively evaluate the detection accuracy of the published CWEs

and to verify the detected vulnerabilities based on dynamic analysis with an analysis of the detected CWE results.
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//tormat string
#include<stdio.h>

//butfer overflow
#include <stdio.h>

int main(int arge, char =argv(]) { main() {
char buffer[10); char =buffer = "wishfree#in¥x#n";
strepy(buffer, argv[1]); printf(buffer);
printf("%s#n", &buffer); }

}

(a) Buffer overflow (b) Format string

T8 1. ewEEmsl Ed e AHbE E
Wohe BE paze

Fig. 1. Sample source codes including buffer overflow (a)
and format string (b) vulnerabilities
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E 3. 9% AA CWE D9} A5 4 71E A7 23 4 v 2F CWE D9} A5 vl

Table 3. Comparing the total number of detected CWE IDs and the number of CWE IDs with and without existing research

=% A CWE

7]& 1 w23 CWE

71E A+ =3

EES PN T CWE
ID N ID N4 ID N4
crypto_kernel.c 20, 119, 120, 398 5 20, 119, 120, 398 5 - -
crypto_cipher_ 20, 119, 120, 476 10 20, 119, 120 9 476 1
kernel.c
Crypt crypto_gerypt.c 119, 120, 563, 571 7 119, 120, 563, 571 7 - -
setup
23.4) crypto_nettle.c 120, 398, 563 6 120, 398, 563 6 - -
crypto_nss.c 119, 120, 398 6 119, 120, 398 6 - -
crypto_openssl.c 119, 120, 398 6 119, 120, 398 6 - -
crypto_storage.c 119, 120, 563 5 119, 120, 563 5 - -
119, 120, 126, 398, 119, 120, 126, 398,
keydb.c 477, 29 477, 29 - -
571, 732 571, 732
keyid.c 119, 12(2;7226’ 39, 30 119, 120, 126, 398 29 476 1
encrypt.c 119, 120, 126, 563 10 119, 120, 126, 563 10 - -
. 119, 120, 126, 190, 119, 120, 126, 190,
Gnupg keylist.c 398, 563, 686 37 398, 563, 686 37 : .
+2.3)
119, 120, 126, 362 119, 120, 126
kevring. , 120, 126, 362, 1 , 120, 126, | N |
eyrme¢ 398, 477, 732 398, 477, 732 0 36
combose.c 119, 120, 126, 398, 47 119, 120, 126, 7
gpgeompose. 786 398, 786
119, 120, 126, 190, 119, 120, 126, 190,
keyedit.c 398, 71 398, 71 - -
563, 571, 686, 758 563, 571, 686, 758
119, 120, 126, 362, 119, 120, 126, 398,
pam_access.c 398, 37 563. 571. 758 35 362 2
563, 571, 758 > 20
. 78, 120, 126, 362, 78, 362,
Linux pam_filter.c 398, 29 120, 126, 398, 590 15 W76 14
476, 590
-pam
v1.5.1) pam_keyinit.c 134, 398 5 398 3 134 2
pam_securetty.c 119, 120, 126, 362 12 119, 120, 126 9 362 3
20, 78, 119, 120, 126, 20, 119, 120, 126, 8 362
pam_xauth.c 362, 367, 377, 398, 40 377, 36 iy 4
477, 807 398, 477, 807
Open cipher.c 120, 126, 398, 401, 10 120, 126, 398, 477 8 401, 476 2
SSH 476, 477
(v8.4) cipher-aes.c 120, 398 8 120, 398 8 - -
Open aes_ige.c 119, 120, 398, 457, 29 119, 120, 398, 563 26 457 3
SSL 563
(v1.LI) aes_core.c 398, 563 2 398, 563 2 - -
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Table 4. Vulnerability detection accuracy of open source by tool (C: CWE ID, F: Flaw, D: Detection accuracy)
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Table 5. Summary of detected vulnerabilities

N Cppcheck | Flawfinder| Yasca
Zokx] F=2 A
Aok 3 (v2.6) | (v2.0.19) |(v3.0.5)
Null Pointer | crypto_cipher
(0] X X
Dereference _kernel.c
keyring.c
pam_access.c
Rz?e. pam_filter.c X o X
Condition pam_
securetty.c
pam_xauth.c
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Injection pam_filter.c
Use of
Uninitialized | aes_ige.c (0] X X
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//crypto_cipher_kernel.c
if (tag_length && setsockopt(ctx->tfmfd, SOL_ALG
ALG_SET_AEAD_AUTHSIZE, NULL, tag_length) < @

T2l 2. crypto_cipher_kernel.cellA] Bx]¥ kgt 7=
Fig. 2. Detected vulnerable codes in crypto_cipher_kernel.c

4.2 Race Condition

Race Condition<- 5—‘”?1} oA = o] ¥
017} FAlell 22 I ARl A3 AL §
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Fig. 3.2 Flawfinder’} Gnupg®] keyring.coll4]
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//keyring.c
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Fig. 3. Detected vulnerable codes in keyring.c
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//pam_access.c
FILE *fp FopeEn(=tr, =
if fd = open(DEV_PTMX, O_RDWR

>=9

//pam_filter.c

if ((fd = open(DEV_PTMX, O_RDWR)) >=8
int t = open("”/dev/tty", O_RDWRIO_NOCTTY
int t = open("/dev/tty", O_RDWR

fd[1] = open(terminal, O_RDWR

//pam_securetty.c
ttyfile =
cmdlinefile = fopen(CMDLINE_FILE, "r"

fopen(CONSOLEACTIVE_FILE, "r"

fopen(securettyfile, "r

consoleactivefile =

//pam_xauth.c
fd = open(path, O_RDONLY | O_NOCTTY

2| 4. pam_access.c, pam_filter.c, pam_securetty.c, pam_x
auth.collA ®x]¥l FHekgh 7=

Fig. 4. Detected vulnerable codes in pam_access.c, pam_fi
Iter.c, pam_securetty.c and pam_xauth.c

g} I;H:o]r;]. A=l 5] R S ]AEJ] 3= b‘]—/\o]u:L execv

=
Pt ARE TUL Ao o5al W
= Adutol Asight execle 3= 5U3H|
filtername°ll 7 25 2§k3l Adjulale] o]Fql W
& o Aol Aok weh Y4
S Asele] AnE ARgond FATE £
Ao) e 1ol Aol 7Psee, olelat Hory
o2 qlsle] AR Bl U A%, HE Aok

3} Aol Wzka shelel] TG AE Aol
@ 5 Slek oleld FARE sk Slslel, W
of Aal A, A 7P Wede] BEe o A
et A RE AFSe Leoh a7,

//pam_xauth.c

execv (command char *const *) args
//pam_filter.c
execle(filtername, "<pam_filter>", NULL, evp

T2l 6. pam_xauth.c, pam_filter.collx] ©A|H FHRE 7=
Fig. 6. Detected vulnerable codes in pam_xauth.c and
pam_filter.c

4.4 Use of Uninitialized Variable

Use of Uninitialized Variable< %7]3}=]%] ¢
HEE Ao @2y o5 ¢ gAY =314
< Az} s FHge il

Fig. 7.-% Cppcheck”} OpenSSL9] aes_ige.coll4]

O
R

o}
]
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//aes_ige.c

tmp2.dataln] = tmp.data[n] * iv.dataln

iv2 = tmp
memcpy(ivec + AES_BLOCK_SIZE, iv2.data, AES_BLOCK_SIZE

2l 7. aes_ige.collA ©AE FHgE 7=
Fig. 7. Detected vulnerable codes in aes_ige.c
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Darknetel|X+=  Cppcheck®}  Yasca7}  ®A|gh
CWE-401, 457, 476°] $50% ©A|¥glom, o
Alelstare 2b =4 ©2§E CWE ID7} $50%
A=A &kl

9A]¥l CWE ID9] &nF= /es 7|5oR 7t
=719 A5 #71sbd, Cppcheck:= Blender?]
enginesoll4] 171, Esphome?] esp32¢il4] 27ll, Darknet
9 srcellA 6717 BAIE oM, & 7HE ©R|EH
7V Aol 2 Ao E Jehgr} arkS-S 2 Yasca
+ Blender?] enginesol|4] 371, RIOT2] esp32°l4] 3
7V, Tasmota®] libesp32¢ll4] 171, Darknet®] srcoll4]
77N, Caffe?] srcollA 1717} &A]=9l o, &= 15715
g2]3}e] CppcheckHr} A5 H2 AR el
t} w2t o 2 Flawfinder+= FreeCAD<] Raytacing©l|
4] 27Y, Esphome?] esp32¢l4] 271, RIOT2] esp32¢]|
4] 57W|, Tasmota®] libesp32°l4] 107l], Darknet2] src
oll4 197H, Caffe®] srcollA] 2707} EA]= 9o, & 40
Mg BR8] 71 Adso] 2 AR ek

S5l CWE ID9] ©4] LS 7|5oR 7 &=
T9] 4455 H7)sbH, Cppeheck= CWE-4012} 457,
476% HA|5181 3, CWE-4013} 4762] &#] A3hr=
Low, CWE-4572] ©X] A&%+= None o2, A=
o2 J2 AFEE 7IX= CWE IDE 93Ktk
Flawfinder+= CWE-78%} 134, 362, 3673 ©x|3}%]
3, CWE-78%} 134, 367¢] | A3tE= High,
CWE-3622] ®#] A3tz Mediume|t}. Yascat
CWE-2599} 401, 415, 457, 4762 9X|3}9a,
CWE-4019] ®#] A% Medium, CWE-259%}
415, 457, 4762] ¥ A== Lowelth wlebs 7}
7 @& CWEE ©A3 E& Yascao|w, A&7}
=2 CWEE 71 @] ©X§ =7 Flawfinder >
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nix|Ete 2 BX|5 CWE IDE 7502 7F &9
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Use of Uninitialized Variable®} CWE-476¢! Null
Pointer Dereference® 7P Wol| wX|3}13] o,
Flawfinder+= CWE-362¢] Race Conditions 7} &
o] &3}t

2 =l AAeE st S Fidsle oE
429} 3D, IoT, Deep Learning®} ¥#H &4 5
oz, 7t AA A Tl wpE FHebd w9
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Table 6. Vulnerability detection accuracy by open source category(C: CWE ID, F: Flaw, D: Detection accuracy, N: Number
of detected Source Codes)

A 34 279
2E
RS N E (A5 Cppcheck Flawfinder Yasca
C F D N C F D N C F D N
FreeCAD FreeCAD-0.19.3 Race '
(\src\Mod - - - - 1362 .. Medium | 2 - - - -
(v0.19.3) . Condition
\Raytracing)
3D
blender-3.0.0 . .
Blender (source\blender | 476 Null Pointer Low | 1 ) ) ) - a6 Null Pointer Low 3
(v3.0.0) . Dereference Dereference
\draw\engines)
Uncontrolled
oo esph((\)me;120n212.1.1 Use of 134 Fs(zgzat High
sphome CSPROME | 457 | Uninitialized | None | 2 € 2 | - - - -
(v2022.1.1) \components .
\esp32%) Variable R
P 362 3 | Medium
Condition
Uncontrolled
RIOT RIOT-2021.10 Hard-Coded
- - - - 134 F High 2 L
(v2021.10) | (\cpuiesp32) 3 ormat igh |5 1259 ) oword | OV | 3
String
IoT
oS
78 | Command High
Injection
Use of
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[ - - - - . 10 | 457 |Uninitialized| Low 1
(v10.1.0) (\lib\libesp32) 134 Forfnat High Variable
String
Race .
362 Condition Medium
0s so1 | MmO vedium
Memory 78 | Command | High Leak
401 Low L
Leak Injection
415 |Double Free| Low
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(YOLOv4) (src) Variable 6 19 7
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Learn 3621 Condition | Medium Variable
-ing
Null Pointer
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367 Race High Null Pointer
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476 Null Pointer Low
Dereference
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B 7. A% Wt ARE
Table 7. Performance evaluation results

zﬁ%‘%ﬁ CWE ID | ¥ A= J'—’—“A:H;C
401 Low

Cppcheck 457 None 13
476 Low
78 High

Flawfinder 134 High 46
362 Medium
367 High
259 Low
401 Medium

Yasca 415 Low 16

457 Low
476 Low
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