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ABSTRACT

By placing computing and storage resources at the network edge, edge computing inherits the advantages of
cloud computing, such as providing offloading services, in addition to the additional benefits, including the
reduced network delay, bandwidth use and security threat. On edge computing, the user mobility may increase
the physical distance to edge server, resulting in the increased network delay. To keep the delay minimized,
service migration is required, and it is important to guarantee the zero-downtime during migration. This paper

introduces the implementation of a stateful, live containerized service migration for edge computing on the
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Docker container platform. The considered migration methods can migrate the container state by using both the

layered architecture of Docker containers and the checkpoint function. Also, to trace the state changes that

may happen during migration, a replay buffer is used. This paper introduces the implementation of two

migration techniques that one migrates the entire running container, while the other migrates only the state

changes. By experiments, it is validated that the considered migration techniques do not incur any service

downtime even during when migration is in progress. In addition, it is found that the method that migrates

only the state changes outperformed the other.
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Fig. 3. Network configuration for implementation and
experiment
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gk spHo|t}. &10)4 MUDE USERE, AP-x%}
ES-x: 27+ AP-1, EdgeServer-12, AP-y9} ES-y+&
Z3Z¢ AP-2, EdgeServer-2 2 ¥AElt)y &5 3l
ZAs} MUD7} 2l 25 8 3o] ESdllx #2]=Eglw

1§55 MUDZF Al8E A& ERIEIthS, A1)
2 w8 ). T3l ol3te] AdE= Felle A
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FAIRE e Z2v] 9AS APxE EWsla, glEHs
c =78 285te] APZE RTT% = AR o
o]tk

[8 5@]= A AR AFel 3% 2ok
USERZ 3#7]¥ MUD+ AHEE E3s8he] o
2] A2~ 2 AH(SVCQ, Service Request)2 <172
APE B3, 3 eAo] Mej¥l 79 FUg <4
M3 E £33F S5H(SCVR, Service Response)< AP
£ 53 ESEHE FAlske AS g1 5 9ok

[23 5(0)]= AElolu] o]Tte] Al=kEl Aol 3
¥ Zzolrl. MUD(USER)E AP-y(AP-2)Z Hand-
off 3F7] $|31 REASSOCIATION REQUESTZ
AP-y® A3}, ofufl AP-x(AP-1)°l|4] Zlelo] o]
o] A= -SRIk Avlold o] Aol $

N

-+

2021-09-02-11-44-48-794958 USER AP-1 USER ASSOCIATION REQUEST (sent)
2021-09-02-11-44-49-327071 AP-1 192.168.0.106 USER ASSOCIATION
REQUEST (recvd)

2021-09-02-11-44-48-810684 USER 192.168.0.105 AP-1 ES1-READY (recvd)
2021-09-02-11-44-53-839044 USER AP-1 USER SVCQ 0 (sent
2021-09-02-11-44-54-042137 USER 192.168.0.105 AP-1 SVCR 0 (recvd
2021-09-02-11-44-54-854571 USER AP-1 USER SVCQ 1 (sent
2021-09-02-11-44-54-870203 USER 192.168.0.105 AP-1 SVCR 1 (recvd)

FROM python:3.8

ENV PYTHONUNBUFFERED=1

COPY offloading-service.py /tmp/service.py
COPY common.py /tmp/common.py

COPY application.py /tmp/application.py

ENTRYPOINT ["/usr/local/bin/python3", "/tmp/service.py"]

2 5. @ A3 AEF A e 2o
Fig. 5. (@) Logs collected at the beginning of an
experiment

2021-09-02-11-45-41-411788 USER AP-1 USER SVCQ 47 (sent)
2021-09-02-11-45-41-427113 USER 192.168.0.105 AP-1 SVCR 47 (recvd)
2021-09-02-11-45-42-427316 USER AP-1 USER SVCQ 48 (sent)
2021-09-02-11-45-42-442947 USER 192.168.0.105 AP-1 SVCR 48 (recvd)
2021-09-02-11-45-43-442839 USER AP-1 USER SVCQ 49 (sent)
2021-09-02-11-45-43-458164 USER 192.168.0.105 AP-1 SVCR 49 (recvd)
2021-09-02-11-45-43-458164 USER AP-2 USER REASSOCIATION REQUEST (sent)
2021-09-02-11-45-43-487237 AP-2 192.168.0.106 USER REASSOCIATION
REQUEST (recvd)

2021-09-02-11-45-43-990344 AP-1 192.168.0.106 USER BYEE (recvd)
2021-09-02-11-45-44-133129 AP-1 ES-1 migr begins
2021-09-02-11-45-44-449376 USER AP-2 USER SVCQ 50 (sent)
2021-09-02-11-45-44-683718 USER 192.168.0.101 AP-2 SVCR 50 (recvd)
2021-09-02-11-45-45-464866 USER AP-2 USER SVCQ 51 (sent)
2021-09-02-11-45-45-714876 USER 192.168.0.101 AP-2 SVCR 51 (recvd)

a8 4. Az" ovAE AAE7] 218 Dockerfile T4
Fig. 4. Docketfile for generating a custom image used in
this study
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32 5. (b) ZEle|y ofte] A2k Al $3% 21
Fig. 5. (b) Logs collected when the migration has just
started
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2021-09-02-11-47-49-757618 USER AP-2 USER SVCQ 174 (sent)
2021-09-02-11-47-49-993802 USER 192.168.0.101 AP-2 SVCR 174 (recvd)
2021-09-02-11-47-50-759310 USER AP-2 USER SVCQ 175 (sent)
2021-09-02-11-47-50-986183 USER 192.168.0.101 AP-2 SVCR 175 (recvd)
2021-09-02-11-47-51-769312 USER AP-2 USER SVCQ 176 (sent)
2021-09-02-11-47-51-892493 AP-2 AP-2 migr finished
2021-09-02-11-47-52-115187 USER 192.168.0.101 AP-2 SVCR 176 (recvd)
2021-09-02-11-47-52-784449 USER AP-2 USER SVCQ 177 (sent)
2021-09-02-11-47-52-800088 USER 192.168.0.101 AP-2 SVCR 177 (recvd)
2021-09-02-11-47-53-792356 USER AP-2 USER SVCQ 178 (sent)
2021-09-02-11-47-53-807970 USER 192.168.0.101 AP-2 SVCR 178 (recvd)

J2 5. (c) ZElel olxte] ghwd Al 46 =
Fig. 5. (c¢) Logs collected when the migration has just
finished
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Fig. 6. Per-request response time with C-Migr migration
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Fig. 7. Per-request response time with P-Migr migration
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