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ABSTRACT

In this paper, we propose an artificial noise-based
physical-layer security technique to enhance the
secrecy of downlink transmission in a vehicular
platooning network that consists of one base station,
two platoons, and one eavesdropping vehicle. We
introduce a notion of artificial noise (AN) generation
by the platoon and investigate an optimal power
control for generating AN that can effectively
maximize the secrecy rate. Through simulations, we

evaluate the secrecy rate of our proposed schemes.
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Fig. 1. A vehicular platooning network consists of one
base station, two vehicular platoons, and one eavesdropping
vehicle
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Fig. 2. Average secrecy rate for varying 6 for AN
generation (SNR=25dB, N=4)
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