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ABSTRACT

In this paper, we study an efficient verification way of Wave code-based signatures. To this end, we first
identify that the recent generic transformation for efficient verification, proposed by Boschini, Fiore, and
Pagnin, can be applied to the verification algorithm of Wave signatures. Then, we provide various
implementation results of efficient verification of Wave signatures. According to our experimental results, for
128-bit security, the online phase of our efficient verification outperforms that of the original Wave signatures

by a factor of about 12 times, with the help of additional offline computation.
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(n—k)n2 FAo] g3l w3t AA okl 3t
o] A5l = 71E2] Wave HAA ] 739~ 271712
b e wERe 918kl (n—k)n7lel F ol AaE
##bafof sht, BFP WEe] - (2n—k)I7He] F,
AE AAslof gk Waved] TAA ] FebrlE o
M= the Aelld AdRREE gl

X

%

N

2 A8 =A g9l Wave MXIME ml2bolg

ol A AAE Aol g A S <%
1>3} 7t} Aol A3 PCE Intel(R) Core(TM)
i7-11700@2.50GHz®] CPU®|| 32GB RAM<- Z+53]
t}. OS+ Windows 1094 A|2s= WSL(Windows

rfz

E 2. Aol A3 Wave AR dleteE
Table 2. Parameters of Wave signatures for our
implementation

Security 64 bits | 80 bits | 96 bits | 128 bits

block length

4,246 5,308 6,368 8,492
()

error weight | 3950 | 4088 | 5984 | 7,890

(w)

dlm(elz})slon 2,803 | 3,504 | 4203 | 5605
di i f U
1men?;€0;1) o 1,779 2,224 2,668 3,558

dimension of V
lmen‘;‘};j; © 1,024 | 1280 | 1,535 | 2,047

148 ¥
Table 1. Experimental environment
Item Specification
CPU Intel(R) Core(TM) i7-11700@2.50GHz
RAM 32GB
(O Windows 10 WSL-Ubuntu 20.04 LTS

Subsystem for Linux)& #-83}%] Linux¢! Ubuntu
20.04 LTSelA A3 slaick

Wave 374k Axpame] seble= oA 74
woll we} 641) =, 80W]E, 96H]E, 128H] 2] 47}7]
2 A= gtk 7120 E=tPlelA Alokel wle} 2
o] ¢=3°F 3A4sto] ARl o, Zpzke] kA
ZrEel| wE vlein|ee] Z7]e F 29} o] AAls}
Ak

4.3 Wave £% 7|2t MXIAMEe| =3 A2t

7122] Wave AAkA{mde] 7S 9Jsle] t=we) A
ASo] AAZ ArzmeElE gasiodr)l ¥ 3L B
=1o] AlE Frola] 4388 Wave H-57|uE Ax}A]
nﬂ,q 7] AA, A A, AZE dae|ES BoFEo)

£ 39 dle]el= 4 ogzau 1,000 43k 3
golek Folal ewel 4 Alzkell et wlelele]
S92 msolet A é 3t} Eq-Et{i, 128°] & kA
< sk shebole sheld] Wave HAAIRE 7]
AAdel 1,369ms, A1 Aol 322ms7} B3}, A
o] AZell e 1.107ms7}F 485tk 29 1, 2, 3604
= Wave AxAHe] 7] A, A A, HASE A7k
27k aelms wedFe

F 3. Wave Az 7] A AW A, A5 G
2 Azt

Table 3. Running time of key generation, sign, and
verification algorithms of Wave

=N

Security 64 bits 80 bits 96 bits | 128 bits
KeyGen | o9 444 697 1,369
(Unit: ms)
Sign
(Unit: ms) 59 102 160 322
V.erlfy 0.296 0.436 0.654 1.107
(Unit: ms)
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key generation time (unit: ms)
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a2 1. A depelE el uhE Wave AW 7] AA
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Fig. 1. Key generation time of Wave with respect to
security parameters

signing time (unit: ms)
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150
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64bits 80bits 96bits 128bits
security level

08l 2. kA slepelE]dl] wE Wave AxpAHL] A A
oA

Fig. 2. Signing time of Wave with respect to security
parameters

verification time (unit: ms)
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0.6
0.4
-u
0.0

64bits 80bits 96bits 128bits
security level

a2 3. oA FebvlEel mE Wave AAAR] 2% A
7t

Fig. 3. Verification time of Wave with respect to security
parameters

916

4.4 BFP B3 M2 Wave MAAHo 7
o] Hollx= Wave ZA}A{ol| tjs}e] BFP ¥z
S H8gk ofg] Ag Aol disle] Awjic)

4.4.1 BFP #& A& Wave MAMYE F& At

3 4+ BFP H3k2 #-83F Wave xR ™ol o3}
of LU ekl Aol w4 ©F L] 913k
o Aagh 29 52 e 1, 2xzei]l w3
A, St AWt fEshA] she 4w 2zl Tk
W% ARke wolFe) 2o obiA stetulele] o
so] 1009 93elel BAE St onl, M
S zalel A Awpvlc} 1,000 A AZL 4
goto] A2 Hgks xo] dlole= At

32404 Mgk nle} 71—0] Al (3)0] B A o
Sl qlo]e] wlE] cof] thsle] 4] (5)F WA
shgol] 1/¢7} "rk wbA, g0 tel 2k A5
g Fol7] Sl o= AHel AslsAl A
wefol] st} A} (5)F BHlallof ek & A
AT q=32% 2R FhololA] o] e cwlElE
sto] AEeE Folok abr, A FEtrlE A
slod g Ayl vk 2hgo] 27 M) A
54% W e 4G @ 12 et %

e
oﬁ

2 ¢ o ¢ oﬁi i
) a

§‘.=

3 l< o (10)

& ek b g e 4
coll WHsted A (5)% ‘“&f*lﬂL A SqHal A
o= psIson, 19 ATt AEE He HES
2g - glons 2 o17] skl s1e) A%
REahe sbg ste A4 ghe (= Ageisich

E 4. BFP #3kE 483 Wave daeE|Ee] 3 A7H
Table 4. Running time of algorithms for Wave with BFP
transformation

Security 64 bits | 80 bits | 96 bits | 128 bits

’
The number of c; S

O]

Offline Time
(Unit: ms)
Online Time
(valid signatures/ 0.035 | 0.046 | 0.058 | 0.091
Unit: ms)

Online Time
(invalid signatures/ 0.021 | 0.026 | 0.031 | 0.042
Unit: ms)

41 51 61 81

845 1,638 | 2,788 | 6,653
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=i Wave -2 7[iE bR 71 284 S AT

1% 4= BFP 715 A-83F Wave HApA" 2] <t
AA gelreel wE e xalel v 4R A7 O
2 nojFr) Ag Azl upEw, 648]E, 804
E, 96H]E, 1280]E IS 2AShs Wave] )2}
wlefol] ofsle] 7t 845ms, 1,638ms, 2,788ms,
6,653ms<] e.xejel A 538 A|7te] g3} 4.1
Ao BAo) up=r, o xalel el Bo3k FA
9] o]2A AULES (n—k)nlE ©] 3+ 64H]E b
S s 7ol vlsle] sov|E A A
- 1.94u), 96V E 3351}, 1288]E 7.91v] Z7}s}|
H, o]i= APAFe} FARRE Aot AA R AY
ZAze] w2, e zejql g B2 AzkE A8
S Feld F qlk exelal whAle] A 2elal
A7 AlRkE]7] Aol g Wikt Alkts] £, o] F o]
43t W2 e A5 F 9long Fd3 MY
Ztell gk A& ws] ZA5sof she 735 & A
7} HA %5 4 sk H R ZASSok sl Ao
71 gA odvhd, A slelrlels aEEA] A
frash] @2 Aol A5E 5% FE5 A3
A AAste] 13E A & 5 3o o]E o83}
o] exelql WAY] 48 AZME Fo] IHS =Y
&t} o]} FEdste] 4.4.3HolA AAF] A H T
= g}

L2alel el E 4] (5)F BEATA] = o)
Al vkR AlS HET, O(Reject) S EH3H
=t webd, 284 A5 daelFelre frEst
A| & Mol o] frast Ane] HSHco) F
Ao A2 A7to] A]A Hrtk o] & Fldl| 93}
of, &gk A fashA] 9 AHS RSl &

il

I~

offline time (unit: ms)
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, Il
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security level

a2l 4. BFP 7S A-83F Wave A 2=Zelql <
A &g A7

Fig. 4. Running time of the offline phase for Wave with
BFP transformation

A . mvalid signatures W invalid signatures
online time (unit: ms) 9 9
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64bits 80bits 96bits 128bits
security level

02 5. BFP W3HE 443 Wave AAAH9] 229l oA
28 A%

Fig. 5. Running time of the online phase for Wave with
BFP transformation

S

I} FaEsA] o2 Mol st kA glelele el
w2 BFP W3hS 243 Wave AR 22}4]
A A8 A7 aeEe RojFr)l Aol upew,
1280]E2] qA-S DAsH= defulefels fagt
A& 7A537] 918 0.091ms, FE3HA] 3 A9
+ 7A5317] Sl 0.042ms®] A7be] AQwo] fagh
BE AS3] fl3ke] 2.17v oo Alzke] o] A
258 sl oo} Fal®l FAHQ B4 o}
5 Aollx AAE] Al .

5% 7182 Wave AAAHE TE4Q1 7SS
7

]

)

198 283k Wave ZxPMYe] ASHA F
224l ¥l A8 AIZRS vl 24 Al w2
) 128H|E = Il slollA &84
Ql AL S8 e A8she A 71 AR
woll vlale] 1207} WA= S galst 4 9lck

# 5. 7]&°] Wave AAx%3} BFP M3 483 A
o] gejel A7k wla

Table 5. Comparison of online times between the original
Wave and Wave with BFP transformation

Security 64 bits | 80 bits | 96 bits | 128 bits

Original Wave (A)
(Unit: ms) 0296 | 0.436 | 0.654 | 1.107

Wave with BFP
transformation (B) | 0.035 0.046 | 0.058 0.091
(Unit: ms)

(A)/(B) 8.45 9.48 11.28 12.16
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4.4.2 MmEol SEMof| m2 2afol ciile] BAY
o1l AollA] bRk mpsk Aol friabA] e 417

J

o A% A (% WEATA Gk 7} B uhz
- a)

al

A

l

0

& %3 ORejec) S ZH 37| wjEol|, g
o) AFnr} fashA @ A 2% o A
& ARk 2298 Hek ojul, fshA ke A9
o dlse] dele] o7k 4 (5)F WEAY gL 1/g
ek Pgsldon], el TRIE Wave HAA
] A3 g=selmm 1/30) HE2 A GF WE
A 7)Aok w3l Zhzke] coll Hiate] 4] (5)F ukE:
A= AbAe B=lolgta 7Pk 1EH, A 5)E

o]

~
WA 712 e cE A =He 719
S (1)
S 3

o|la, o] 3k 1.57} dch AARE 7 A, a3}
A 2 Arel thgte] Z7ke] kA dletvE]ofA
A 02 1.495~1.505702] coll ti=] 2] (5)= &kl
slod A 2 AT AS Rl 4= )it v
2 o] A= 7| coll Hizle] A (5)F HF5AT =
AZde] A elele 71 o] AR 7o lel e AS
HelFw, ol= 3.27Hel4 A (0= 7] #13 7=
Azl e A oR g 4 gk

ol AAGE Aol M2, faEsEA] W2 A
= 2F 1.5709] cell tiste] A (5)F FE3h =R
FHEsA] 2 Aol A 119 coll sl HEs
Al EHBR FE3HA] o2 Avo] fagt Aol ns}
o] oF 1.5/19]9] 73 Ate] o3 7lo= Halch
e AA T A o] Bkt AL AolE
olFgledl, ol wWAA A Rkl AlEE W &

|

ol

u

—

-

5

e

[

iy

22l WA Seks ol Bed nE Alske] 43
g folc} 62 22}

o I

A wAlel A AR ARt R

E 6. FEY AW RS 92 AR kel 2A
ARPE 28 A7k

Table 6. Running time for steps of the online phase with
respect to validity of signatures

a5 e Al Hslel A (5)F 5K Step 1
3} i) el ok e A7 wefEe) ol
2w, Step 19] 48 A7He] 74 fmalA ke A

o] fgk Aol wlslel o Ls/iuRE AL AL

%o] Aok vhe AL ER1g 4 gk

4.4 .3 HEo] 7= (Zto]| o2 7 Zn}

4.4.1780604 ATE nls} 7o) Wave HAFAIH el
BFP WH3hs Hgsh= 7%, 2zell chlola W
AZ4e Aedhs S BRIkt 3.3 AlAE
A (7)2] o]ZA]] HAL 4.4.186lA] P A A3}
2 oAb, 2zell wAE sk %S s
2 ek AA A8 AZRE adE v|wE o) 7|Ee]
Wave AR} G820 7 7AE3)r] e ¢t
7N Mol disied]

(2zell 28 AZH+ex (el &8 A17h U
< tx(Wave AAH] A2 A17h (n
& Esfof g} b oAl Fletele]e] tiale] $)9]
Z71& WA= Y] 3 & 739 ok
| wl=, BFP *%HS- 2]83F Waved| 7%
o] @& o] S 753 u) 7122] Wave AR
o} FE29)S gl S Qlrh gz o] Ak 4
(10)& =AY geprleo] 3 A9=2 o3A 3)
ghojejel] we} Zhz 2%, 2%070, 2%, 2% 0] &
3R w2 Mg AEshe B9 frashle 2
1 171 o3} Hx= o
el S dAgF AFjolc). nkek delu|e]E o4 9)

[\]

E 7. kA FlRbelEe b A (ne HEA7E AR
Valid signatures Invalid signatures 9] Q4
. Step 1 | Auxiliary | Step 1 | Auxiliary Table 7. The number of signatures required for
Security Steps Steps satisfying Eq. (11)
(Unit: ms) | (Unit: ms) | (Unit: ms) | (Unit: ms) Security ;
64 bits 0.015 0.020 0.001 0.020 64 bits 3238
80 bits 0.021 0.025 0.001 0.024 80 bits 4201
90 bits 0.029 0.029 0.002 0.029 96 bits 4,678
128 bits| 0.052 0.039 0.002 0.039 128 bits 6,548
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82 1280 E A Zh= sletvlEellA] 13k
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Aol BA] Azjel & AL Hol= AL Baldt 5
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Table 8. The ratio of wrong verification results on
100,000 invalid signatures with respect to [

FH

E 9. gl w2 BFP HEHS #-83 Wave AApAHe] o
FEE 28 A

Table 9. Running time of Wave with BFP transformation
for various !

64 bits
l 10 20 30 40
Offline Time
(Unit: ms) 223 424 624 819

Online Time 0024 | 0028 | 0.031 | 0.035
(Unit: ms)

The smallest ¢
satisfying Eq. (11) 820 1,582 | 2,355 | 3,138

! The r.1urnb.er of wrong Ratio (%)
verification results

2 10,935 10.935
4 1,219 1.219
6 147 0.147
8 12 0.012
10 3 0.003
12 0 0

80 bits
l 10 20 30 40
Offline Time
(Unit: ms) 351 657 70 1283
Online Time | 6539 | 0034 | 0.038 | 0.042
(Unit: ms)

The smallest ¢
satisfying Eq. (11) 865 1,635 | 2,438 | 3,257

96 bits
l 10 20 30 40
Offline Time
(Unit: ms) 521 947 | 1,376 | 1,820

Online Time
(Unit: ms) 0.036 | 0.040 | 0.044 | 0.049

The smallest ¢

satisfying Eq. (11) 844 1,543 | 2,256 | 3,009

128 bits
l 10 20 30 40
Offline Time
(Unit: ms) 942 1699 2500 3348

Online Time
(Unit: ms) 0.046 | 0.051 0.058 | 0.067

The smallest ¢

satisfying Eq. (11) 888 1,609 | 2,384 | 3,220

4.4.4 71 =29 &

2|Foll cist A% Znt tlII'L

B el AAIgE A e 7]E2] BFP wgt
71 3.2.18 604 AVHRINE A (4)<F A (5) Al
A1 (8)3} 2] (9) & W7dsle] AlAEISATE oW AellA
=2 @)% A 99 Bz L sk 49l Y
A= Ak, A @2k A (5)9] FeE sk
352} n|wstaal gkl
X 105 Wave HzpAH el 7122 BFP ¥igHS- #|

>
X

0

S3he A9l B =olA A WEe Hgshe
7350l w2 Ag AdE AlFIict Ag A3 ulz

W, B =gl Al WEE AT A9 o) 8A
Q1 BAeIA Aol B nsdRl Az} o] o
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E 10, 7|9 BFP W3k} £ =89 W] dweld &
£ A7E 24

Table 10. Comparison of running time between the
original BFP and our modification

64 80 96 128
bits | bits | bits | bits
The number of ¢'s (1) 41 51 61 81

Offline Time
(Unit: ms)
- Online Time
Original | (valid signatures/ | 0.033 | 0.042 | 0.055 | 0.085
BFP Unit: ms)

Online Time
(invalid signatures/ | 0.021 | 0.026 | 0.031 | 0.041
Unit: ms)
Offline Time
(Unit: ms)
Online Time
(valid signatures/ |0.035 |0.046 | 0.058 | 0.091
Unit: ms)
Online Time
(invalid signatures/ | 0.021 | 0.026 | 0.031 | 0.042
Unit: ms)

Security

927 | 1,800 | 3,071 | 7,372

845 | 1,638 | 2,788 | 6,653

Ours

o] A7k 2k 10% £ = dsich vbd, 22l A
Arke] 749 o]B o B e AIEES 7, A
Al AXF FA A 7122] BFP ¥Eke] 7-$- 1] )
B W& 4k &2 Alkke] EA|ul 2 =l A Al
Algk WEde- 2le] vl jH] AxkE $E31e] 6-9%
71EEe] AIZkE o] ARl Zlo® SAEgCE L A
¥}, e zeiqly} el vhAlE tdk Al 428 A7k
Al s=ellA] AARE Zlo] o] B8RS ]I

5}
Atk

V.24 E

B ol e FE AE dlEzel 23 o A
A2l Wave AR ] F-8491 A v & Al
Algke}. 2| Boschini, Fiore, Pagnin-o #1x}A{ <]
HE daelFe] 54 HelE U5 5849 A
=z gyg|=o Wksl= BFP W3k S A3}
Srk & =Tl Wave A L] A5 dae]E
o] BFP W3- A83l| 93t 54 HeE U5
gelslgic) volrh 738 E3le] AA7F Wave A}
Arde] 549l 75 e As 3 AEE #al
slgdr) B =tollA A 73 Azl nh=m, 128
HE kS wHEsl= Wave AAA W] 7%, oF
6,653ms2] . Zz}ql AARS 5 o] e 0|83}
Arde] Lkl HES 0.091mse] AJ7Yel] Fa3
g=tl, ol 7152] Wave A%e] el A5 Al

S oF 120] AT AFolrt.
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