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ABSTRACT

Most weapon systems depend on the communication networks as an essential infrastructure. Korean military
is using dedicated communication networks for each system, therefore there is no or less need for QoS until
now. In order to improve efficiency or others, it is required to transform from dedicated communication
networks to shared communication networks, and QoS application would be essential for this in near future.
Basically, QoS provides differentiated services according to the priority of the traffic in a congested situation.
Performance, importance and urgency are priority criteria, so called triple-metric which are used a lot specially
in military area. This study investigates and analyzes the QoS implementations of the DiffServ standard, an US
military’s communication network, and a Korean military’s communication network focusing on the
triple-metric, and diagnoses the status and level of the Korean military’s QoS implementation comparing with
the US’s, and suggests some improvements specially for the tactical communication networks. And this paper

showed that the feasibility of the suggestions based on some experiments.
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Table 1. DiffServ Standard Service Class List.

Network Control
Telephony

Signaling

Multimedia Conferencing
Real-Time Interactive
Multimedia Streaming
Broadcast Video
Low-Latency Data
OAM
High-Throughput Data
Standard

Low-Priority Data
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Table 2. DoDIN Service Class List.

Aggregated

Service Class Granular Service Class

Network Control | Network Signaling

User Signaling

Short Message

Assured Voice

Inelastic Non-Assured Voice

Real-Time Assured Multimedia Conferencing

Non-Assured Multimedia
Conferencing

Broadcast Video

Multimedia Streaming

Low-Latency Data

Preferred Elasti
reerre astie High Throughput Data

OA&M

Best Effort

Elastic

Low Priority Data
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Table 3 US Mlhtary Telephony Traffic Precedence.
Level Criterion

Flash Override(FO) Commander

Flash(F) Survival related

Immediate(I) Security related

Priority(P) Requiring expeditious action

Routine(R) Government communication

¥ 4. DoD IER $A1E9] 45

Table 4. DoD IER Precedence.

Level Criterion/Example
Category 1 Mission Critical | Commander/Emergency

Category 2 Mission Critical | Operation Supporting

Category 3 Mission Critical | Information Exchange

Mission Critical -

Logistics, Transportation,
Medical
Personnel, Pay, Training

Mission Support

Administrative

* JER : Information Exchange Requirements
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Table 5. TICN Service Class List.

Service Class DSCP/PHB
Voice(Telephony, Conferencing)(1,2 Level)
Simultaneously Command

46/EF

Hot-line
Short Message(1, 2 Level)
Voice(Telephony, Conferencing)(3-5 Level) 40/CS5

Routing Control Message 48/CS6
SNMP Message 24/CS3
Video(Telephony, Conferencing) 34/AF41
Telephony Control Message(1-4 Level)
Short Message(3, 4 Level) 36/AF42
Check Available Telephony(1-4 Level)
External Interfacing Terminal Traffic 38/AF43
Telephony Control Message(5 Level)
Short Message(5 Level)

0/BE

Check Available Telephony(5 Level)
Best Effort
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Table 6. Service Classes Integration.

DiffServ Std. Proposed

Network Control
OAM Control
Signaling

Telephony
Multimedia Conferencing
Multimedia Streaming
Broadcast Video

Real-time Multimedia
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Table 7. Improved Service Class List.

Real-Time Interactive

Low-Lat Dat
Low-Latency Data ow-Lafency Lata

Service Class Examples Note
Control Network Control -
Real-time Teleoh Conf . Inelasti
Multimedia elephony, Conferencing| Inelastic

High-Throughput Data
Standard Best Effort
Low-Priority Data

Chatting, Messenger,

Elasti
Web Application astie

Low-Latency Data

Best Effort Others Elastic
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Table 8. mproved Precedence.

Level | Telephony/Conferencing Data
FO Commander Commander/Emergency
F Survival related Operation Supporting
I Security related Mission Supporting
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E 10. DoDIN, TICN, A3} QoS H]x!
Table 10. QoS Comparison btw. DoDIN, TICN,
Proposed.
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Fig. 1. Network architecture of the proposed scheme (The
same architecture with DoDIN)
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Table 17. Traffic QoS model of clients.

DoDIN Proposed
1 control weight 50 1 control weight 50
queue size 300 queue size 300
7 real-ti ight 14
rea .1me 4W61g 1 real-time | weight 100
media size 300 for X
queue size 2100
queue each queue
1 ight 1 11
eney | soe 300 for | laeney | "M 0
atency size (¢ atency size 900
queue each queue
ight 6 1 best
3 best .welg °s weight 18
size 300 for effort .
effort queue size 900
each queue

total queue size: 1000 total queue size: 1000

packets packets
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