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ABSTRACT

Containerization has recently become a de facto standard of virtualization technology in modern cloud
environments. Its popularity has led to the development of various container engines and remote registry
services. Docker Hub, the largest container registry, distributes numerous official and community container
images. It provides agile ways to develop services using containers but at the same time poses new security
threats by sharing vulnerable images. In this paper, we investigate the current state of vulnerabilities in
container images shared on Docker Hub. We design an automated security assessment framework that discovers
and examines container images on Docker Hub. We obtain the following insights by analyzing all the official
images and the 10,000 most downloaded community images through our framework. (1) Both the official and

community images have an average of 117 or more vulnerabilities. (2) Vulnerabilities in images are patched
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on average three days after the vulnerabilities are disclosed. (3) Propagation of vulnerability between images is

prevalent, but countermeasures against the propagation are costly. We believe that this paper will be utilized as

a good foundation in future work on container security.
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analysis framework.
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Table 1. Collections of Docker container images.

# of images # of vendors

1

Official image 161 (Docker Hub)

10,000
o 5 4
Community image (most popular) 8,405

Total 10,161 8,406
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Table 3. Top-10 vulnerabilities and affected images.

Official images

Community images

Vulnerability Severity # of images Vulnerability Severity # of images
CVE-2019-20838* High 112 CVE-2018-25032 High 5,013
CVE-2017-11164* High 111 CVE-2022-1271* High 4,757
CVE-2016-2781* Medium 111 CVE-2016-2781* Medium 4,685
CVE-2013-4235* Medium 110 CVE-2017-11164* High 4,667
CVE-2022-1304* High 107 CVE-2022-0778 High 4,482
CVE-2022-1271* High 106 CVE-2022-1304* High 4,405
CVE-2020-16156 High 104 CVE-2020-14155 Medium 4,348

CVE-2021-3608 Low 103 CVE-2019-18276 High 4,259

CVE-2018-5709 High 97 CVE-2019-20838* High 4,199

CVE-2005-2541 Critical 90 CVE-2013-4235% High 4,152
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Table 2. The statistics of vulnerabilities.

Image Mean Std. | Median | Max Min
Official 1173 | 1924 56 1,360 0
Community | 206.4 | 331.1 54 3,140 0
—— Official image Community image
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Fig. 4. CDF of the number of vulnerabilities in a image.
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Table 4. Distribution of sensitive docker run command
arguments in Docker Hub container images; *Including the
“docker in docker” container image.

Category Example Official | Community
PID isolati
. ISO.atlon pid="host” 0 0
violation
UTS i i
. 1so.lat1on uts="host” 0 0
violation
IPC isolati
. 1so.a on ipc="host” 0 2
violation
NE”lj 1so.lat10n network= 2% 13
violation “host”
Sensitive cap-add= 3 21
capability "NET RAW”
Privileged privileged 1* 50
Host devi
OSL ARVICE | jevice="<path>"| 3 23
access
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Fig. B. Percentage of images inspected by the most
severe vulnerability.
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