= 22-47-09-10 The Journal of Korean Institute of Communications and Information Sciences *22-09 Vol.47 No.09
https://doi.org/10.7840/kics.2022.47.9.1310

g 4P VeI
12

Network Anomaly Detection System Using Hidden Layer
Information of Autoencoder

Miru Kim®, Hyoseon Kye", Minhae Kwon’

T UESZ AR St uhE Al 34 A ¢ ZVEE VESY = #H]] §A Al22®(Network Intrusion
Detection System; NIDS)9| F8Ado] % 73xsx
T7F &3] AleEa gledl, 53] o8] Held 732 5 LEIFU(Autoencoder)”t 7MY tEA R F8E N

=
=
o
tlo
s

N

=

o ©

Pkl 5, 93] A 2837 s 3)
2 $lAE 292 AnE weA wejslol B & EEeld
£ ols} e WA Fuel] slsle] LEdlmy wde] 9% AnE Fgel] B Fe WA AL A
S WRke ARKRI, ARKSR: Aladel A AES 18 MEDD olus 7% Wl ¥ AgEE o)
A W=z dlele] Ae ealich woAq A3t Aldeli Assle] wE B JE Q7 AnE o)

= u
H] 953 A5S Hole 7S Ay ow galslglrl E3] Accuracy 353} Fl-score dHEoll4] 7|& whale o
I 80%2] AL Woli= Aol vlg|, Aot WS 98% = 7| W] dv] gdd] £ A5S He AL
Falstrh,

Key Words : Network Intrusion Detection System, Anomaly Detection, Dimensionality Reduction, Autoencoder

ABSTRACT

As Internet usage has been increasing, the importance of network intrusion detection systems (NIDS) has
been highlighted. A promising solution for the NIDS is an autoencoder, a type of deep learning model. The
conventional autoencoder uses only the input and output layers to detect intrusion, which draws a limitation. In
this case, the information embedded in hidden layers would be ignored. The hidden layers of the autoencoder
should be included in the detection process since they have information about the data. In order to overcome
such limitations, we propose a novel anomaly detection solution that utilizes not only the input and output

layers of the autoencoder but also hidden layers of the autoencoder to improve the detection performance. To
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evaluate the detection performance of the proposed solution, we use two popular network intrusion data sets

and compare our solution with existing state-of-the-art methods. As a result, we confirm that the proposed

solution outperforms other comparison methods. Specifically, our solution shows as high as 98% Accuracy and

Fl-score on average, while the comparison method shows 80% Accuracy and Fl-score on average.
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# 2. NSL-KDD dloJ&] A o] s 57} A3}

Table 2. The performance of anomaly detection for NSL-KDD data set

Precision Fall-out Specificity Recall Accuracy Fl1-score MCC AUC

Ak | mean 0.9679 0.0315 0.9685 0.9612 0.9648 0.9642 0.9302 0.9705
WA std +0.0192 +0.0204 10.0198 +0.0172 | £0.0131 +0.0131 10.0262 10.0036

SAE mean 0.8828 0.1235 0.8865 0.8846 0.8806 0.8809 0.7661 0.9627
HA] std +0.0472 | £0.0614 +0.0615 +0.0525 +0.0066 10.0052 +0.0122 40.0035

L1 mean 0.8721 0.1495 0.8605 0.9094 0.8799 0.8835 0.7643 0.9534
HEA] std +0.0423 10.0543 +0.0551 10.0381 +0.0121 +0.0091 40.0202 +0.0077
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Table 3. The performance of anomaly detection for CSE-CIC-IDS 2018 data set

Precision Fall-out Specificity Recall Accuracy F1-score MCC AUC
Alqt | mean 0.9864 0.0137 0.9862 0.9985 0.9923 0.9924 0.9850 0.9957
A std +0.0159 +0.0194 +0.0193 +0.0056 +0.0097 4+0.0087 | £0.0181 | +0.0068
SAE | mean 0.6997 0.3764 0.6435 0.8553 0.7394 0.7676 0.4949 0.7763
A std +0.0833 v0.1846 10.1846 +0.1029 +0.0535 +0.0286 | £0.0934 | +0.0258
L1 mean 0.7437 0.3263 0.6737 0.7577 0.7199 0.7174 0.4703 0.6956
WA std +0.1097 +0.2554 +0.2554 +0.1625 +0.0603 100364 | £0.0824 | 0.0644
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