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ABSTRACT

Due to the advantages and convenience of wireless networks, the use of wireless networks is rapidly
increasing, and not only individuals, but also public institutions and businesses are providing wireless Wi-Fi
services as essential services. As a result, attacks targeting wireless network routers are also increasing every
year, and when vulnerabilities occur, enormous damage occurs. Because Wireless routers are easy to secure
and access, attacks can occur without physical access. And the level of security protocols provided by
wireless router products is different, so it is important to analyze vulnerabilities through threat analysis on
wireless routers. In this paper, we created a data flow diagram (DFD) of a wireless network router, analyzed
the data flow between the network router and Internet devices, and applied the STRIDE threat modeling
technique to systematically identify threats. Additionally we applied the attack tree, and DREAD model to
threats. Finally, a checklist for checking the security functions of the wireless network router is proposed to

contribute to the improvement of the security of the wireless network router.
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& 1. DFD 74
Table 1. DFD elements
Element Appearance Meaning
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Table 2. STRIDE Model
STRIDE Description
. Pretending to be something or someone
Spooting
you are not.
Tampering Modifying som'ething you’re  not
supposed to modify.
L. Claiming you didn’t do something
R
epudiation (regardless of whether you did or not).
Information Exposing mfo_rmatlon to People who
are not authorized to see it.
Denial of Preventing system to provide service
service by exhausting resources.
Elevation of | Allowing program or user to do things
privilege that they’re not supposed to do.




1

fut

EX

[

HESY=

L
ST

WEAZ F67] 99 24
T

A

R b, AgAes

=}

=

=

A4z v

L

L.

epde}. of
§7]°] ue

-
[}

=

=

A2 F-f71el v

E

el

3-9-2] Attack Tree

L.

4
A% Eo Vg2

2]
=]

L

-

al

[

5
7

4

A
913}
s

A
g
=
=
oL
)

ﬂ i SNQ
mjw I Bunauuoy/
" M _E | Uogean
P 7 oF | 1og 7l
[ ” DY P 7
Mo «| | |9 pardoua puss ey
< 3 | OV pUSS 14 .
EA WE I Buibeueiy ubeuew
"o T ! ) bi19)
n- N uogeiiau 319 wanbey 524 oy ] foy sy
| 3 [elodws] PR
ﬂ_i EE 1 dnoig "y 14 1 20 LD puss EL4 . 9504
P | |
S o
~ X -
X JIAL pUas / Y1 ajeasd

~ o Aoy 12

B, vz
‘_'ﬁ_

i | Rl 2N SSeIppY DV
A AN | > 2N PURs 022 T T hetaud
0 o % = | Bussanoud, ! (DI)aDesSaN DI Puss ‘S04
o) X & uonean g
ém 17rL AT ﬂr vondinuz i uogean
TR oo bessapy 1senbay 614 OMEN B0 | 14 Busssaooud
| UNONY PUsS 114 Jueniddng &
] P ! 20 20 maz,. 03 53y
e Buissaaoid g
SYRYspuey Aem  DUES Bl4
— Buisszoaid
1L.l UT N M_I uonealn T | Tondknu
Mo i MW puss 0L I 5
:.L 0f o JWd 80d I ! abessaw 15anbay 4
o X w | h
— T i
X T
I 2 % M
oy |
nﬂ ._lr.V| i \DJewsIu plomssed puss 603 | Wabel
A
‘Llﬁ o ;i fay piomsse !
o9 5l Uosuedwwoy B0y yong Pl sl £
/ T o = | Lk 30EDaULD)
(= | promssed puss 914 Buissaooid \ 1
pir Ho W | 5 ! 204
o 2 g | UEpa I |z paomssed puss g4 ! = g
EE 2 14 L0d ! fiepunog 13sn Uewny
om _1 Mhu“u 3 i . S50 J0) ! issed e 15anDay 704 ”
PNL £ X Eo B0l 2 o ! promssed e Jsanbay !
— -0 i !
) L= (o o#E 1 Xaﬁw_ﬁga Buiyjew I ! (EMERLN
J.._ jars .Llﬁ = ! plowssed 847 ¢ B 30y I0MT8 T
~n ; 3] asuodsal 3jgenauLe) W ) B0
R M .%u s UomzUL0) ‘Lod e x_o.,zg:x_mw”g. 2 UewnH 103
- = .
74 b= = 904 _
o .NH > I I
mo o & 155 puas | | |
&m ﬂ _I m / ssame jsanbay 004 I '
o ‘Dr o ﬂn m iAaq AU}
T B 0
mo < Mo B
TE TR
Mk R

1793

S(WPA2)

=

=]

5

7] Level 1 Hlo]g 3

(5}
ireless Network Router Level 1DFD(WPA?2)

A



The Journal of Korean Institute of Communications and Information Sciences '22-11 Vol.47 No.11

Wireless Netv

F'D1. SAE Authentication
Request

Connectable
processing

F'03. SAE Authentication
Reponce

£'04. PMK Verification]
Request

P'09. Generate

P'03. Verify

P ]
PMK 10. Werify

PMEK

F'05. PMK Authentication
Reponce
F'06. Association Request

F'07. Association Respnce
F'08. Send ANounce

P04
Assadiation
Processing

P11
Association
Processing

F12. Message ]
Encryption Request

F'13. Message (MIC)
Relay

F14. Ready toﬁreate GTK / Send MrC]

P12 PTK
Generation
Processing

P'05. PTK
Generation
Pracessing

09. Message
neryption Request

P06. AES
Encryption
PfUCESSi”QV F'10. Message {MIC) Re\ay]

P13, AES
Encryption
Processing

P14 Group

F17. Send GTK, MIC

P07, Grsup Temporal Key
Temporal Key (GTK) F15.GTK
(GTR) \ Managing / Encryption Reque
Managing £18. Send ACK|

F1 9.)Check ACKI F16. GTK Relay

P15. Port
creation
/Connecting

T2l 3. A9 F57] Level 1 dlo]e] ZZ%(WPA3)
Fig. 3. Wireless Network Router Level 1IDFD(WPA3)
Unauthorized access
the network router
Attack on network e an Obtaining access
router password - password using acquisition
side-channel attack
A01 AD2 A03 AD4 AOS AO6 AO7
: i imil | i i Downgrading to
P rd ki Bypassing Timing-based Cache-based Manipulating g g
(ﬁxgmr;;a;m';‘f Passvll.:ord password Side-channel Side-channel the network unsafe network
Force Attack) gre g authentication attack attack data protocol
T01 T3 7 Tie T02 T2 T4 T20 T21 T04 T19

O3 4. Ago] $= ARALe] ¥4 347 A< Attack Tree
Fig. 4. Unauthorized access the network router Attack Tree

1794



tlo

=4/ STRIDE 913 2dl9& o] 43 +4 V== 7] 98 +4

F 3. 743 FHi71ol H STRIDE 4
Table 3. STRIDE Analysis on Wireless Network Router
DFD [p | Threat | Threat Description
ID Type
Use Dictionary Attack to find out the password by entering the password of a network
FO03 Tol S router that is frequently used.
P02 Network routers are particularly vulnerable to Dictionary Attack because each product has
a password that is initially set.
FO8 .
If you do not specify a password for the network router, all anonymous users can access
F15 . .
Fl6 TO2 I the network router using the frequency. This can be accessed by lots of anonymous users
and degrade network performance.
DO1
FO6 TO3 D When requesting a connection, it modulates an invalid SSID value through Man in the
Middle Attack. This may restrict access to the network router.
When requesting a connection, an attacker can tamper with the SSID with administrator
Fo6 TO04 E privileges through Man in the Middle Attack. Through this, an attacker can gain
administrator privileges.
FO1 o . .
F06 TO5 D A DDOS(Distribute Denial of Service) attack can cause the network router to send
PO1 connection requests that cannot be processed in time, reducing performance.
2 It transmits an ACK value indicating that the connection is complete to the network
P12 TO6 D router to create a large number of unnecessary communication ports. This may be a
factor in the performance degradation of the network router.
FO . - . . .
Flg By regenerating the PTK(Pairwise Transient Key) of the Internet device/ network router in
P03 TO7 T,S the 4-way handshake, it is possible to enable a snoofing attack in which an attacker
P09 peeks at data transmitted over the network. (CVE-2017-13077[24])
F12
F21 By regenerating the GTK(Group Key Handshake) of the Internet device/ network router in
F13 TOS8 T,S the 4-way handshake, it is possible to enable a snoofing attack in which an attacker
P11 peeks at data transmitted over the network. (CVE-2017-13078)
P05
FI3 In the third stage of the 4-way handshake, GTK and MIC(Message Integrity Code), if
data is manipulated during AES encryption, AES encryption may be broken. (KRACK)
F23 TO9 T,S . . .
4 This can be used to enable snoofing attacks that peek at data by sending a forged GTK
to an Internet device.
An attacker creates a communication port by performing remote access to the network
P12 T10 T router and alters the address when connecting to DNS. In this case, the Internet device
user can access the Farming App or the Farming web site.
If an attacker sets an invalid value when creating a communication port, all users using
P12 T11 T.D . L
the network router will not be able to use the network even after connection is complete.
FO3 T2 S An attacker can perform an Offline Guessing Attack by acquiring the network router
DO1 password hash table managed by the network router.
F02 TI3 S An attacker can find out the password by conducting an Online Guessing Attack that
FO3 examines all passwords and enters all possible passwords.
An attacker can perform Stolen Verifier Attack by manipulating the process that performs
P07 T14 S password authentication. This allows an arbitrary password to be successfully
authenticated, so access can be allowed to a large number of unspecified persons.
An attacker can manipulate the password data transmitted from the Internet device with
FO8 T15 T.D Man in the Middle Attack to return a mismatch error even if the correct password is
entered.
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Description

When PSK(public key) is transmitted after matching network router password, it can lead
to failure in performing 4-way handshake by falsifying the data with Man in the Middle
Attack. When PSK(public key) is transmitted after matching network router password, it
can lead to failure in performing 4-way handshake by falsifying the data with Man in the

When a user enters a password in a public place, the password may be exposed.

You can access the network router by sending the same password data by sniffing the
data that the password entered by the user is transmitted to the network router.

When requesting a connection with WPA3 protocol in transition mode, an attacker can
protocol through Man in the Middle Attack. By
capturing the traffic generated during this connection attempt, a brute-force attack can be

which is a cryptographic-based authentication protocol
before the 4-way handshake, a timing-based side-channel attack can be performed to
obtain timing information responding to the commit frame for negotiation of the shared
key. An attacker can use this information to perform a brute-force attack to find out the

Cache-based side-channel attack can be performed to acquire memory access pattern
information in the commit frame for negotiation of shared key during SAE Handshake,
which is a cryptographic-based authentication protocol before the 4-way handshake. An
attacker can use this information to perform a brute-force attack to find out the password.

By bypassing the defense mechanism against the Denial-of-Service attack of SAE, which
is a password-based authentication protocol, the process can be terminated by omitting the
status validation step when processing the confirm frame. This can occur as a factor in

Threat | Threat
DFD ID | Type
F10 T16 T,D
Middle Attack.
F03 T17 I
FO08 T18 S
FO1
F06 .
FO7 T19 TS forcibly downgrade to an WPA2
Pol bled in a 4 handshak
P0G enabled in a 4-way handshake.
During the SAE Hand-shake,
FO03 T20 S
password. (CVE-2019-9494)
FO1
F02
FO03 T21 S
P08
P09 (CVE-2019-9494)
F04
F05 T22 D
P10 .
the performance degradation of the network router.
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¥ 5. DREAD $|§& 4.
Table 5. DREAD Threat Analysis

ID Threat D E A D Sum Rating Risk
A01 Password cracking 3 5 3 19 High Reduction
A02 Password stealing 3 3 5 4 19 High Reduction
A03 Bypassing password | 5 1 5 1 14 | Medium | Reduction
authentication
A04 Unauthorized . Timing-based 3 1 3 1 11 Low Retention
Side-channel attack
access the
Aos | metwork router | Cache-based 3 1 3 1 11 Low | Retention
Side-channel attack
A06 Manipulating the 3 2 | 3 | 2 13 | Medium | Reduction
network data
A07 Downgrading to unsafe | 5 1 5 1 13 | Medium | Reduction
network protocol
A08 Manipulating the 3 1 2 1 11 Low | Retention
network data
A09 Deleting authentication | 1 3 1 1 Low | Retention
) data
Se]r)\?iztaa(ch())fS) Sending data from a
A10 very large number of 4 4 5 4 21 High Reduction
users at the same time
All Manipulating Net\.ivork 3 1 5 3 14 Medium | Reduction
Router Information
Snoofing the network . .
Al2 5 1 2 4 15 Medium | Reduction
Stealing user data (KRACK)
sensitive Manipulating network
Al3 information router information and 5 3 2 4 17 Medium | Reduction
Phishing
3 a7} 2 es)) V. HFEAE EE
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Table 6. Check List
Check
T rf: i Thr :
ype Surface List No. Details eat No
Confirm that router only accepts strong passwords that require
C01 authentication (eg at least 8 characters including uppercase and TO1
lowercase letters, numbers, special symbols, alphanumeric characters).
o2 Confirm that rules Including password length, disallowed character To1
information for generating passwords are explained.
o3 Confirm that the router password uses a safe mechanism for making To1
User password.
Authentication C04 | Confirm a period of changing password. TO2
C05 Check a default initial password is set. TO2
o6 Check that a user change the SSID and password given by the T03, T04
manufacturer.
Co7 Confirm you are limited to one login at a time when logging in. TOS
CO08 | Check number of login attempts limit TO05, T13
Application
Router web application is not vulnerable to web application
C09 vulnerabilities. (Example: Cross-Site Scripting (XSS), SQL Injection, | TO1, T13
and Cross-site request forgery (CSRF), etc.)
Router web application only accepts strong passwords that require
C10 | authentication (eg at least 8 characters including uppercase and| TOL, T13
Web User lowercase letters, numbers and letters).
Authentication
utienticatio Cl1 Router web application rejects input with invalid or malformed data. T14
c12 Router web application have CAPTCHA authentication to prevent T14
automatic attacks at login.
c13 Router web interface have management policy for authentication (login T14
ID, log out, timeout setting, etc)
Session Cl4 Rou.ter v.veb application automatically logs the user out when the T17
session _times out.
Cl15 Router web interface only uses the encrypted HTTPS protocol. T15
HTTPS Cle Confirm that the router web interface should restrict administrator T15
access to HTTPS.
The wireless encryption is supported by the wireless network protocol T09. T19
Wireless C17 | with the highest security strength (eg WPA3 or at least WPA2 1:20 ’
Encryption Enterprise (WPA/WPA2-AES)).
Protocol C18 When providing WPA2 protocol, TKIP option is not provided as data T09
confidentiality protocol.
Network C19 In the initial setting, the remote administration function should be T10
disabled.
Remote C20 Remote administration is provided only through HTTPS. T10
administration
21 Logon restriction policies such as ID, password, and timeout for remote T10

administration should be established and functions should be provided.
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Check .
Type Surface List No. Details Threat No.
When providing the UPnP (Universal Plug and Play) function, it
C22 T11, T12
should be disabled by default.
UPnP When providing the UPnP (Universal Plug and Play) function,
C23 UPnP-UP must be supported to perform authentication between the | T11, T12
device and the application.
. When port forwarding, a function to restrict to source IP and source | TO7, TOS,
Port Fowardin, C24 ?

Network wardng IP subnet must be provided. T16
GUEST 25 Provide a GUEST Network and set it to separate from the main local | TO7, TO8,
Network network. T16

DoH/DoT 6 New secure DNS, DNS over HTTPS (DoH) and DNS over TLS T10
(DoT), should be provided as options.
WPS C27 Remove Wi-Fi Protected Setup (WPS) or Turn Off T02
. . . TO06, T11,
C28 The router must provide security through a firewall. T12
. 1 29 The router firewall should consider all open ports as inbound rules for| T11, T12,
Firewa WAN/Internet. 20, T21
The router firewall must consider all open ports as inbound rules to the | T11, T12,
C30
LAN. T20, T21
. TO7, TO8,
Shell Interface C31 Telnet and SSH must be disabled. T20, T21
A manufacturer or developer provides an official channel (such as a
C32 product website) for the disclosure of device vulnerabilities and related -
information.
33 A manufacturer or developer provides an official channel for security )
Vulnerability patching software (e.g. product website)
System Management
34 Users can verify the authenticity of software/firmware/patch files by )
verifying digital signatures or file checksums.
35 The device management platform allows you to deploy )
software/firmware/patches to connected devices.
C36 Monitor audit logs and security event logs for firmware updates -
37 Security-related events such as privilege escalation attempts should be )
well defined and logged.
Data and Event
Monitoring C38 Monitor and identify anomalies with security events. -
39 Write permission to the security audit log should be granted only to )
administrators.
C40 Provide a list of all devices connected to the router. -
cal .. . . . B
Firmware Obtaining software/firmwarefpatch files through official webpage
acquisition C42 Support updating device software/firmware using official software tools -
Hardware 43 verify the integrity of software/firmware/patch files by verifying digital )
Tampered signatures or file checksums
Firmware
C44 Restrictions on updating forged/falsified software/firmware/patch files -
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Type Surface Licsltle;ko. Details Threat No.
c45 Restriction of interworking of management functions through physical )
Unauthorized interfaces or ports

port

C46  |Remove or disable unnecessary physical external interfaces or ports -
Hardware

C47 Remove or disable unnecessary Debug interface -

Debug
Interface C48 Requires authentication or access control when using the debug )

interface or port
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