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ABSTRACT

Sensors constituting a wireless sensor network have open and distributed characteristics, and are very
vulnerable to attacks due to factors such as limited resources of sensor nodes and real-time data collection.
Attackers use these vulnerabilities to attempt attacks such as injecting fake messages and wasting network
resources. Among these attacks, tree-based machine learning is used to analyze and classify patterns for DoS
attacks. In the performance comparison analysis of machine learning, differences in training methods, feature
importance, and characteristics of each attack type were considered. For comparative analysis of the
experimental results, F1-Score was used among the machine learning performance evaluation indicators.
Through the analysis results, it was proved that the decision tree with a single tree structure showed the
lowest performance, and the boosting-based model, which trains the model using weights, showed high

performance.
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Fl-score 52| 37} |37} EA5h0, & =M=
1% Precision, Recall Z2]37 Fl-scoreS A3}
74 A W} A g BAe e gk
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(Precision) =

Recall AA] Positived! HlolE] F SulEA
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odgko] WA == 9ol F83F A= ZHdck

Folt). olefat ol AL WA i shsla] (Recall) — — L7

23 vl o 2 4319} Cross Validation 52] H}QF TP+FN

o] A= et

# 1. WAl 2 "8 Feature Importance

Table 1. Feature Importance by Machine Learning

DT RF ET XGBoost LightGBM

Ist SCH_S ADV_S ADV_S SCH_S
2nd IS_CH SCH_S Feature SCH_S ADV_S
3rd ADV_S Consumed_Energy | Importance | Data_sent_To_BS IS_CH
4th Consumed_Energy IS_CH o] ol DATA_R Data_Sent_To_BS
5th Dist_CH_To_BS Data_sent_To_BS IS_CH DATA_R
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5.4 Feature Importance

32, 33, 3 4= ol 7Y HAl EdE o]
slo] mel& FRIAIFIAL Test HlolE] A& 0|83l &
e wdS H~Ed A3E ZF7) Precision, Recall
2 Fl-Score s |43 %2 A=|gh Wl8olc} HAH

o7 ol Eg] 2o F#H WAS 7%l Decision
Tree®] 5ol 7P GA 7= glo, 714 2 ¥
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A F7r=EGek 34 f9E 7R Hoks u), o
o] FAARe ks WA o W kT® A
%l Normal®| #5 Ag=rt 7HF =4 H7hE ek
37 WhA]o] f-A13} Blackhole®} Grayhole®] 74-9- A
2 BF AR S Fol o2 T4 3l vlsl
B AEErt GA| H71E9del. TDMAS} Flooding

E 2. Precision A3}
Table 2. Result of Precision

Normal | Blackhole | Grayhole | TDMA | Flooding
DT 0.98 0.84 0.85 0.96 0.93
RF 0.99 0.88 0.92 0.97 0.97
ET 0.99 0.89 0.90 0.95 0.97

XGBoost | 0.99 0.93 0.95 0.99 0.98

LightGBM | 0.99 0.93 0.92 0.99 0.96

F 3. Recall A3}
Table 3. Result of Recall

Normal | Blackhole | Grayhole | TDMA | Flooding

DT 098 | 0.88 0.84 | 094 | 097
RF 0.99 | 0.92 090 | 097 | 098
ET 0.99 | 0.89 091 | 097 | 097
XGBoost | 0.99 | 0.94 092 | 099 | 0.99
LightGBM | 0.99 | 0091 0.92 098 | 0.97

¥ 4. F1-Score A3}
Table 4. Result of F1-Score

Normal | Blackhole | Grayhole | TDMA | Flooding
DT 0.98 0.86 0.85 0.95 0.95
RF 0.99 0.90 0.91 0.97 0.98
ET 0.99 0.89 0.90 0.96 0.97

XGBoost | 0.99 0.94 0.94 0.98 0.99

LightGBM | 0.99 0.92 0.92 0.98 0.97
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5.5 &l B{d M5 Hlw

Z+ WAl 2y &312]%2] Feature Importance} ™
Al 2y "|l~E A3} F Fl-Score s L Z2 _u_d
2% 103} Feature Importance 235 A2]3 %
o]-g3ted Al 219 A& vlasla A —v—“
ataz} gl

mlo rSL‘
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0.9 - @ Decision Tree
@ Random Forest
0.85 - o Extra Tree
' 0 XGBoost
08 - m LightGBM
0.75 A
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2! 10. F-1 Score L=

Fig. 10. F-1 Score Graph

TDMA Flooding
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