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ABSTRACT

With the development of ICT technology, the technological and legal application environment centered on
Electronic Medical Record(EMR) is rapidly changing, but the current Article 23 of the Medical Act and its
subordinate statutes such as the Enforcement Regulations of the Medical Act that have been revised in 2016
are still maintained. As the EMR system certification begins in earnest in 2020, the gap between these
regulations and reality is raising questions about the specific application and interpretation of the regulations.
Therefore, in this paper, it is proposed to expand the scope of regulations that were previously limited to

*facilities and equipment’ to ’all security requirements related to medical information’. In addition, it is
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recommended to integrate and revise the regulations that separately stipulate the internal and external

preservation of EMR in accordance with other regulations such as the Personal Information Protection Act and

ISMS-P. The next step is to classify medical information and information systems based on the risk analysis

to ensure consistent security of EMR under the Medical regulations. By establishing security countermeasures

for medical information and information systems according to the levels of security, it is expected to provide

consistent and in-depth security in the medical IT domain.

I.ME

AREA)SS 83t 584 TR 98] o

el A AR o7 550] AAREA f%‘EHi Lk
3 AA=le] == gk o]#gH ICT 7]&e] W
ool wle} Az P2 FAloR g v|4d 8
T A4 217o] FAsH Wdtele 4] 3
g A23zs}t 7 s TR oad AR}
ol WE 71F5L 20164 HE AAE o] Azt
2] 4= glek B3], 202084 A 2edE ¥
20224 A EAAo R AE Q= Ak Tr
Za| 28] Q1A Wekd QEFS dY WES
A= AAE ok aARE of2i’k 71Ee] el
1} 7)50] Ao ARuE fPoli} o)wA FAlz
2] e o] vk EAflske] AR5 A~
B QlZ7)Ze] gk AR ok A83) s)Adel|A
thekel o7} Al71=|aL QIekl o]el ule} B i=o]
M 7180 T4 2 71FelA Al Aup R S8t
= e WE olgAne} PeIE BE Bk o
Ao g Sk Hoks AlAlskaal gl

w3l os57]R viel ol Balshs oS
S TRl Aggho s sk 7| W A
AR B FHo I} ISMS-P 5 el FATe] EAAS
sk, B4R W ARAsed g o7 A
BE AHE 34 %ﬁ?ﬂ,oﬂ 74 o)A A-gsh= ut

B ewo (o) A{ioﬂ olo], 27ke] Aoy =
g Aol 2 ) AlElE Z3kshs Wy 2l
& g e, 33 m% A4 wslel die
al
<]

_{

O.u.
i
=
#a
H
o
Ol
0ok

. = &

2.1 MXIeFo|Ee| Mol
AR 7182 o5 A2z Asr|E5F 5

of) AR Yol whe AAAEE 75 ARl
o 5, olmeld FER ARl Y15 T4 8
Ae ARNBY 5, A, Axbgoleka @ 4
ole}. ARr)E S Ao} et o)wale] o)
A¢] Aol AA B A8 Avkc} ol A

Allazel] AR AR ohle) o] gt Tl
Z2k Aok g A gl i g 5 E3F 9

g 71Zolc) 87|54 Sol 3= 7152 28

7B A2, 7hEs) By, 1 ute] Al B
7120, o]e} 1 7| 2| F7} 7|AEAY At
o] 37} 7]ZH3 72, 27} 7|A w= 4] Ao

ARE mE g

=] x}.—,—/qa]- 2] ij{a]x]/\eﬂoﬂ 9,]5-]_04 Zi;(].xl %JEH
= Apgsle] 41 s AlE A AR o]t}
O AR 715 29715 s Fo] 24
Fejel 2197158 dAgtezs g 4 gl vl
247k g g4 Aels Jo] x1g2o] AL 3RAA]
A3 ol welele] S} o)z, )5 vlold)
ole] E=glah e At o8 Fualglore] ks
7VsstAl ek
il 1l ol ?‘féﬂM A8 5o
& ko olnal A9 o
o % Aol 7|20 f5A4
o Znaly] Sls) MRS o4l sk
azqﬂf”. e, wlad 9)ze} WA} Sl AR
A1 AT %‘1 A S el

Az

-

22 FRjolEI|S0| Wit 2

Ak E_ﬂﬂx]/\ Q) A Ape] | B A ES Es)
o] AJA-BIA % g- T H =0 Azje]ms|2 et
SERS Zﬂ#?fl—c deole] i ke
M Rafeh o]t 134 eZslo] e}
101, Zogee] A1 57|5 Fo] uakd Hug 913
olgxle] &)%) Awka 2, =, dslolit Aol

1909



The Journal of Korean Institute of Communications and Information Sciences '22-11 Vol.47 No.11

olgt 715e] wAls) e 2ld Asiie welsch
W, AR 715 Ab Al 9AA R Ve
J3E E3)] 8AH A|xH]| Zglsle] AHRE Z
At sk el S Fal FES 2
L} A3 Ame e A3S) fE1R Al
o Fsksks 5 BHIskaL tiokt sk amlslob
g,

AAe) 0] B wek Hepge welsiel
2002 34 3091 | ZL ARl 7715l Bk 74
< AsHA AR T2 T84T A, Al
A HRE 97 A 4H2002), Al TR
FES} AR 715 A2E 2152016), AEAR
Aabael) i ot e gekeo19) 2
shodef> 21 53] 20034 109 1) Ald=]e] WA
g At All622016. 2), °le] 3h9] e
2 AR AR5 el el ey Adv
Aol FH3 715 2 o] 8713 919 o] AT
715 W) Beg 7Pl 222016, 8)E-L TIA
o Ag|e] oegule] $4e] W Alelu e
Z7o] o]l Fe] Fo oRAn U AR
2 nEsh] 918 AAA Weke 2 vhels|gley+e,

w3 AR 7% B A% A S Ee
W YA B wshe 348 olfelAn ek

20154 1294 1Y /IR E AHRFAT o834 2 A
BH3F Sol gk HElA ISMS 15 e A

slo] e o] o =9f 7l3te] gowm A
2] 7| Z A A EL 1] E3) B B A A o] HkA]
sty Al A sidskAsL S o)e} 9
A3 2 RAUE PabEe] Aelle] gl A
HRF e 57120209 89 TR IR 5
A% NI R H SIS R o]gtEe] UUstE I
$r8dolgte] GDPR 7| %ol ule} Zu] Q1A BB 5
o] Az} 73k 9k

g, 2020 AR 7| EA1 8] 1FA17}
24 Agge] we} om8 AF sk sl Hekd
S Hlho|| tigh Azl s} 2go] osAR
Al o) Fod shErt =gdek 53] Al ]
EX 8 Q1278 F Axje] -y 2] 23R I
gk 1Z7)5el 014 AR T2 Fe]-HEd
e A gulol Ak 71 2 )51 2le)
2ol AR F1E wA Beg o 24, Z
PR ZFEAMI AR R S e 71 FHY 5 3
W e EUskm i PEor 1 AR
27 Ad o

gk =vbe] Al7|= AL odck

1910

23 gp_l E%t

n]se] 749 2009¢] AAE HITECH ActS E3)
Azl 7| 8A 2 Hle] Axziel glel] Al Al
717F =9len, o] W& <& EHR(Electronic
Health Record)d ¥4l =i o gelollA] <lAle] B}
A el FAlol A3} *FQL%}EE HH3fo] AR
2F59] ol Fols st vis BN Ak
3} %%ﬁ%“éiﬂﬁﬁé%wwmm, Office of
the National Coordinator for Health Information
Technology)e] 77+ 4 1T 7| #=13 284

2 gale wol3 e Q3 011;]1201 ql=
oo X3sh= EHR 7]e9] g oms o
1% 0700] vlolele] -84 2 /1WA 1ok
& BASRs AAE 7l she dloll Ao 25
017 glth= Aotk ONCE] A7 ¢ 1T 7]4 1%
zZ2 g3 e} 158 vke =E EHR 7]&S 7el
o] 774wl 3k 54 zefolwiA] BE Y wel 8
48 SFAR U FYE chdshn A, 01
2] ONC el|#]= ONC 7%
4] ®r} 3329]9] health IT 2
A7F 1ITY 572 33l 21 52‘&, =
e} IE NIAHRH S E 46}04 19961 <dn}e] 3]
oAx AAE olmrge| oA Lof Fuksl= A<l
o] ¥+ H-E(HIPAA, Health Insurance Portability and
Accountability Act)’& A|A3}912m, o]2{3+ HIPAA
Zzjo|HA] JFZ(HIPAA Privacy Rule)ollA+= 5—01
719k FelE 23 A AHellel 2w A8
AT e i A
59 AR Fol ofF BEF 9|78 A1 g}
1 53], HIPAACIA] AAEkaL gl vhekal el
HRYS 2 wel QAR gk WA xRS
HITECH el $-3HA)7]3 gl FAlelct.

od=9] ®B7 Y A}E|EA|Y(Health and Social
Care Act)2 =7}H719] 50|~ (National Health
Service Act 1946)°] &]3) 19481dol] A3 ¥ = =+
Fhaze B 2NHS) BAe) G HAE He
24 53] Yuk|(GP, General Practitioner)ol] gk
U Fofshe WEelth o] HEel 278t 4=
H71e| 841 Pd7]-¢l NHS Digital-> 201611 B
Aol gA R FEslo] A= Ay FEA] FE 1A
olmAn. Qlze} 75, nAelRelole 45 U 24,
Akl felg Qg Seate) 59 wA RN
g1z}l NHS Spine> GP 849 Al~wlS £3)
RAA)2] 7715 0] AF0Z ARSI QYEE A7), o]
= Eg) A2gle] ol AIRS Ho] uke 2 x|

71
1

e}

Fﬂ o_|_,



s
T

I

A AA) 2% el 9w

5 AT A A= A AL

w712l gle] Aol rhsslch Sl s R Bkl
E{(Data Security Centre)E -°33}¢] R.719|F 7|3kl
gk dlofe] 2 Afoln] Hglel] ti-g3LwE Wk
2 Aol 3 w85 AlFska ek
2719} o] w3} d=e] Faks Al wA slal
2

=

RN 2 55T AnE BHoz dely 1
k& K] 913l Alolul FrkelAe] Feld A,

B 22X, 716 Ao ok Haks AEka Sl

= b glek AR dhste] AE E Bz
Ae] ZiAE 74, 7HAS Beslkr] 913k 3
A, #2A, 7% A Fs Algela ok o=
7Vl AEA] 7R S A Fhe AU RRS W
Eol gla, EHTe] AR EA o8A R g B
T YPES EERE AAE] BN HeE HS A
shelar oS F08 = olck

0,
ol

o
it
Hl
¢
it

. @ S #elof st Jid ot

(<3

Aol nr)2e) bdat We) W BES 917 7T
o) W91 E A} o) 2 Do sk
T4 ol Qg £A} cialel weid o) A
W A ke TRt o] AlAakaAl gk

i

3.1 2|BY M23E M2Btel Az} |

5 zapo] manl AR 718 e wEae
AR T AR ] e HHSA] Salske
A} e g BFES Pk o), olsh 2
= alg] 4 Sl A A6} Aol
F1%e] 2] nazel Bagh A9 Qo] Bt 7%
Sollx] A3} Qule] o YEA AunE 8
TARE AT ek Thee] E 1 R
Al omH AR B gl e
& wlatsle] e ge,

HRFA|%o0] HAIA 02 WAt cheket Fe
o) Aot A Qe WA AR e

sto] =2l 2vlE g5shs At ARk &
o= qlaf 7]eA 82 AT EAZ 7sAdel =
ok w3l i Re] A g 4] 7]1EH, Al
o] oA gy 23] 7% A 5 5
= e o] AAellA B o R Al A E A4
she A Hrke el SAeR xEHow i
slo] 7k z3e] g5l 54 GAS 913 e ¥
efe] ke $54 ol F188kaL ol Aol ekt
of th&e] 3 29} o] o|ZH AdarE Allezel o
ato] WA= Wik AlAlskaat jlck

F 1 97 Ads Aol o epste) va

Table 1. Comparison with the Personal Information

Protection Act

Enforcement Rules of the
Medical Service Act

Enforcement Decree of the
Personal Information Protection
Act

1. Equipment that can generate
and store EMRs and verify
electronic signatures

2. Equipment necessary for the
history management of EMRs,
such as checking whether the

EMRs have been changed after
electronic signatures have been
issued

3. Backup storage equipment
for EMRs

4. Network security facilities
and equipment(It shall be
limited to cases where
equipment referred to in
subparagraphs 1 through 3 is
connected to wired and wireless
Internet)

5. Facilities and Equipment for
EMRs System Security(It refers
to a system in which servers,
software, and databases related
to the management and
preservation of EMRs are
electronically organized. be the
same in this section below)

6. Physical access prevention
facilities and equipment that fall
under any of the following
items to EMRs preservation
sites:

A. Controlled facilities such as
access control areas

B. Locking device

7. Where EMR storage
equipment under subparagraph 1
or backup storage equipment
under subparagraph 3 is
installed in a place other than a
medical institution (including a
place where subsidiary business
is conducted pursuant to Article
49 of the Medical Service Act),
the following facilities and
equipment:

A. Facilities and equipment to
check the operation and
condition of the EMRs system
in real time

B. Spare equipment that can
replace the equipment under
subparagraphs 1 and 2 in the
event of a failure of the EMRs
system

C. surveillance equipment such
as CCTV(closed-circuit
television)

D. Disaster prevention facilities

1. To formulate and implement

an internal management plan for
the safe processing of personal

information;

2. To control access to personal
information and restrict the
authority to access personal
information;

3. To adopt encryption
technology to safely store and
transmit personal information
and other equivalent measures;

4. To retain login records to
respond to incidents of
infringement with respect to
personal information and to take
measures to prevent the forgery
and falsification thereof;

5. To install and upgrade
security programs to protect
personal information;

6. To take physical measures,
such as a storage or locking
system, to keep personal
information securely
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Table 2. Proposed amendment of the Enforcement Rules
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Table 3. Proposed amendment of Notification in Medical

of the Medical Service Act on Facilities and Equipment Service ACT
Current Proposed Amendment Current Proposed Amendment
Article 16 (Facilities Article 16 (Facilities Article 23-2 (Standardization of Article 23-2 (Standardization of
Equipment, etc. Required for | Equipment, etc. Required for EMR System) EMR System)

the Management and the Management and
Preservation of EMR) Preservation of EMR)

(1) Medical personnel or (1) ——mmmmmmmmmm e
founders of medical | - shall endeavor to
institutions shall be equipped | safely manage and preserve
with facilities and equipment | EMR, -----------

necessary to safely manage
and preserve EMR, as
prescribed by Ordinance of
the Ministry of Health and
Welfare.
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(1) For the purpose of the
efficient and unified
management and use of EMRs,
the Minister of Health and
Welfare may determine and
publicly notify the standards
concerning a computerized
information processing system
(hereafter referred to as "EMR
system” in this Article),
facilities, equipment, forms of
records, etc. necessary to
prepare, manage and preserve
records, and recommend
manufacturers and suppliers of
the EMR system, medical
personnel or founders of
medical institutions to comply
with such standards.

(2) The Minister of Health and
Welfare may certify an EMR
system, if it meets the criteria
for certification prescribed by
Presidential Decree, such as the
standards referred to in
paragraph (1), compatibility
among EMR systems and
security of data.

[C JE——

be related to computerized
information processing system
may set and announce standards
for functionality, interoperability,
and security, etc. (hereafter
referred to as "EMR system” in
this Article) necessary to
prepare, manage and preserve
records, and recommend
manufacturers and suppliers of
the EMR system, medical
personnel or founders of
medical institutions to comply
with such standards.

grant certification prescribed by
Presidential Decree if the EMR
system conforms to the
standards under paragraph (1).
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Criteria for Facilities and Equipment necessary for
Management and Preservation of EMRs

(1) Generation and storage

equipment, etc. Functional

requirements

(2) history management equipment —
(3) backup storage equipment —

(4) network security

Security

(5) EMR system security 7 requirements

(6) Physical facilities and
equipment

(7) external preservation —
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Fig 1. Classification of Enforcement Rules of the
Medical Act, Article 16
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Table 4. Proposed amendment of the title of the Public
Notice

Current Proposed Amendment

Criteria for facilities and Criteria for measures to
equipment necessary for the ensure security of the
management and preservation | management and preservation
of EMR of EMR
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Table 5. Requirements comparison of the external
preservation of EMR, ISMS and CSAP

The external preservation ISMS-P CSAP
network Network Protection 2.10.1, 11.13
security System 2.11.3 o

Use of certified
information security N/A N/A
products
722,
Data and software 271 12.1.3,
. encryption and 2 9' 4’ 12.1.4,
Facilities and integrity e 12.3.1,
Equipment 13.13
for EMR
System 2.6, 2.8,
Security System Configuration 2.9.5, 722,
for Strengthening 297, 10.2,
Access Control 2.10.6, 13
2.11.3
Establishment and 121
monitoring of data 2.11.5 6 12’
management plan o
Defining the 2.4.1, 8.1.1,
Facilities and restricted area 245 8.1.3

equipment to Access control and

prevent monitoring to the 242 8.1.2
physical . .
status information
access to
EMR storage Restrirction tothe 334 12.15
physical location o o
Facilities and .
equipment for Re%ﬁg:;&z‘;ﬁ of 292 N/A
real-time
inspection of .
the EMR Monitoring of the 292 11.12
system network systems o o
Spare Auxiliary system 622 293
equipment operation o
CCTV installation 316 N/A
Surveillance and operation -
equipment Operation of the
such as external intrusion 243 8.14
CCTV(closed- |  detection equipment
lc treuit Confirmation of
television) access status 24.1 8.1.2
information
Fire-warning facilities
Fire extinguishing
system 822
D1sastf:r Prevention facilities
prevention of the flood 244
facilities -
Supply facilities 824
HVAC(heating, ventilating, 822

and air conditioning)

The external preservation ISMS-P CSAP
Nondisruptive backup of
the system
Backup data
Backup recovery
storage for Prevent forgery and 293 6.2.2
EMR tampering of backup
data
Physical separation of
backup facilities
Facilities and Configuring a
equipment for Redundant Network 292 6.2.2
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Table 6. Proposed amendment of the Public Notice for the
external preservation of EMR

Current Proposed Amendment

[attached Table] Additional
measures necessary for
preserving EMR outside a
medical institution

[attached Table] (Delete)
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