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ABSTRACT

With the advent of the 4th Industrial Revolution, all areas of economy and society are being connected to
cyberspace. In the meantime, 2017 “WannaCry” ransomware appearedl, the U.S. “Colonial Pipe” was infected
with ransomware in 2021. and energy supply to the eastern U.S. was suspended. The damage to ransomware,
which is spreading around the world, is having a serious impact on national cybersecurity beyond just a
technical security problem. In addition, cyberattacks led by hacking organizations behind the state and are
gradually being organized and intelligent, which is feared to cause massive social damage. However, the
existing research focused only on the technical analysis of malicious code, and there was a lack of macro-level
policy research starting with with the question, “How is ransomware affecting national security?” In this paper,
we presented a policy improvement plan to increase the level of cybersecurity in Korea by comparing the
ransomware response policies of major developed countries and Korea after examining the recent major
ransomware damage cases, in-depth analysis of how cryptocurrency and dark app markets affected the spread

of ransomware.
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Table 1. Representative Ramsomware Damage Cases
A case in point Major Damage
“Wanna Crv” In 2017, 300,000 infections
i in 150 countries became an
ransomware | . . Lo
international security issue
The damage started in
“NotPetya.” Ukraine in 2017 and spread
Oversea | Ransomware | to 60 countries around the
world
German .
. In 2020, 30 servers in
Diisseldorf .
. hospital were paralyzed,
University emergency patients died
Hospital gency b
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A case in point Major Damage

In 2021, suspension of oil

Ameri
merlc.an shipments to eastern United
Colonial States for six days (payin,
Pipeline ates 7o ays (paying

5.6 billion to hackers)

Web hosting | In 2017, 153 servers are
“NAYANA” | infected and 5,500 customer
Infection sites paralyzed

In 2020, 10 places
including Woori Bank,
Ransom DDoS | Kakao Bank, K-Bank, CIJ,
Dome attack Hanwha, and POSCO will
stic be affected by Ransom
DDoS

In 2020, some offline stores
of the Eland group’s
affiliates were shut down
and 1 million customer
information was leaked

“ELand Group.”
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Table 2. Major U.S. Response cases to Cyber Threats

Date Major countermeasure (USA)

State Department wanted six Russian GRU
2022.4.26 | members on charges of attacking
ransomware “NotPetya” ($10 million)

U.S. Court Arrests U.S. People Who
transfer Cryptographic Technology to North

2022.4.14 Korea, Fines $100,000 and Sentences 63
Months
Russian-based darknet “Hydra” and
2022.4.05 cryptocurrency exchange “Garantex” on

suspicion of money laundering blocked
trading activities

Kaseya Ransomware attack hacker group
2022.3.14 | Leville arrested in Poland, extradited to the
U.S. in 115 years

Russia’s cryptocurrency exchange ’Suex’
sanctions, alleged money laundering in
connection with at least eight ransomware
activities

2021.9.21

Two people involved in ransomware hacker
2021.8.24 | groups(Sodinokibi and Revil) have been
charged and $6.12 million seized

Three hackers from the North Korea were
indicted, and they were suspected of
producing and distributing WannaCry
ransomware from Lazarus Group

2021.2.17

Casheya ransomware distribution hacker
group Leville has been set aside for $10
million, and two hackers have been
charged

2021.11.8

11 people, including China (5), Russia (2),
and Iran (2), have been charged with
hacking on research institutes and think
tanks in the U.S

2020.9.16
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Table 3. Major EU Response cases to Cyber Threats

Date Major countermeasure (EU and U.K.)

Germany has publicly warned Russian
hacker group ’Ghost Writer’ on charges of
massive hacking attacks against a German
mmber of Parliament and political parties

2021.9.6

EU, NATO and UK jointly identify hackers
2021.7.19 | behind China’s national security as MS
Exchange attackers

The EU seized and searched the servers of
Double VPN, a VPN company suspected of
being linked to Russia, for hacking into EU
agencies

2021.6.29.

The UK. and U.S. jointly warn of Russian
2021.4.15 | intelligence hackers being responsible for
the Solarwinds hacking

The U.K. Foreign Ministry has sanctioned
the Russian hacker group GTsSS for
hacking into European government agencies
such as the German Federal Assembly

2020.12.31

The EU Commission has sanctioned two
2020.10.22 | Russians and an agency for hacking into the
German parliamentary intelligence system

The U.K. has blamed a Russian intelligence
agent for hacking into the 2018
PyeongChang Olympics and the 2020 Tokyo
Olympics organizing committee

2020.10.19

The EU has frozen assets of three hackers
2020.7.31 | and institutions in North Korea, China and
Russia for hacking major European institutions
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